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CYBERscape: The Cybersecurity Landscape

The Security Sector Is Dynamic And Vast. We Are Ceaseless & Vigilant In Our Coverage.
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Figure 1. Magic Quadrant for Endpoint Protection Platforms
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) Process privilege escalation due to kernel exploit (73se)
Investigation Completed - Fully Remediated

Expolit My-tag
/O Search Status: Completed (D Tags (1) [ Comments (2)
|nve5tigatign details Investigation graph Alert received Machines (2) Users (2) Threat found (2) Investigated entities (3,174) Activity log (125) Pending actions
Mame:
Communication to a malicious network destination Investigation graph
ID:
17386 — Windows Defender ATP
Status & I Expolit

@ Fully remediated

Microsoft Defender ATP @
Al [C&5BEERE

Remediation tools: (D) R

0 Windows Firewall

5 cont-jonathanw  Important Machine

g L cont-jecobgall

Windows Defender Antivirus

2, Jonathan Wolcot
Dev 2

2, Jecob Gall
Dev 2

Investigation time

D 2257 Files
2 Remediated
Started

9/15/2017 12:46 PM

Ended ((c)) @ 84 Processes

00:01:23 9/15/2017 12:46 PM 2 Remediated

Completed 10 IP addresses
1 Remediated

I Pending time - 35 min
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Windows as a service

In-place upgrades
Continuum

Cortana

Windows 10 core
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Windows Information Protection
Windows Hello for Business
Windows Analytics Upgrade Readiness
App-V, UE-V

Hybrid Azure Active Directory Join
Windows Ink
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Windows Defender Antivirus
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Microsoft Edge
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Windows as a service

In-place upgrades
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Windows 10 core
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Express update delivery
Hyper-V
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Windows Defender Antivirus
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Microsoft Edge
Device Guard
Credential Guard
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In-place upgrades
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Windows 10 core
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Windows Analytics Update Compliance
Windows Analytics Device Health
Co-management
Enterprise search in Windows
Continue on PC
OneDrive Files On-Demand
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°Mixed Reality Viewer
Windows Autopilot
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Windows Defender Security Center
Express update delivery
Hyper-V
Windows 10 Subscription Activation
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Night light, mini view
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Windows Analytics — Spectre & Meltdown,
Delivery Optimization, Application Reliability
Logon Health

WDATP Automated Remediation
Conditional Access based on WDATP device risk
Threat Analytics

Emergency Outbreak Updates

Advanced hunting

Cloud Credential Guard

Diagnostic data viewer

Windows Autopilot enrollment status page
Windows 10 Enterprise in S mode

Shared Windows Devices
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Windows Defender ATP new attack surface area
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Microsoft 365 Enterprise
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Office 365 Enterprise Mobility + Security Windows 10
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Office 365 ProPlus Azure AD Microsoft Defender ATP
Exchange Intune
OneDrive Azure Information Protection
SharePoint Cloud App Security
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Microsoft's mission

Empower every person and
every organization on the
planet to achieve more
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