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ABSTRACT

We now live in the era dfreversiblereliance ontechnologywith consistentlyeroding digital trust. Enterprises have
entrusted their sensitive information toncreasingly expensive o f t war e and syst emsthet hat
data, user privacyet scale to future data demandfustomers still expect their information to beompletely
protected and used responsibly in their best interesEsirrently encryption is the only provable way to secure our
information. So why don't we encrypt aknsitive informatiorthroughout the entire technological ecosyst@mhere

are 3 key prolems. The first is that encryption is only as secure as the encryption keys and to properly
compartmentalize information, many keys are required. Key management with lots of encryption keys is very hard to
manage. There is also a fear of losing keys aadrformation those keys unlock. The second problem is that nobody
wants to slow down operationsr sufferany performance loss caused by encryption. Althoogidernciphers are

very fast and today's CPU chips provide acceleration, this hasn't alwaysHeeease. Third, nobody wants to lose
capability because their information is encrypted and they can't easily find it or acaesdémand
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Figure 1 Craxel's Key Innovations

Cr a x e |lperormancegebure datananagement solutiowlelivers a compelling solution to each of these problems
Craxel has developed a platform to enable data to be encrypted, then stored and managed with incredible
performance and scale, while never seeing the contents of the dstaanbining high performance searchable
encryptionwith a novel database architecture to store and organize strongly encryptedttigtentire data layer of

the ITarchitecturecanbe zero knowledgand not susceptible to data breachezero knowledge meanké
infrastructure can stililnanage and protect data without ever knowiitg contents toeliminate the greatestattack
surface within an enterprisethe central repository of data Ehabling application layer encryptioneans that
information can be highlgompartmentalized, limiting the potential damage of successful attacks on any remaining
attack surface.Further,shifting theattack surface to small portions of the IT architectordy where data must be
decryptedcan reducecybersecurity expenditureshile increasing risk mitigation

Cr a x igh perbbormhncesecure data managemernables a new information architecture that improves information
security across the enterprissndenables two key capabilities:

1. The dility to store and organize strongly encrypted data without making it vulnerable in the data layer (Black
ForestDatah s e “ BFDB" )
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2. The dility to exchange value and information securely without having trusted intermediaries look dathe
(Black Forest DistributeceLd g BRL" )

&

Organize information Py Securely exchange

with unprecedented ‘B value or information
security ‘ ~ with high level of
‘ assurance

Black Forest Database™ Black Forest Distributed Ledger™
Figure 2 Key Functions of Digital Trust Platform

Together, BFDBNndBFDEAr e key components of a “Digital Trust Pl a
encrypted data without decryption, without the encryption keys present, and with remarkable performance and at
massive scale.

Bl ack For est Dd&ttfthiisBvRitB Baper, is t high pesfarnbajpce, felhtured database with searchable
encryption thatprovides realworld opportunities to change how businestect andshareinformation. Key benefits
to the enterprise architecture ecosystem include

1. Cost effective elimination of IT attack surface and corresponding reduction in cyber risk

2. Highly accessibldhighly availableefficiently organized, andasy to find secure information

3. Streamlinedcompliance with data privacy and confidentiality regulations

4. Low latencyandscalableoperationsto securelymanageexponentially growing volume and velocdf/data

Enterprises spend billions of dollars on cybersecurity, yet massive data breaches continue. Businesses have accepted
that their efforts atprotecting the perimeteiare noteffective. Databases can't protect our information because they

can only index andesrchdatawhile it is ina vulnerable stateNeither encryption at rest nor transport layer
encryptioncansolve this problemThe Black Fore®B™ with builtin high-performancesearchable encryption

offersboth performance and functionalito addres these growing concerns, and provides a ground breakargl

incredibly effective- approach to application architecture and security.



1. INTRODUCTION
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Figure 3 The Path to High performance secure data management

Researchers have been studying searchable encryption for years, looking for the breakthrough that would make it
practical enough to be widely adoptethe ability to search encrypted data without decrypting it and without the keys
being presents widely @cepted agevolutionary for data security. Unfortunately, previous methods simygye not

fast enough to be practical and/or leaked too much information about the encrypted data, allowing attackers to learn

sensitive detail&nd infer informatiorabout the data

Perhaps the moswell-known of theseefforts is Craig Gentry s

Encryption was possible

Gentry's

techni

Dapd& Proving that Fully Homomorphic
gue all owed arbitrary

op

without decrypting it. Unfortuately, this technique was orders of magnitude too slow to be practMéiile there

are certainly uses for Fully HomomorphitcEyption in secure computation, it is not currently (and may never be) a
practical angver for searchable encryptiongarch perbrmance will always be dependent on efficient indexilmg.

2011, Google, MIT, and DARPA began searching for practical searchable encryption. Ultimately, their solutions were
not fast enough or had unacceptable information leakage.

In addition to Fully Bmomorphic Encryption, cryptography experts often refer to a rather simple method of
searchable encryption called Deterministic EncryptigrDeterministic Encryption scheme simply takes a key/value
pair and encrypts the key field using something like-2&5in electronic code book (ECB) mode, then stores this in
a map like a NoSQL database. To query, the user simply encrypts the key the same way again and looks up the
associated value. Although this method is much more secure than leaving NoSQL daitstéxt AER56is for all
practical purposes unbreakableesearchers have shown that witkhpaori knowledge of the data distribution they
can infer significant information about the encrypted data. Thus, the mantra in cryptography is that deteigninist
encryption is not secureAdditionally, using deterministic encryption for indexing and searching sorted/ordered
data is even less secure ththe key/value case because it leaks ordeimigrmation. Ordering information is

information that can be gie n e d

about

the underlying

dat a

without K nc

account balance, but | can infer it is greater than $1IMiis makes iasyto infer the range of a given value.

I'n 2016,

Cr a x e bnimovdteotachmigesnr peobahilistiz patial thdexing to achieve a breakthrough

in high performance secure data managemenhis breakthrough makes it practical to organize and search strongly
encrypted records without decrypting them or having the keys present on theeserdnlike simple deterministic

encryption, Craxel?’

S

proprietary

t echnol og yndaoees so

SUPpPFE

with various mechanisms to prevent/mitigate order leakage attadkssmeans data can be queried, storedca
organized with unprecedented speed and privacy.
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2. BLACK FOREST DATABASE™ SEARCHABLE ENCRYPTION
Bl ack Forest DB™ ( BF Deaturdd datahasehwiittgsharchable énayptiom nc e, f ul |

“Our breakthrough high performance searchable encryption allows BFDB servers to index
and efficiently query strongly encrypted data without decrypting it or having access to the
encryption keys. “

l2¢ OFy | RIFEGFIOFAS aSNIBSNI NBaLRyR G2  Of ASy G QaThg dzS NE
answer is probabilistic spatial searchpplications begin by using the BFDB Driver to inseit $trongly encrypted

records in BFDB serveBverystrongly encryptedecord has special metadata attached to it that secretly identifies its
location in aset ofsecretdata space. To query the system, the clieidentifies the areas within theecretdata space#

is interested irand the servers simply return the records thetve metadata thamatch the area®f the data space

being searchedOnly a client with the right secret key can understand the secret data sexckhow to perform

database perations in those spaces

Cryptography is highly complex; how can anyone trust this method is sec@emleBF DB ser yand dan’
even look at the strongly encrypted record contenfdie application encrygtthe records completely independent of
BFDB. This greatly simplifies validatadrihe security of BDB as it is easy to validate that the BFDB servers only have
strongly encrypted records and never possess the decryption keys for the re€breldsecurity of the strongly encrypted
recordsheld in the BFDB serverdiiereforeb ased on t he appl i c.aEvenibsomepneeetrievedy p t
an encrypted record or hacked t heensrgtiomkeyrWe recommend AES n ' t
256 but applications can choose what encryption system toWsecall BFDB serversera-knowledgé they know

nothing about the contents of the records they hold.

So,given that there are encryption systentbat applications canuselwhas AE& pc G KF G O y Qi O dzNN
force attacked,the only security concern related to BFDB servers is if the metadata leaks information about the
records? Yes, absolutely. Previoasademiattempts at searchable encryption have used metadat leaked

ordering and other information or used deterministic encryptiamich researchers have proven is not secure under
certain conditions. For instance, hashing or encrypting a record the same way every time is called deterministic
encryption. The allows statistical analysis to be performed to try to figure out something about the record. Some other
very crude attempts have used very insecure cryptographic techniques such as substitution ciphers to create metadata
for indexing and search.

Whatia &LISOALE | 062dzi / NIESt Qa4 ENBEXkplOKNRPm@KhNBEf i §SRadg2ady
probabilistic spatial search technologife previouslynvented a method of efficiently indexing and searching huge
numbers of shapes in a data space. Téikus to our breakthrougHiscovey; the creation okecret data spaces that
prevent/mitigate order leakage attacksit can still support range and spatial queries efficientlyaddition, @tent-

pending techniques that use widely adopted, proven crgpéphic primitives are used in creating and generating data
space permutations to ensure that an attacker Fusha, t f
because this method isased on probabilistic spatial indexing and searahdom uncertainty can be added thwart

highly unlikely, but theoretical statistical inference attacBiceour searchable encryptiomethod is probabilistic, the
servers can return f al s ereafiymatéhesitovhe quertTtsalsothwartstHosedightys t h e
unlikely, theoreticabtatisticalinferenceattacks.The clientside driver works with the application to filter out the false
positvess o t hey don’ t i rjsanpadrtanttdnete tagy gthough falseipasitives are possible, our
method never fails to send baéy Lthe actual matches.

How can searchable encryption be fast enough to use in place of existing databasagProbabilistic spatial search
technigues are incredibly fast at finding the candidate results for a query and are incredibly selective in terms of keeping
false positives to a minimum. For many use cases, this method is faster-setge¢han searchinBtreeindexes in

relational databasesServerside query processing consists of tree traversals and simple bit comparisons. More work
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must be performed on the cliergide to generate metadata, encrypt and decrypt records, but it is not that demanding
Our architecture scales better than typickdtabasess itis possible to have many clierdsing that work instead of a
smaller set of servers.

If this is secure, fast, scalable, and functional, then the 99.999% of time information is in the data layer, it can be safe,
yet instantly and efficiently accessible? T h a t ’ $nformatignitan.now be securely organized and efficiently
accessed, without igverbeing vulnerable in the data layerhe only way to decrypt the encrypted records is to have
the right encryption keys. We believe that thiseakthrough will fundamentally change how the world organizes
information.

3. APPLICATION ARCHITECTURE

An instance of Black Forest DB™ consists of a cluster
the BFDB DriveFiguredError! Reference source not found. shows the architecture of an application using Black Forest
Dat abase™,

The BFDB Driver is a software library accessed directly by an application. Mutations such as inserts, updates, and dele
are presented to the BFDB Driver by the application. The BFDB Driver sends the tuples and associated security labels
through an apptation-provided callback for transformation or to get the keys to use to encrypt or decrypt the tuples
prior to sending a mutation or transaction to the BFDB servers. This is called application layer encryption and makes it
trivial to validate most of theecurity aspects of BFDB. The BFDB Driver also cthatescrypted metadata that is used

to index and search the tuples on the BFDB servers.

5. BFDB can be used to manage
large quantities of encrypted key
material efficiently. For additional
application layer security, can be

used in conjunction with trusted

anclaves and Rsmis: 4, Application encrypts and decrypts

record(s). Keys only released by key
management if user has permissions
for security label. Can be implemented
in trusted enclaves.

a =
7. Partitions index tuples Nor e
without leaking ordering 6. Driver sends queries ‘

1. Users interact with
application

information or mutations directly to
applicable partitions
' 2. Application issues
commands such as insert
or query to driver via API.

3. Driver generates
encrypted metadata
needed to index and
query strongly
encrypted data.

Figure 4 BFDB™ Example Application Architecture

For queries, the application pass&& query to the BFDB Driver. The BFDB Driver sends the query parameters to the
applicationprovided callback for transformation and/or to get the keys needed to encrypt the query. The BFDB Driver
then creates encrypted query metadata for search. Theyted query is sent to BFDB servers and a candidate result
set is returned. The query result set and their associated security labels are sent to the application callback to be
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transformed or to get the keys required to decrypt the results. Search is pilidta to the extent that the query result

can contain false positives. BFDB servers do not and cannot know for certain if a tuple matches a query. Query results
are validated by the BFDB driver against the query parameters after decryption so thaatipps never receive these

false positives. There are other searchable encryption schemes that return false pogitkasto our performance
breakthrough is our ability to minimize the number of false positives returned with each query.

Applicatiors can manage their own encryption keys. Since the application layer performs the encryption and decryption
and ha possession of the encryption keys, it is trivial to prove that the security of the tuples themselves stored in a
BFDB server is equivalentttee encryption method used on the client. Security of BFDB is reduced to the tuple
encryption methods chosen and the security characteristics of the metadata encryption scheme.

4. PERVASIVE COMPARTMENTALIZATION

Mandatory Access Graph Data Model Application Encryption Key Release for Policy
Control Enforcement
Every tuple has a security ~ Each tuple has a subject, ~ Since the application performs  Application layer encryptiol
label. BFDB only allows predicate, and object. the encryption and decryption enables a very powerful,
users with permissionto  Applications can create rich  of the tuples themselves, the compartmentalized
access a given security ~ directed graphs of information appllcqtlon can choose which  jnformation architecture tha
compartment to retrieve about an object. Since each  encryption keys to use for each  enables finegrain access
the encrypted tuples.  tuple has its own security label, t upl e. I f the control. “Le
the graph can be have access to the key for a “need to kn
compartmentalized so that security |l abel controlled at thedatabase
only authorized users can and accss the information. server AND by controlling
access a given node in the access to encryption keys
graph. Access to information can |

granted by allowing access
encryption keys for a
compartment.

BFDEBenforces access control using digitally signed user assertimhsexurity labels. All data on BFDB

remains encryptedandonly valid partiewith the right encryption keys can access the encrypted records.

Secure granularity and pervasive compartmdiatation at scale are key requirements for a range of use cases
including identity management, GDPR compliance, and supply chain track andAmd&ation layer

encryption enables a very powerful, compartmentalized information architecture that enfihkegrain access
control. “Least pri vi |nagagedy eontlling acaessdo encryptidnheysvAccessan b
to information can be grantedn a granular levddy allowing access to encryption keys fapecific

transaction
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5. BLACK FOREST DATABASE™ KEY FEATURES

Black Forest Database withigh performance searchaldacryption makes data both safe aiséful
As an enterprise offering, BFDB includerichset offeaturesFigure5pr ovi des a summary
features.

Massively Parallel Consensus

Nodes can be distributed over any number of servers.
Data operations and queries are performed in parallel.
This includes spatial, temporal, and semantic search
operations. BFDB’s novel data partitioning method
supports incredibly fast parallel queries and transactions.

High Performance Searchable
Encryption

Black Forest DB™ servers index and search strongly
encrypted records without decrypting them or ever
having the encryption keys present on the server.

Schema-less

Black Forest DB™ is schema-less, providing flexibility and
extensibility to developers. This extremely flexible and
powerful data model supports very simple key/value
data as well as very sophisticated semantic relationships.

Multiple Query Types

Craxel’s breakthrough in searchable encryption
allows BFDB to supports a variety of query types
including range, spatial, and temporal queries
without leaking ordering information.

ACID Properties

Black Forest DB™ transactions are atomic, consistent,
isolated, and durable.

Partitioning

Black Forest DB™ utilizes a novel approach to
partitioning data that doesn't sacrifice speed or data
integrity. Data partitions can be created, removed,
or replicated amongst multiple servers seamlessly
and on the fly.

Security Labels

Data tuples stored within Black Forest DB™ can have
application assigned security labels, which add an

Fine-grain Access Control
Black Forest DB™ enforces access control using
digitally signed user assertions and security labels.

Q&8 & &
a - <

Although BFDB has zero knowledge of the contents additional layer of protection and control. Applications

of any tuple, only valid parties have access to even can manage their encryption keys based on the security

encrypted data. level, compartment and group they assign to their data
tuples.

Figure 5 Black Forest DB™ Feature Summary

BFDB scales haorizontally across maymmodity servers, providing high availability through consedsased
replication. BFDB is not a NoSQL or-lessandsupportsnal dat a
inserting, updating, removing, and querying records in the form-afples. This pwerful model can be thought

of as a directed acyclic graph (DAG), much like those used by graph databases. BFDB provides strongly
consistent, ACID transactions. Due to BFDB’'s wunigqgu
at very highrates.

In addition to searchable encryption, BFDB provides a rich, robust security model based on every tuple having a
security label. BFDB enforces mandatory access control using security labels and digitally signed user assertions.
The combination of BDB security labels and applicatiayer encryption allow enterprises to easily implement
cryptographic compartmentalization or segmentation of their valuable information.
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Security and Privacy
BFDBhas no knowledge of the encrypted
datawithin it. Since the database server
never has the keys, t h
stolen and decrypted without stealing the
keys from somewhere else.

Pervasive Compartmentalization
BFDREenables pervasive
compartmentalization protected by
security labels, trustedser assertions, and
key releasebased policy enforcement.

Performance
BFDBprovides unprecedented

performance through massively parallel
consensus. BFDB can support hundreds of

thousands to millions of operations per

second. Mutations are measured in
milliseconds and queries are performed in
parallel.

Scale
BFDR:an support thousands of partitions,
each with their own replica group. Each
partition supports many thousands of
operations per second. Replication and
synchronization after network faults are
highly efficient.

6. PERFORMANCE

Black Forest DBis an extremely higiperformance database due to its novel and unique indexing technology.
BFDBhas been tested on a cluster of 33 Amazon AWS instances and achieved insert performance of 8 million
inserts per second and hundreds of thousands of queries per second. Query performance is dependent on the
type of query and distribution of data. A sin@dFDBnstance on a single server can handle thousands of queries
per second for both tuple, spatial, and temporal queries. Performance can be scaled by adding more database
instances to the cluster.

7. MASSIVE HORIZONTAL SCALE

BFDB is a distributed, muttiaster transactional database that can be partitioned to achieve massive scale. An
instance of BFDB consists of one or more servers that are operating within a cluster. The partitions within BFDB
are arranged as a tree structure.
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Figure 6 BFDB Partitioning

Figurebs hows BFDB’' s partitioning scheme. Partitions ar ¢
partition has a set of replicahose replicas use a consensus algorithm to provide serialized ordering of
transactions within each tree node. BFDB provides smudtster replication of each partition. BFDB treats each

partition as N disjoint supartitions which allows for unprecedentextale and replication performance. BFDB

uses a highly parallelized Paxos implementation for achieving consensus between the replicas of-each sub
partition.

Tables are overlaid, and their contents indexed using this single, sparse, fixed tree struathr8HDB cluster

includes one or more root servers. The root servers maintain the partitioning, table, and user metadata. Root
servers also operate as full members of the cluster, servicing their branch of the tree. Unlike distributed hash
tablesusedby B SQL dat abases, BFDB’'s tree structure el egan
supports range and spatial queries. Queries that span multiple branches are performed in parallel. Although
BFDB' s tr ee s titrempoyswarieus inesinisms o preventmitigate order leakage attacks

when indexing encrypted metadata.

8. CONSENSUS AND REPLICATION

Multiple servers can be assigned to any partition. For any mutation to be performed, a majority of servers must
agree. BFDB uses the Paxos cogrss algorithm and can run an extremely large number of Paxos sessions in
parallel. Servers can dynamically join or leave a partition based on administrator action. Data is synchronized to
ensure that a majority of servers always have the latest datéhpartition. Servers that have been

disconnected resync upon reconnection.

Synchronization upon reconnection after network failure is a significant issue for replicated systems. In most
databases, log shipping is used to replay any missing transactBRDB utilizes log shipping for short outages
but also implements an extremely efficient synchronization algorithm that can quickly determine differences
between any two replicas.

9. STORAGE

Black Forest DB storage consists of a watiead log storage sslgstem and a page storage subsystem. Each
subsystem is appendnly for writes. Each subsystem consists of several segmented files. Files that no longer
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contain enough active data are garbage collected. BFDB has an efficient log garbage collection satheame th
move any remaining active log or page data from older file segments so that they can be collected. The active
data is appended to the current file segment. Once a mutation has been persisted into page storage, the Paxos
acceptances and commits fdné mutation kept in the writeahead log are no longer needed. Unlike other
databases, BFDB can dynamically minimize the size of the-atr#ad log, saving storage space and ensuring

rapid recovery if a server must restart.

Data pages areariable length, reducing the wasted page overhead seen in other databases. BFDB can do this
because of its appendnly storage. BFDB can patrtition its data within a server onto multiple log and data disks,
elegantly providing substantial storage 10 bardhv without expensive storage solutions. SSD storage is a good
match for BFDB due to its appedly operation.

10. DATA MODEL

Black Forest DBhas a completely different architecture than relational databases. Relational databases keep
information normalizd in multiple tables, each with multiple columns. Specified columns are indexed for

search. Tables and columns are specified upfront in a schema. While powerful data relations can be modeled in
relational databases, the inability to easily change the s@nen the fly without serious side effects is a major
problem.

NoSQL databasesin be categorized as k&glue databases, document databases, widdumn databases, and
graph databases.

Key Value

1 LastName: Doe
FirstName: John
CustomerNo: 1

2 LastName: Doe
FirstName: John
CustomerNo: 1

3 LastName: Doe
FirstName: John
CustomerNo: 1

4 LastName: Doe
FirstName: John
CustomerNo: 1

Figure 7 Key/Value Data Model

Keyvalue databasebave very simple data modeBata is accessed and stored with a getl a put command.

Some keyalue databases have added additional features beyond get/put since most applications require more
sophisticated operations. Since the data model of-kalue databases is so simple, no schema is required. A
downside of keyalue data models is that they are very-adc and typically oneff implementations. They also
require additional indexing features to be performant for range and other complex queries.

Document databases are kewlue databases that represent values as sstructured data instead of opaque
values. These databases typically index the ssmictured data for search, such as MongoDB does with JSON

data. Widec ol umn databases have been der i-colemhdatabasen Googl e



Black Forest Database™

support the aldition of columns for a given row instead of all the columns being predefined. A column is a key
value pair. One way to think of widmlumn databases is that a row is a k&ue pair whose value is a nested
set of keyvalue pairs (columns).

Graphdatabases store their data in the form of a directed labeled graph. Resource Description Framework

(RDF) stores are the most common. Given the sample tuples and the given query, the result would be all the
tupl es where the Subjekn Foeée'JohDd,e’'Bi rptrio vhatien,g and
the data model used by the semantic web.

SELECT* FROM Customers WHERE Subject="JohnDoe" and Predicate = ‘*’

Metadata Subject Predicate Object Security
Label
JohnDoe | SSN 000-00-0001 TS/1
JaneDoe | SSN 000-00-0002 TS/2
JackDoe | SSN 000-00-0003 TS/3
JohnDoe | BirthDate | 1/1/1980 T5/1
JohnDoe | Spouse JaneDoe TS/1

Figure 8 Graph Data Model Example

Black Forest DB has a very powerful, schégsa datamodeB F DB’ s d at athemweatienlof gaphs o ws
of information within the database. It is very simitarRDF and semantic tripleéRecords in BFDB are called
tuples. They are in the form:

(subject, predicate, object, isLiteral, security label)

Predicate
Security Label

isLiteral

Figure 9 Graph of Tuples

Figure9 shows how a graph of tuples can be created using a t$ulbjects, predicate, and objects ambitrary
byte arrays Applications can query by subject, subject and predicate, or by subject, predicate, and object.

Data tuples stored in Black Forest i be thought of as a directed labeled graph wherein nodes are subjects,
edges are labeled with predicates, and objects are either other subjects or literal values. An object can be any
arbitrary sequence of bytes. For instance, an object could stag®ibbject, an AVRO serialized object, or the
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bytes representing an image. Black Forest DB data tuples also have a security label, which restricts access to
each data tuple. Users cannot traverse an edge in the graph if they do not have permissiagstothat

security label. Black Forest DB provides a simple and uniform data model. While NoSQL databasekdtave ad
data models, Black Forest DB has a-spdcified data model but remains schetess.

Black Forest D8upports different data types fduple subjects. Tuple subjects can be simple binary strings,
semantic subjectspatial, temporal, alphanumeric, lexigraphiecimeric,or combined data types. For instance,
a subject can be spatiallocation or shapeuch as a polygonA subject canéda specific time or time period\
subject can even be a value with uncertainty, such as a probability rakgabject can also be a combination
type such as an identifier and a time period. Combined data types can be effectively used for significant
performance gains for time series queries about an objébe reason Black Forest DB can so easily support
such a wide variety of data types is thhey can alcan be mapped into a data spaaed then treated as

spatial data. Probabilistic spatial seamllows this to be very fast, efficient, and scalable.

11. COMPARISON WITH OTHER DATABASE TECHNOLOGIES

FigurelOshows a comparison of properties between BFDB, relatj@mal NoSQL databases. BFDB has
substantial advantages for most use cases while at the same time using high performance searchable
encryptionto deliverunprecedented security without sacrificing performance and functionality.

Security

Joins

ACID/Strong
"._Consistency

Temporal £ Horizontal
Queries /7 Scale
\
Spatial
Queries ‘\ |  Extensibility
/
Range
Queries Replication
Get Ease of
. Relational Performance Development
Mutation
NoSQL Performance

® Black Forest DB

Figure 10 Database Technology Comparison
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12. CONCLUSION

Databases argenerally not optimizedor protecting information. This is proven again aaghin in the

headlines every dayOnce a hacker or insider threat gets inside a database strgican steal everything,

even if the database employs encryption features. Databases typimnabyindex onplaintextand a hacker or
insider can easily access this data. Even when databases do provide encaypésthor column encryption
features,they typically require many complex configurations, are hard to manage, and are prohibitively
expensive. When a database does encrypt columns, a hacker or insider simply has to find the encryption keys
inside that database server, exfiltrate the keys, #émeh decrypt the data and steal it. Instead of stealing the

data, they could also surreptitiously change the data, leadirdptaintegrity issues

This problem is compounded through the increasing use of cloud infrastructures to house critical detabase
While cloud providers are working hard to provide betecurity the complexity of the attack surface means
that customers will never be able to fully trust the security of their information in the cldhdre are varying
estimates about the cost afata theft, but the reality is that the financial, legal, and reputational consequences
of not protecting data are extremely high.

Although many firms have expensive security processes and controls in place, they have little confidence that
their dataiss a f e . Usi ng t od a yséensitivanfotmatioraissuaaeceptably rigkintommationt

spends 99.9% of its life sitting in a database waiting to be accessed. Can you imagine the impact of eliminating
any threat to information during 99.9% ositife? We believe Craxel can bring therformance and

functionality needed to replace nearly everything today's databases cawitlothe privacy and security of

practical searchable encryption

Bl ack Forest Digital Trust Platform™ delivers the
breakthroughs irhigh performance secure data managemsafeguard your information while making it

usable, valuable, and quickly accessibdying solely on cryptography for trust



