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Discovering data risk, protecting reputations

PCl Card Checker

Need to discover CHD enterprise wide? Want to reduce PCI-DSS
scope and achieve regulation compliancy quicker?

As data grows exponentially IT departments have long since had )
any firm grip on enterprise’s data or the infrastructure that carries it.

Uintended proliferation of card holder data (CHD) within [ [
organizations is common place but not common knowledge. Credit Card .l Credit Card .l

With an increase in compliancy and regulation requirements the
challenge of discovering and remediating CHD risk becomes an
uphill battle.
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PCI CardChecher is a network based scanning software solution,
which discovers, remediates and reports on Card Holder Data at
rest centrally from one pane of glass. Streamlining compliancy and
regulation assessment / certification processes.

The solution empowers enterprises to efficiently respond to
compliancy and regulation requirements such as PCI-DSS.

Discovered data can be reviewed,
permanently deleted or encrypted and
reported on centrally from one pane of
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As it is agentless live databases and
mailbox's can be scanned. J
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Full report and document on findings.
Maintains audit trail.
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Critical data auditor helps determine the location, access, value and protection states of CHD enterprise wide across
network resources such as PC, laptops, file servers and emails. The solutions quick evaluation and identification of
CHD expedites gap analysis in addition to offering multiple remediation options to close the gaps.

Achieve your goal How
Reduce your PCI-DSS scope and focus efforts 4 Full PCI Auditor Functionality built in:
and resources - Track 1, track 2
- PAN; Primary Account Number
Assist compliance capabilities with PCI DSS, - Key searchable criteria (credit card provider name,
ISO 27001, SOX, HIPPA and Data Protection expiry date etc.)
standards such as GRDP . - Additional customizable search's.
«/ Built-in OCR engine. Strips and discovers text in
Satisfy freedom of information requests “right images (scanned credit cards).
to be forgotten”, competition authority «/ Powerful rules engine for custom expressions.
investigations, e-discovery orders and HR « Rapid file interrogation and analysis, proven
processes. market leader throughput.
v/ Multi-threaded, scalable solution ensuring
Conduct due diligence prior to acquisitions or maximum performance across all sized
during audit. organisations.
v/ Scan over 150 file types.
Discover relevant data in criminal or civil / Generates intelligent and actionable reporting for
investigations PCl and other regulations.
«/ Centrally action on data; permanently delete,
Measure security policy effectiveness and quarantine and encrypt.
uptake. v/ Full audit trail.

Sample Report DESCRIPTION FILES

Card Data by

Description Policy 1 - Track 1 or Track 2 0
Policy 2 - > 1000 Card Numbers 233454
Policy 3- 101 to 1000 Card Numbers 316
Policy 4 - 11 to 100 Card Numbers 283493
Policy 5-2 to 10 Card Numbers 164003

@ 1 Credit Card Found (20%)

@ Between 11 and 100 Credit Cards Found (30%) Policy 6 -1 Card Number 1873020

@ Between 2 and 10 Credit Cards Found (17%)

Greater than 1000 Credit Cards Founds (3%) .
® Keyword found with Credit Card numbers (30%) Po“cy 7- Keywords found 2809763
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