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Zero Trust:
A new era of security



Introduction

The digital security landscape is transforming in ways
most couldn't predict as little as five years ago, pushing
classic security strategies and tools to their breaking
point. Attackers’ ability to bypass conventional access
controls is ending any illusions that traditional security
strategies and tools can keep corporate resources
secure in the digital age.

The root of the issue is that attacks readily exploit
the assumption that assets are safe on a “trusted”
corporate network.

Attackers are getting in the network

An attacker can compromise a single endpoint
within the trusted boundary by using phishing
attacks and then quickly expand their foothold
across the entire network by using reconnaissance,
credential theft, and lateral movement. While
network controls can block and detect some
classic attacks, they simply cannot ensure an

entire network is trustworthy.

Assets are leaving the network

Some assets and devices no longer reside on the
corporate networks. Today's employees are
bringing their own devices and working remotely,
data is being accessed outside the corporate
network and shared with external collaborators,
corporate apps are being hosted in a multi-cloud
environment, and sensitive data is being stored in

SaaS apps. As many of these interactions don't Microsoft's evolution on networks
traverse networks controlled by the organization,
large gaps in coverage occur with traditional In Microsoft's own security operations,
network access controls. we're also finding that network controls
are less and less effective at
Organizations that fail to evolve from traditional detecting threats.
defenses are much more vulnerable to breaches. As
such, organizations can no longer draw traditional As of the writing of this document, it
perimeters around their networks and expect to stay has been over two years since the last
secure. Fortunately, there is a way forward: Zero Trust. primary detection of an attack on our
corporate environment came from a
In this e-book, we will discuss the core principles network detection tool. Networking tools
of the Zero Trust model for security and walk are still present, but their use is mostly for
through how Microsoft can help with your supporting investigations and advanced

Zero Trust security strategy. threat hunting.







