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About This Guide

Check Point SandBlast Mobile 3.4 is the most complete threat defense solution designed to prevent
emerging fifth generation cyber attacks and allow workers to safely conduct business. Its technology
protects against threats to the OS, apps, and network, scoring the industry’s highest threat catch rate
without impacting performance or user experience.

Only SandBlast Mobile 3.4 delivers threat prevention technology that:

» Performs advanced app analysis to detect known and unknown threats

» Prevents man-in-the-middle attacks on both cellular and WiFi networks

» Blocks phishing attacks on all apps: email, messaging, social media

» Prevents infected devices from sending sensitive data to botnets

» Blocks infected devices from accessing corporate applications and data

» Mitigates threats without relying on user action or mobile management platforms

SandBlast Mobile 3.4 uses a variety of patent-pending algorithms and detection techniques to identify
mobile device risks, and triggers appropriate defense responses that protect business and personal data.

The SandBlast Mobile solution ("the Solution") includes the following components:

¥

SandBlast Mobile Behavioral Risk Engine ("the Engine")
SandBlast Mobile Gateway ("the Gateway")

SandBlast Mobile Management Dashboard ("the Dashboard")
SandBlast Mobile Protect app ("the App") for iOS and Android

¥ ¥ ¥

When used with an Unified Endpoint Management (UEM) system, such as Microsoft Intune, SandBlast Mobile
provides integral risk assessment of the device to which the UEM can use to quarantine or enforce a set of
policies that are in effect until the device is no longer at risk. Such policy enforcement could be to disable certain
capabilities of a device, such as blocking access to corporate assets, such as email, internal websites, etc., thus,
providing protection of the corporation’s network and data from mobile-based threats.

This guide first describes how to integrate the SandBlast Mobile Dashboard with Microsoft Intune. It provides a
quick tour through the interface of the Microsoft Azure Intune Portal and the SandBlast Mobile Dashboard in
order enable integration, alerting, and policy enforcement.

This includes activation and protection of a new device, malware detection, and mitigation (including mitigation
flow).
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Solution Architecture

oint SandBlast Mobile cloud

©)

00Qo0 I i
Dashboard

4

» The SandBlast Mobile Protect app is a lightweight app for i0S® and Android™ that gathers
data and helps analyze threats to devices in an Enterprise environment. It monitors operating
systems and information about apps and network connections and provides data to the

. Solution which it uses to identify suspicious or malicious behavior.
1 SandBlast Mobile »  To protect user privacy, the Apfgexar%ines critical risk indicators found in the anonymized
Protect app .
data it collects.

» The App performs some analysis on the device while resource-intensive analysis is
performed in the cloud. This approach minimizes impact on device performance and battery
life without changing the end-user experience.

» Unified Endpoint Management (generalized term replacing MDM/EMM)

2 UEM
» Device Management and Policy Enforcement System

» The cloud-based SandBlast Mobile Gateway is a multi-tenant architecture to which mobile
SandBlast Mobile devices are registered.
Gateway » The Gateway handles all Solution communications with enrolled mobile devices and with the
customer’s (organization’s) Dashboard instance.

» The cloud-based web-GUI SandBlast Mobile Management Dashboard enables
administration, provisioning, and monitoring of devices and policies and is configured as a
SandBlast Mobil per-customer instance.
4 andbiast Hobile » The Dashboard can be integrated with an existing Unified Endpoint Management (UEM)
Dashboard . . . .
solution for automated policy enforcement on devices at risk.
» When using this integration, the UEM serves as a repository with which the Dashboard syncs
enrolled devices and identities.

» The cloud-based SandBlast Mobile Behavioral Risk Engine uses data it receives from the
App about network, configuration, and operating system integrity data, and information about
installed apps to perform in-depth mobile threat analysis.
Behavioral Risk » The Engine uses this data to detect and analyze suspicious activity, and produces a risk
Engine score based on the threat type and severity.
» The risk score determines if and what automatic mitigation action is needed to keep a device
and its data protected.
» No Personal Information is processed by or stored in the Engine.
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Preparing the UEM Platform for Integration

This chapter discusses the following:

PrereqUISIteS . . 1
Microsoft Azure Intune Portal _ .. 2
Creating a User GroUp ... .. .. e 2
Adding UserS | 8
Enrolling Devices to Microsoft Intune ... . .. ... .. 11
Creating an Administrator Account (optional) ... .. .. ... . ... 11
Creating a Mitigation Process . ... .. ... . .. i, 13

Creating an Android Compliance Policy ... . . ..

Prerequisites

1. Microsoft Intune in Azure Portal

2. Configure Intune for MDM Authority
https://docs.microsoft.com/en-us/intune/mdm-authority-set#set-mdm-authority-to-
intune

3. Microsoft Intune must be configured with an Apple Push Certificate (APNS)
https://docs.microsoft.com/en-us/intune/apple-mdm-push-certificate-get

4. For Active Directory integration, users to be registered to SandBlast Mobile must belong to
Security Group(s) to be tied to SandBlast Mobile. See "Creating a User Group" on the next

page



https://docs.microsoft.com/en-us/intune/mdm-authority-set#set-mdm-authority-to-intune
https://docs.microsoft.com/en-us/intune/mdm-authority-set#set-mdm-authority-to-intune
https://docs.microsoft.com/en-us/intune/apple-mdm-push-certificate-get
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Microsoft Azure Intune Portal

1. Login to your Microsoft Azure Portal and launch Microsoft Intune.

0 Overview Status Quick tasks

Find 3 user

Other tasks

B % ® &0 °

Set up Intune Data Warehouse

n ¢

Top app installation failures

Creating a User Group

To deploy policies, configurations, apps, etc. in Microsoft Intune, we must create a delivery group that will contain
the users whose devices will be registered to SandBlast Mobile.

For more information about User Groups and License assignment in Microsoft Intune, please see the following
links:

» https://docs.microsoft.com/en-us/intune/groups-add
» https://docs.microsoft.com/en-us/intune/licenses-assign

© 2019 Check Point Software Technologies Ltd. Allrightsreserved. | P.2
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1. Navigate to Groups > All groups, and click "+ New group".

Check PO| r']-l:“v Check Point SandBlast Mobile UEM Integration Guide | Microsoft Intune

Creating a User Group

Home » Micresoft Intune > Groups - All groups

« o New group | @ Delste

.3 Groups - All groups

il Check Point - Azurs Active Directory

{) Refresh =

s All groups I

o Search groups
s Deleted groups - 7

(*+y Add fiters

MAME
Settings

© 2019 Check Point Software Technologies Ltd. Allrightsreserved. | P.3
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2. Select a Group type of Security, type a name for the group, and select a Membership type of Assigned.

Home > Groups - All groups > New Group

New Group

* Group type

‘ Security ~ |

* Group name @
‘ SBM_Users \/|

Group description @

‘ Enter a description for the group |

* Membership type @

‘ Assigned v |
Owners
>
Members
>

3. Click"Create".

© 2019 Check Point Software Technologies Ltd. Allrightsreserved. | P.4
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4. Now we need to assign the EM+S license to this group so that any user added to this group will
automatically be eligible to enroll their device to Microsoft Intune.
5. Select the "Licenses" tab, and click "+ Assign".

Home > Groups - All groups > SBM_Users - Licenses
*  SBM Users - Licenses
a Group
©® Overview
PRODUCTS
Manage
1! Properties No license assignments fouru

22 Members
@ Owners
1% Group memberships

B Applications

4 Licenses

Azure resources

© 2019 Check Point Software Technologies Ltd. Allrightsreserved. | P.5
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6. Selectthe "Products" tab, and select "Enterprise Mobility + Security".

Microsoft Azure CHECK POINT

Home > Microsoft Intune > Groups - Al

Create a resource Assign license

#+ Home Enterprise Mobility + Security ES

Products

Configure required settings

I=| Dashboard

Intune

All services

Assignment options

W FAVORITES - : : o
Assignment options Microsoft 365 E5

558 All resources

%#| Resource groups
ﬂ App Services

7. Click"Select".

© 2019 Check Point Software Technologies Ltd. Allrightsreserved. | P.6

July 30, 2019 TME



Check PO| nf’ Check Point SandBlast Mobile UEM Integration Guide | Microsoft Intune
% SOFTWARE TECHNOLOGIES LTD Creating a User Group

8. Select the "Assignment options" tab, and click "Ok".

Home > Microsoft Intune » Groups - All groups > SBM_Users - License options

Assign license

Check Point

Enterprise Mobility + Security ES

¥ Rrdaeny Azure Active Directory Premium P1 [ ©Of 31
1 product selected 2z 3
Azure Active Directory Premium P2 | OfF [ on )]

Assignment options A S LB Py
Assignment options Azure Advanced Threat Protection [ o )
e )

Azure Information Protection Premium P1 | Off m)
Azure Information Protection Premium P2 | OfFf m;‘

Azure Rights Management ( or

Microsoft Cloud App Security ': Off
[ ——
b Microsoft Intune [ ©Off m

9. Click "Assign".

© 2019 Check Point Software Technologies Ltd. Allrightsreserved. | P.7
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Adding Users
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Adding Users

For more information about Adding Users in Microsoft Intune, please see https://docs.microsoft.com/en-

us/intune/users-add.

1. Navigate to Users > All users, and click "+ New user".

Home > Microsoft Intune > Users - All users

Microsoft Intune

X

o Search (Ctri+/)

| %

B Cverview

did Quick start

Manage

E Device enrollment
B Device compliance
Device configuration

Device security

4 & #|

Devices

Client apps

H
E-books

a [

Conditional access

|

Exchange access

®  Users - All users

Check Point - Azure Active Directory

koo

]
na Al users

Uzerz

Groups

pa Deleted users
Password reset

L¥ User settings

Activity

) Sign-ins

B Auditlogs

Troubleshooting + Support

’( Troubleshoot

% New support request
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2. Enterinaname and the user name in the form of an email address.
3. Select the Profile tab, and enter in a First name and Last name, if desired.

Home » Microsoft Intune > Users - All users > User Profile X
User
: First name
* Name @ | D'n; |
| Dana Scully \/| &
Last name
* User name @ | GSCJI-: |
| dscully@checkpainttriald.onmicrosoft.com ¢|
Waork info
Profilz @ > Job title
Mot configured | |
Properties @ > Department
Default | |
Groups @ 5

0 groups selected

Directory roie >
User

Fassword

4. Click"OK".

© 2019 Check Point Software Technologies Ltd. Allrightsreserved. | P.9
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5. Select the "Groups" tab, and select the group we created in "Creating a User Group" on page 2.

Home > Microsoft Intune > Users - All users > User Groups X
Select groups in which this user is to bs a member

User

Check Point
Select @

* Name @ | SBM_Users v’

| Dana Scully \/|

* User name @

dscully@checkpointtriald.onmicrosoft.com v’ |
c e B L}
Prcfile @ 5
Configured e ] =
Properties @ >
Default L L L
Groups @ 5
0 groups selected
Directory role 5
User
Password

Selected groups:

ﬂ SBEM_Users Resiione

[] Show Password

— (]

6. Click"Select"
7. Click"Create"

[Note: Repeat these steps to add additional users. J

© 2019 Check Point Software Technologies Ltd. Allrights reserved. | P.10
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Enrolling Devices to Microsoft Intune

Visit https://docs.microsoft.com/en-us/intune/device-enrollment for details on device enrollment to
Microsoft Intune.

Creating an Administrator Account (optional)

For integration from SandBlast Mobile to Microsoft Intune, we will create an administrator account for use for
integration.

For more information about adding Admin accounts to Microsoft Intune, please see
https://docs.microsoft.com/en-us/intune/users-add#grant-admin-permissions.

[ Note: Itis a best practice to create such an admin account, but is optional. J

1. Navigate to Users > All users, click "+ New user".

Home »* Microsoft Intune * Users - All users

Microsoft Intune pd ®  Users - All users

Chedk Point - Azure Active Directory

“ «
| o Search (Ctri+/) | + Mew user I
]
I pa Al users
Search

9 Overview -
o Delsted users Mame or email

di Quick start

Password resst MAME
Manage L User settings o
Dewi ] t
B Device enrolimen Activity .
B Devi li o
evice compliance 3 Sign-ins o
B Device configuration B Auditiogs 0
¥ Device security
Troubleshooting + Support °
Bl Devices
’( Troubleshoot o
[ 1 1] .
gis Client apps )
m MNew support request .
[ E-books
0 Conditional access o
B Exchange access .
=
pg Users .
ata Groups .

© 2019 Check Point Software Technologies Ltd. Allrightsreserved. | P.11
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2. Enterinausername, such as sbm_admin and the email address, such as in our
example sbm_admin@checkpointtrial4.onmicrosoft.com.
3. Click "Directory role" tab, and select "Global administrator".

Home > Microsoft Intune » Users - All users > User Di]’ectory role X
User
Check Paint Directory role @
—— { ' Us=r —
@) Global administrator '
| sbm_admin V’|

|} Limited administrator

* = e i -
User name g Global administrators have full control over all directory resources.

| sbm_sdmin@checkpointtriald.onmicrosoft.com v’|
Learn more about directory roles
Prcfile @
. >
Mot configured
Properties @ 5
Default
Groups @
>
0 groups selected
Directory role >
User
Password

I:‘ Show Password

4. Click"OkK".
5. Click"Create".

© 2019 Check Point Software Technologies Ltd. Allrights reserved. | P.12
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Creating a Mitigation Process

Check Point SandBlast Mobile UEM Integration Guide | Microsoft Intune

In this last step, we will create the start of a compliance policy.

Creating a Mitigation Process

For more information about Compliance Policies in Microsoft Intune, please visit:

v

https://docs.microsoft.com/en-us/intune/mtd-device-compliance-policy-create

¥

https://docs.microsoft.com/en-us/intune/device-compliance-get-started

¥

https://docs.microsoft.com/en-us/intune/compliance-policy-create-android

¥

https://docs.microsoft.com/en-us/intune/compliance-policy-create-ios

This policy will key off the state change as reported by SandBlast Mobile, and if the level matches, the user’s
device will be marked as non-compliant. Additional actions can be created within the policy to limit or block the
device’s access to the corporate network and data when the device is not compliant.

Creating an Android Compliance Policy

1. Navigate to Device compliance > Policies, and click "Create Policy".

Home > Microsoft Intune > Device compliance - Policies

Microsoft Intune

>

| o Search iCtri+y)

| «

@ Ovenview

@i Quick start

Manage

u Device enrcliment

Device compliance - Policies

o Search ({Ciri+/)

&«
L |

+ Create Policy | =2 Columi

@ Overview

Manage

ET Policies

B Device compliance

B Device configuration
W Device security

Bl Devices

iii Client apps

[ E-books

© 2019 Check Point Software Technologies Ltd. All rights reserved.
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2. Fillin the Name field and select the platform to which this policy will be applied.

3. This policy will be for Android devices.

4. Selectthe Settings tab, and then select the Device Health tab, in the "Require the device to be at or under
the Mobile Threat Level" pull-down menu select the level that devices must be at in order to be considered
compliant.

Home > Microsoft Intune > Device compliance - Policies > Create Policy > Android compliance policy » Device Health

Create Policy X Android compliance policy X Device Health 0 X
Andreid device administrator Android device administrator
* Name Select a category to configure settings. . e
| Android Device Compliance Policy ' ‘ o \.J
Device Health
2 : b Require the device to be at or under the Device Threat 5
Description 6 settings available Le:‘el = ecured ~ |
Enter a description.. L4
Device Properties >
; 2 settings available Google Play Protect
* Platform
| Android device administrator w | System Security 5 Google Play Services is configured @ (" Require ,"
10 settings available . . —
Seftings 5 Up-to-date security provider @ | PRequire Not configured )}
Configure B
g Threat scan on apps @ ( Require Not configured
Locations
2 > SafetyMet device attestation g Naot configured w |
Cenfigure
Actions for noncompliance
>
1 configured
Scope (Tags,
>

0 scope(s) selected

Your choices are: Secured, Low, Medium, and High.

The definitions are as follows:

This is the most secure. The device cannot have any threats present and still access company

Secured: . :
resources. If any threats are found, the device is evaluated as non-compliant.

The device is compliant if only low level threats are present. Anything higher puts the device in a

Low: .
non-compliant status.

The device is compliant if the threats found on the device are low or medium level. If high level

B0 e threats are detected, the device is determined as non-compliant.

This is the least secure. This allows all threat levels, and uses Mobile Threat Defense for reporting

High: purposes only. Devices are required to have the MTD app activated with this setting.

We will select Secured.

Click "OK".

There are additional settings that can be configured under the Device Properties and System Security
panels.

Click "OK".

Then click "Create".

No o

©
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10. While still on the Compliance Policy’s panel, select the Assignments tab, and click "Select groups to
include" arrow.
11. Select the group you created in "Creating a User Group" on page 2.

Home > Microsoft Intune > Device compliance - Policies > Android Device Compliance Policy - Assignments Select groups to include x

.& Android Device Compliance Policy - Assignments e
|

Devica compliance palicy

- = E Select @
— — « D save W Discard /' E )
[0 search (curt | Hsae X s o [ sEM_user v|
@ Overview include | Exclude T
Manage Assign to
Hi Properties [ seiectec Groups ~ | —
. ‘
& A t |
I ML ISR Select groups to include 5 B T =

Monitor
8 Device status No assignments —a}
B Userstatus
B Per-setting status

Selected members:

SBM_Users Remoye:

4
H " "
12. Click "Select".
H n "
13. Click"Save".

4 )

Note: Repeat these steps to create a similar policy for iOS devices.

4 N\
Note: Now any device in the Security Group ("SBM_Users") that has any risk level (Low,

Medium, or High) set by the SandBlast Mobile system will be Non-Compliant.
- J
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Configuring the SandBlast Mobile Dashboard UEM
Integration Settings

This chapter discusses the following:

PrerequUisites .. .. 17

Configuring Device Management Integration Settings ... ... _ ... ... .. ... ... ... 18
MDM Advanced Settings

Prerequisites

You will need the following details from your Microsoft Intune Deployment:

Note: There is a table in "Integration Information" on page 63 that you can record
your settings for easy reference.

1. Microsoft Intune Administrative Username and Password: These are the Admin
credentials that the SandBlast Mobile Dashboard will use to connect to the UEM. You may
have created a special Admin account in "Creating an Administrator Account (optional)" on
page 11 for this purpose.

2. Security Group(s): This is the Microsoft Azure AD group(s) to which the users/devices are
members, and whose devices will be integrated with the SandBlast Mobile Dashboard.
Multiple groups can be integrated with the one SandBlast Mobile Dashboard instance by
entering each group name separated with a semicolon (;).

3. Delete any existing devices in the SandBlast Mobile Dashboard.

Note: Only the devices are synchronized from Microsoft Intune to the SandBlast
Mobile Dashboard, not users. If a user doesn't have a device enrolled, their
information will not be synchronized to the SandBlast Mobile Dashboard.

Chapter 2
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Configuring Device Management Integration Settings

1. Navigate to Settings > Device Management > Setting.
2. Select "Microsoft Intune" from the "MDM service" drop-down menu under the Device Management
Settings area.

Device Management Settings

MDM zervice Mone ¥

Should install MDIS profile

| - Y
Device Management | Unsupparted MOM
| Alrwatch
% Getting 1 Mohilelron Core
i Notify user when device was added by MD| Mobilelron Cioud
& ~Advanced

Maa52360

BlackBerry BES
BlackBerry UEM

Administrators

Announcements
i

Regiztration email (i05)

Registration email [Android)

- Regiztration sm= (i05) Citrizx Xenhdobile
L anagement
Registration sms (Android) ot
Dsily registration limit 100
Save

3. A pop-up window will open.

© 2019 Check Point Software Technologies Ltd. Allrightsreserved. | P.18
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4. Click "Add to my organization" Microsoft Intune, login with the Admin credentials you created for the
SBM integration, and accept to add SandBlast Mobile to your organization.

5. Click "Add to my organization" iOS Devices, login with the Admin credentials you created for the SBM
integration and accept to add SandBlast Mobile to your organization..

6. Click "Add to my organization" Android Devices, login with the Admin credentials you created for the
SBM integration and accept to add SandBlast Mobile to your organization..

7. Enterinthe Azure Active Directory Security Group(s).

MICROSOFT INTUNE CONFIGURATION

n order to setup Microsoft Intune you need to suthorize SandBlast Mobile to have access o your
organization data.
Click on "Add to my crganization” to sign in to Microsoft Azure and authorize SandBlast Mobile Azure

AD app.
Add to my Add to my Add to my
organization . organization organization
Security Group(s) SEM_Users

Import Personally ldentifiable Infarmation (PI11)
Device owner name

Device phone number

AAA

Device owner emai

Settines wers mccessfully verifisd

e | |
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8. Click"VERIFY". If the settings are correct, and the SandBlast Mobile Dashboard can communicate with

the Microsoft Intune system, you will be able to click "SAVE" to finish configuration.
9. Click"Sync Now" to initiate the MTD Connector association on the Microsoft Intune Portal.

Device Management Settings

Customization

Privacy Settings
R —— MDM =ervice Microsoft Intune T
SMTP Settings
Should install MDIS profile aff
Device Management
@ Zeuing
8 Advanced Notify user when device was added by MDM
Registration email (i05) off
Administrators
Registration email (Android) ot
Registration sms (j05) off
Y gement
Registration sms (Android) aff
Dsily registration limit 100
Security Groups(s): SEM_Users
Last updated time: Sum, 28 Jul 2019 08:17:41 +0000
Last Microsoft Intune service heartheat:
Sync Status: Synchronization not starced
Application deployment for M5 Intune
When configuring SEM app in M5 Intune use the copy setings button to copy the app parameters to dipboard,
for more details download the MS Intune integration guide.
05 application settings
Android application settings
Pause Sync | Edit Settings
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MDM Advanced Settings

When a UEM Service is configured, the Device Management Advanced Settings are automatically configured
based on recommendations of the selected UEM provider, in this case from Microsoft Intune.

1. Navigate to Settings > Device Management > Advanced, and make any appropriate changes.

Settings

MDM Advanced Settings:

Device sync interval: 10 2
Device deletion threshald 10 2
Deletion delay interval: 0s 2
App sync interva 10 2

Interval to connect with UEM to sync devices.
Values: 10-1440 minutes, in 10 minute intervals

Device sync interval

Percentage of devices allowed for deletion after UEM device sync.

Device deletion threshold 100% for no threshold

Delay device deletion after sync — device will not be deleted if it will be re-
Deletion delay interval sync from UEM during the threshold interval.
Values: 0-48 hours

Interval to connect with UEM to sync app list.

(7T S [T R Values: 10-1440 minutes, in 10 minute intervals

[Note: If you make changes to the default settings, click "Save" to have changes take effect. ]
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Configuring the UEM Platform

Now the we have completed the integration steps, we can continue with the configuration of the
UEM platform.

For this process we will return to the Microsoft Azure Intune Portal to complete the configuration.

This chapter discusses the following:

Enabling the MTD Connector in Microsoft Intune Portal ... . .. . _ ... ... . ... .. ............. 24
Configuring the UEM to Deploy the SandBlast Mobile Protectapp .................................. 26
[EITETECTITTIES o cme e o o s e 26
Adding the SandBlast Mobile Protect App to Your App Catalog ... ... ... ... ... ... ... ......... 26
Adding SandBlast Mobile Protect app for Android Devices _._...._ . ... . . ... . . ... ... .. .......... 26
Adding SandBlast Mobile Protect app for iOS Devices . ... ... . .. .. . . ... 34
Adding Microsoft Authenticator app for iOS Devices ... ... . .. . . . . ... ............... 40

Adding an iOS Configuration Policy for SandBlast Mobile Protect
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Enabling the MTD Connector in Microsoft Intune Portal
1. In the Microsoft Intune Portal, navigate to Device Compliance > Mobile Threat Defense.

Home > Microsoft Intune > Device compliance - Mobile Threat Defense

Microsoft Intune X r‘ Device compliance - Mobile Threat Defense
By | ¢ [P Seorcnicenen | +"E D Refresh
© Overview @ Overview Status

4 Quick start Manage @ 1 active connector
Manage = Policies

B Device enroliment

B Notifications

MTD CONNECTOR
| B Device compliance @ Locations
I Check Point SandBlast Mobile

B Device configuration Monitor
® Device security H Device compliance
B Devices & Devices without compliance po..
§8 Client apps i i

& Setting compliance
I E-books & Policy compliance
B Conditional access H Auditlogs
B Exchange access E Windows health attestation rep...
-
& Users B Threst agent status
4 Groups

Setup
+ Roles

B0 Software updates

Monitoring

Diagnostics settings

Help and support

= Help and support

& Compliance policy settings

'@ Microsoft Defender ATP

s Mobile Threat Defense

!, Partner device management

Help and support

@

2 Help and support

% Tenant status

XK Troubleshoot

2. Click on the "Check Point SandBlast Mobile" entry and turn on "Connect Android devices to Check Point
SandBlast Mobile", "Connect iOS devices to Check Point SandBlast Mobile", and "Enable App Sync for
iOS Devices".

Edit Connector X

Mobilz Threat Defense

X Discard W Delete

Connection status Last synchronized

Chucs Pt
SandBlast

@ Enabled 7/28/2019, 11:22:05 AM S o O]

Connect Android devices of version 4.0.3 and above to Check Point SandBlast Mob\'\e[;’] off

Connect i05 devices version 8.0 and above to Check Point SandBlast Mobile @ off

Enable App Sync for iOS Devices @ off

Block unsupported OS versions @

T

Number of days until partner is unresponsive @

Open the Check Point SandBlast Mebile admin console

3. Click"Save".
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Check Point SandBlast Mobile UEM Integration Guide | Microsoft Intune
Enabling the MTD Connector in Microsoft Intune Portal

4. Check Point SandBlast Mobile MTD Connector is now enabled.

E‘ Device compliance - Mobile Threat Defense

| © Search (Cirl+/) | “« + Add D Refresh
@ Overview Status

Manage 0 1 active connector
;‘ Palicies

B Notifications
MTD CONNECTOR

@ Locations
Check Point SandBlast Mobile

Monitor

& Device compliance

8 Devices without compliance po...
Setting compliance
Policy compliance

=

|

8 Audit logs
H Windows health attestation rep...
-]

Threat agent status

STATUS

@ Enabled
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Configuring the UEM to Deploy the SandBlast Mobile Protect app
Prerequisites

1. SandBlast Mobile Dashboard configured integration with Microsoft Intune without errors.
2. SandBlast Mobile Protect app logo/icon from Google Play saved locally on your hard drive
https://play.google.com/store/apps/details?id=com.lacoon.security.fox

Adding the SandBlast Mobile Protect App to Your App Catalog

We will need to add the Protect App for both iOS and Android operating systems, as well as the Microsoft
Authenticator app for iOS devices, which is needed to provide Single Sign-On (SSO) functionality to SandBlast
Mobile Protect on iOS devices.

For more information about Adding Apps to the Microsoft Intune App Catalog, please visit:
https://docs.microsoft.com/intune/deploy-use/deploy-apps-in-microsoft-intune

Adding SandBlast Mobile Protect app for Android Devices
1. Navigate to Client apps > Apps, and click "+ Add".

Home > Microsoft Intune > Client apps - Apps

Microsoft Intune X Client apps - Apps
Microzoft Intune

o Search (Ctri+/) | « | o Search (Clri+/) | « o Add | Q) Refresh Y Filter
@ Overview 0 Overview | D Search by name or publisher.,
#i Quick start Manage MAME

Manage == Apps (B8 B8]

B Device enroliment il App protection policies S e S e

B Device compliance B App configuration policies = e

B Device configuration B% App selective wipe =

W Device security ® ios app provisioning profiles - e o
‘ Devices Monitor || N N R CEE
EEf Client
& Lllentapps H Applicenses - - e
L E-books $ Discovered apps - - e
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2.

Check Point
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In the Add App panel, select the type of "Store app > Android".

Check Point SandBlast Mobile UEM Integration Guide | Microsoft Intune

Adding SandBlast Mobile Protect app for Android Devices

Home * Microsoft Intune * Client apps - Apps > Add app

Add app

* App type

ISEJed an app type

Store app
Android |

05

Windows Phane &1
Windaows

Managed Google Play

Office 365 Suite
Windows 10

mac0s

Other
Web link

Built-In app
Lime-of-business app

Windows app (Win32)
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Select the App information tab.

Enter SandBlast Mobile Protect as the name.

Enter a description, such what is listed in the app store description.
Set the Publisher to Check Point Software Technologies.

o 0krw

Home > Microsoft Intune > Client apps - Apps > Add app * App information

Add app « X App information o X
* App type * Mame
| Anaroid v | SandBlast Mabile v|
w ::' o t ”
App information 3 Esclnp ° - - .
C{}nﬁgum and tablets to access enterprise email v
and applications. -
scope (Tags) > * Publisher
0 scope(s) selected Check Point Software Technologies Lta. /|

* Appstore URL
https://play.google.com/store/apps/detail... ¢|

* Minimum operating system

Android 4.0.3 {lce Cream Sandwich}) w |
Category
| Business v |

Display this as a featured app in the Company
Portal @

-» o)

Information URL

Enter o valid url 4 |
Privacy URL

Enter a valid url W |
Developer
| v|
Owner
| v|
Notes

L
Logo 3
Select image
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7. Getthe URL for SandBlast Mobile Protect Android link from the SandBlast Mobile Dashboard under
Settings > Device Management > Setting.

8. Click"Copy" next to "Android application settings".

Settings

Audit Trail

Device Management Settings
Customization

Privacy Settings

SMTP Settings

Device Management

MDM service Microsoft Intune A

Sheould install MDIS profile off

Notify user when device was added by MDM

& Sdvanced

Registration email (i05) ot
Administrators i . . o

Registration email (Android) ot

Registration sms (i05) ot

Registration sms (Android) ot

Daily registration limit 100

Security Groups{s): 5SBM_Users

time: Sun, 28 Jul 2019 08:17:41 +0000
crosoft Intune service hearthest:

tstus: Synchronization not started

updsa

Application deployment for M5 Intune
When configuring SBM app in M5 Intune use the co ttings button to copy the app parameters to cipboard,

for more details download the M5 Intune integration guide.

0% application settings Copy

Android application settings Copy

n
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9. Pasteitintothe URL field.

Check Point SandBlast Mobile UEM Integration Guide | Microsoft Intune
Adding SandBlast Mobile Protect app for Android Devices

Home > Microsoft Intune > Client apps - Apps > Addapp » App information

Add app « > App information 0o x
* App type * Mame
[ Angroid v | | sandBlast Mobile v|
- :| 1 t "
* App information > esclnp ° - -
C‘ﬂnﬁgurie and tablets to access enterprise email -
and applications. -
scope (Tags) b * Publisher
0 scope(s) selected [ Creck Point Software Technologies Lta. |

Add

* Appstore URL
| hitps://play.google.com/store/apps/detail... \ll

* Minimum operating system

| Android 4.0.3 {lce Cream Sandwich) ~ |
Category
| Business R |

Display this as a featured app in the Comparny
Portal @

(ves LT

Information URL

Enter o volid url 2 |
Privacy URL

Enter o volid url \/ |
Developer
| v|
Owner
| v|
Notes

L
Laga 5
Select image
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10. Select the minimum operating system of Android 4.0.3.

Home > Microsoft Intune > Client apps - Apps > Add app » App information

Add app « X App information o X
* App type * Name
[ Android v | | sandBiast Mobile v]

* Description
T

* App information 5 - e .
Configure and tablgts tp access enterprise email —‘
and applications. -
scope (Tags) > * Publisher
0 scope(s) selected [ Check Point Software Technologies Ltd.  v|

* Appstore URL
| hitps://play.google.com/store/apps/detail... \f|

* Minimum operating system

Android 4.0.3 {lce Cream Sandwich) e |
—Caegon
| Business % |

Display this as a featured app in the Company

Portal g
No
Information URL
Enter o valid url \f|
Privacy URL
Enter o valid url \/ |
Developer
| v|
Owner
| v|
Notes
v
Logo >
Select image

11. Scroll down to Add the logo image.
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12. Browse to a local file on your hard drive.

Home > Microsoft Intune > Client apps - Apps > Addapp > App information > Loga

Add app « X App information X Logo
* App type * Name Logo
[ Anaroia M [ sandBlast Mabile v] “logo-png” | ik
» .

* App information S jesmpm, - -

Configure and tablets to access enterprise email LV

and applications. -
Scope (Tags) 5 * Publisher
0 scope(s) selected [ Check Point Software Technologies Ltd. /|

SANDBLAST

* Appstore URL
‘ hitps://play.google.com/store/apps/detail... \/‘

* Minimum operating system

‘ Android 4.0.3 (Ice Cream Sandwich) v ‘
Category
‘ Business ~ ‘

Display this as a featured app in the Company

Portal g
Mo )
- /
Information URL
Enter a val v
Privacy URL
Enter a valid url \/‘
Developer
v
Owner
\ v
Notes
v
Logo >
Select image

13. Click "OK".
14. Click "OK".
15. Click "Add".
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Select the Assignments tab, and click "Add group".
Set the type to "Required" from the pull-down menu.

Home > Microsoft Intune > Client apps - Apps > SandBlast Mobile - Assignments > Add group

.0 SandBlast Mobile - Assignments « X Add group o x
] Client Apps
[ & search (Ciri+) | “ Hsae X Discarc

When excluding groups, you &
0 Overview o cannot mix user and device

groups across include and
Add group

exclude. Click here to learn
Manage maore.

HY Properties GROUP ASSIGNME... MODE

S Aosigrments Select groups where you want to assign this
-

No assignments, select "Add group’ to ad... app.
Monitor Assignment type
o I Reguired ~ I
l; Device install status
N . h ]
e User install status 0 groups selected )5

! Included Groups !

Mo groups selected

Excluded Groups
18. Select the appropriate Users Group.
p > Assign Select groups x
. Azure AD groups
Add group X Assign o x :
Select @
| SBM_U v
When excluding groups, you (Ea If a group isn't available to select, it's already been assigned. To select the group,
cannot mix user and device remaove it from it's current app assignment.
o groups across include and SBM Users
exclude. Click here to learn SHlilisae
e Select the groups where you want to make this app required.

19.

Select groups where you want to assign this Al users and devices

non |

app.
Make this app required for all users e -

Assignment type . . .

Required e ‘ Make this app required on all devices ves QD —

.
0 groups selected > Selected groups
Included Groups
" ) >
Mo groups sslected > Select groups to include
Excluded Groups
GROUP

Mo groups selected

Selected members:

SBM_Users Remove

Click "Select" and "Save".
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Adding SandBlast Mobile Protect app for iOS Devices

1. Navigate to Client apps > Apps, and click "+ Add".

Home > Microsoft Intune » Client apps - Apps

Microsoft Intune

X

| o Search (Ctri+/)

| 4

i

i

Crverview

Quick start

Manage

L]
[
[ 8
L
m

Device enrollment
Device compliance
Device configuration
Device security

Devices

Client apps - Apps

Microsaft Intune

| o Search (Ctri+)

Adding SandBlast Mobile Protect app for iOS Devices

o 2dd | Q) Refresh W Filter

@ Overview

Manage

i Apps

Client apps

E-books

B3 App protection policies

B App configuration policies
E( App selective wipe

B i0S app provisioning profiles
Monitor

8 App licenses
§ Discovered apps

July 30, 2019
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2. Inthe add app panel, select the type of "Store app > iOS".

Home » Microsoft Intune > Client apps - Apps » Add app
Add app

* App type
|SE£ect an app type ~

Store app
Android

Windows Phone 8.1
Windows
Managed Google Play

Office 365 Suite
Windows 10

macs

Other
Web link

Built-In app
Line-of-business app

Windows app (Win32)

© 2019 Check Point Software Technologies Ltd. Allrights reserved. | P.35
July 30, 2019



Check PO| nf’ Check Point SandBlast Mobile UEM Integration Guide | Microsoft Intune
SOFTWARE TECHNOLOGIES LTD Adding SandBlast Mobile Protect app for iOS Devices

3. Selectthe "Search the App Store" tab

Home > Microsoft Intune > Client apps - Apps > Add app

Add app O x
* App type
[ ios v |
I* Search the App Store >
Select app
e e >
- >
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B

Enter in "SandBlast Mobile Protect", and select it from the list.

Search the App Store

[ sandBiast Mabile Protect

Found 2 apps

NAME PUBLISHER

SandBlast Mobile Protect Check Point Software Technologies Ltd.

ke f o e — N DCE N BN BN NECEEEE

5. Click"Select".
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6. Inthe add app panel, select the App information tab.

Check Point SandBlast Mobile UEM Integration Guide | Microsoft Intune
Adding SandBlast Mobile Protect app for iOS Devices

Home * Microsoft Intune > Client apps - Apps » Add app * App information

SandBlast Mobile Protect

App information

Configure

Scope (Tags)
0 scope(s) selected

Adc

7. Click"OK".
8. Click "Add".

arganisations enforce policies and

Add app © X App information O
* App type * Name
| 105 v | | SandBlast Mobile Protect v|
* Search the App Stare THetton
1 . Sl LEH
> SandBlast Mobile Protect helps

-
-

* Publisher

| Check Point Software Technologies Lid. “‘"l

* Minimum operating system

| ios80 v |

* Applicable device type

| 2selected v |
|

[emgy | | H b . | & e m
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9. Select the Assignments tab, and click "Add group".
10. Set the type to "Required" from the pull-down menu.

Home > Microsoft Intune > Client apps - Apps » SandBlast Mobile - Assignments > Add group

..» SandBlast Mobile - Assignments « X Add group o x
M Client Apps
[0 Search (ct+) | ¢ Hsave X Discarc

When excluding groups, you [
O Overview o cannot mix user and device

groups across include and
Add group

exclude. Click here to learn
Manage mare.

1! Properties GROUP ASSIGNME... MODE

Select groups where you want to assign this

.;ﬁ Assignments

No assignments, select "Add group’ to ad... app-
Monitor Assignment type
o I Required Y I
B Device install status

. .
s User install status | 0 groups selected 1

! Included Groups i
| |
Mo groups selected 5
Excluded Groups
11. Select the appropriate Users Group.
1p > Assign Select groups X
. Azurs AD groups
Add group * Assign o x e
Select @
| SBM_U v
When excluding groups, you &= If a group isn't available to select, it's already been assigned. To select the group,
cannot mix user and device remove it from it's current app assignment.
o groups across include and SBM Users
exclude. Click here to leam e

IRCRES Select the groups where you want to make this app required.

Select groups where you want to assign this Al users and devices

oo |

app.
Make this app required for all users - —

Assignment type

Reguired v ‘ Make this app required on all devices P o ) .

=
0 groups selected % Selected groups
Included Groups
>

Mo groups selected > Select groups to include
Excluded Groups

GROUP

Mo groups selected

Selected members:

SBM_Users Remove

12. Click "Select" and "Save".
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Adding Microsoft Authenticator app for iOS Devices

1. Navigate to Client apps > Apps, and click "+ Add".

Home > Microsoft Intune » Client apps - Apps

Microsoft Intune

X

| o Search (Ctri+/)

| 4

i

i

Crverview

Quick start

Manage

L]
[
[ 8
L
m

Device enrollment
Device compliance
Device configuration
Device security

Devices

Client apps - Apps

Microsaft Intune

| o Search (Ctri+)

Adding Microsoft Authenticator app for iOS Devices

o 2dd | Q) Refresh W Filter

@ Overview

Manage

i Apps

Client apps

E-books

B3 App protection policies

B App configuration policies
E( App selective wipe

B i0S app provisioning profiles
Monitor

8 App licenses
§ Discovered apps
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2. Inthe add app panel, select the type of "iOS store app".
3. Select the "Search the App Store" tab.

Home > Microsoft Intune > Client apps - Apps > Add app
Add app

* App type
|S|.=.'er:: an app type ~

Store app
Android

i05

Windows Phane 8.1
Windows

Managed Google Play

Office 365 Suite
Windows 10

miac0s

Other
Web link

Built-In app
Line-of-business app

Windows app (Win32)

Home > Microsoft Intune > Client apps - Apps > Add app

Add app O x
* App typs
[ios v |
P Search the App Store 5

Select app

. >

Lo €

>

0 scope(s) selectad
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4. Enterin Microsoft Authenticator, and select it from the list.

Search the App Store

| Microsoft Authenticator

Found 3 apps

HAME

[

o Microsoft Authenticator

I E fE EEW | HE e

5. Click"Select".
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6. Inthe add app panel, select the App information tab.

Home > Microsoft Intune > Client apps - Apps * Add app * App information

Add app « X App information B e
* App type * Name 2
| ios v | | Microsoft Authenticator v|

* Description

* Search the App Store 5 = - _—
icost et e |
App information > * Publisher
Configure | Microsoft Comporation v'|
Scope (Tags) > * A e URL

0 scope(s) selected

* Minimum ocperating system
| ios 80 v |

* Applicable device type
| 2 selected v |

7. Click"OK".
8. Click "Add".
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9. On the Microsoft Authenticator — Overview panel, select the Assignments
tab.
10. Click "Add group".
11. Set the type to "Required" from the pull-down menu.

Home > Microsoft Intune > Client apps - Apps > Microsoft Authenticator - Assignments > Add group

.5 Microsoft Authenticator - Assignments « X Add group O X
[ Client Apps
| O Search (Ctri+/) | « H save

When excluding groups, you [}
O Overview o cannot mix user and device

groups across include and
Add group

exclude. Click here to leamn

Manage mare.
I Properties GROUP  ASSIGN.. MODE VPN
- " Select groups where you want to assign this
I ik Assignments I No assignments, select 'Add group' to ad... app.
Monitor Assignment type
o Required e |
l; Device install status

. .
s User install status Mo groups selected

>
Included Groups
Mo groups selected >
Excluded Groups
12. Select the appropriate Users Group.
p > Assign Select groups X
. Azure AD groups
Add group X Assign o X ;
Select @
| SBM_U v
When excluding groups, you = If a group isn't available to select, it's already been assigned. To select the group,
cannot mix user and device remaove it from it's current app assignment.
0 groups across include and SBM Users
exclude. Click here to leamn e
HEEiE Select the groups where you want to make this app required,

Select groups where you want to assign this Al users and devices

noo |

app.
Make this app required for all users ves (TN T -
Assignment type . N N
| Required “ | Make this app required on all devices ve T = e L
.
0 groups selected 3| Selected groups
Included Groups
. ) b
Mo groups selected S Select groups to include
Excluded Groups
GROUP
No groups selected

Selected members:

. SBM_Users Remove

13. Click"Select" and "Save".
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Adding an iOS Configuration Policy for SandBlast Mobile Protect

Adding an iOS Configuration Policy for SandBlast Mobile Protect

To auto-register iOS devices to SandBlast Mobile, we need to configure an iOS Configuration Policy.

For more information about "iOS Configuration Policies" in Microsoft Intune, please visit:
https://docs.microsoft.com/intune/deploy-use/deploy-apps-in-microsoft-intune

1. Navigate to Client apps > App configuration policies, and click "+ Add".

Home > Microsoft Intune > Client apps - App configuration policies

Microsoft Intune

X Client apps - App configuration policies

Microsoft Intune

| o search (Ctri+)

4 ;
| | o Search (Ciri+/)

0 Overview

i Quick start

Manage

u Device enrollment
B Device compliance
B Device configuration
% Device security
iy

Devices

0 Overview
Manage
BE Apps

el App protection policies

Mtz

A Coror F
| M Filter by Name...

B App configuration policies

B App selective wipe

®. 0 app provisioning profiles

Monitor

258 Client apps

& Applicenses

[ E-books

§# Discovered apps

NAME

EEEEEE B q-
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2. Enterin aname and select "Managed devices" from the "Device enroliment type" pull-down menu.
3. Select"iOS" from the "Platform" pull-down menu.
4. Selectthe Associated app tab, and select SandBlast Mobile Protect.

Home » Microsoft Intune » Client apps - App configuration policies * Add configuration policy > Associated app

Add configuration policy « X Associated app o x
Protect i05 Config
" Nam= @ [ D sandBiast Mobile Protect |
| Protect 105 Config v|
NAME PUBLISHER TYPE
Description @
_— — I SandBlast Mobile Protect Check Point Software Technologies Ltd. i05 store app l
Emter a description..
SandBlast Mobile Protect Check Point Software Technologies Ltd. i05 store app
SandBlast Mobile Protect Check Point Software Technologies Ltd. i05 store app
SandBlast Mobile Protect Check Point Software Technologies Ltd. i05 store app
* Device enrcliment type @
| Managed devices v | SandBlast Mobile Protect Check Point Software Technologies Ltd, i05 store app
* Platfarm @ SandBlast Mobile Protect Thomas Check Point Software Technologies Ltd. i05 store app
| ios v|
Scope {Tags)
>

0 scopels) selected

Associated 2pp @ >
Select the required app

Configuration settings @ >
Mot configured

5. Click "OK".
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6. Getthe URL for SandBlast Mobile Protect Android link from the SandBlast Mobile Dashboard under
Settings > Device Management > Setting.
7. Click"Copy" next to "iOS application settings".

Settings

ol

Audit Trail
Device Management Settings
Customization

MDM service Microsoft Intune r
SMTP Settings

Should install MDIS profile ot

Device Management

Motify user when device was added by MDM

B Advanced

_ Registration email (i05) on
Administrators : . o .

Registration email [Android) o

m Registration sms (i05) aft

License Management

Registration sms {(Andraid) o

Disily registration limit 100

Security Groups{s): SEM_Users
updated time: Sun, 28 Jul 2019 10:

crosoft Intune service heartheat 2
yne Status: Success

Application deployment for M5 Intune
When configuring SEM app in M5 Intune

05 application settings Copy
Android application settings Copy

Sync Now | Pause Sync
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8. In Microsoft Azure Intune Portal, select the Configuration Settings tab, and select "Enter XML data" from
the Configuration Settings format pull-down menu.
9. Paste the copied text into the "Dictionary content" field.

Home > Microsoft Intune > Client apps - App configuration policies > Add configuration policy > Configuration settings

Add configuration policy « X Configuration settings o X

* Name @
[ Protect i05 Config v|

0 Once the policy is created, the format cannot be changed

Description @

Enter a description.. P . .
Configuration settings format @ | Enter XML data ~

Enter values for the XML property list. The values in the list will vary depending on the
app you are configuring. Contact the supplier of the app to learn the values you can

* Device enrollment type @ e

| Managed devices hd | Learn mare about XML property lists

* Platform @

| os - | <dict> <key>MDM < key> <string = INTUME </string > <key>UserEmail </key> v

<string>userprincipalname < fstring > <key>manageid-</key>
<string >d7261dcETi4b4232527e8ab2c7 2a0acf4767d314ee0ad54d87 TibCOT0E T 18 /string >

Scope (Tags) <fdict>

>
0 scope(s) selected
Associzted app @ >
SandElast Mobile Protect
Configuration settings @ >

Not configured

10. Click "OK".
11. Click "Add".
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12. Select the Assignments tab, and click "Select groups".
13. Select the appropriate Users Group.

Home > Microsoft Intune > Client apps - App configuration policies > Protect iOS Config - Assignments Select groups to include X
. . g Azure AD groes
. Protect iOS Config - Assignments
it
- Diis Select @
Fsae X Die [ sem_user v]
© Overnview —
Include | Exclude P s Users
58
Manage
Assign 1o
| i Assignments [ Select groups to include N ) )
SBM Users Daniel2_Android
Monitar
o assi s
B Do st sttus b s SEM sers oz

fo User install status

Selected members:

SBM_Users e

14. Click "Select".

Home > Microsoft Intune > Client apps - App configuration policies > Protect iOS Config - Assignments

.5 Protect iOS Config - Assignments
uid

[ o search (ctri+s) | « I H save l X Discard

O Overview
Include = Exclude

Manage

I!' Properties Selectad groups hd |

i Aszignments Select groups to include

Monitor

H

H

H

H

H

H

| Bt 4
| Assign to;
H

|

|

|

|

|

|

|

|

. SBM_Users
l; Device install status

S User install status

15. Click"Save".
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Registration of an iOS Device

After the device is enrolled to the Microsoft Intune and the device is synchronized to SandBlast Mobile, the user
will be prompted to install the SandBlast Mobile Protect App.

1. Theusertaps"INSTALL".

2. After the App has been deployed on the iOS Device, the user only needs to launch the App to finish the
registration.

3. The user taps "Sign in with Microsoft" and Microsoft Authenticator is launched.

4. The user enters in their email address and password.
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5. The useris prompted to enable Notifications, Location, and Network Protection.

o S P 032 L @ Protect ¥ LRl AT -
L Intune. © Cancel
Intune Company Portal H f
ressaces onthe_ | OPEN
EERER 04 S|gn in

‘- App Installation
= microsott com” i beut 1o
— =)

.-
4 y
Insta
i A, ML, WG T DET
whkad R esr———
“Protect” Would Like to Send “Protect” Would Like to Add
You Motifications VPN Configurations
MeEsiates may include werts Al natacrk activity o this Phore may
scunds, and icon badges. These can e fitered or monitored when using
e configured in Setlings. VPN
Notifications ) Notifications

Don't Allow Allow Allow Don’t Allow

Location

Location

Network Protection

Enter iPhone passcode
Add VPN Configurations

Allow "Protect” to access
your location? _ e St 1 2 3

Tho app wil send your location oty s L Ul
when there: s a security issue, this info
wil assist your sdministrator to

mitigate the risk. ecurity parmissions required 4 5 6

ani aKL Mo

Pans v warr

Don't Allow

Location

Retwork

Cancel
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6. Once the installation is done, the App scans the system.

SandBlas dBlast Mobile

7. Once the App is done scanning the system, it will display the state of the device. In this case, the device is
without malicious or high risk apps, network and OS threats.
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Registration of an Android Device

After the device is enrolled to the Microsoft Intune and the device is synchronized to SandBlast Mobile, the user
will be prompted to install the SandBlast Mobile Protect app. The user is automatically taken to the Google Play

Store.

The user taps "INSTALL".

The user taps "Allow" to accept access to the device's contacts.

The user selects the SSO credentials.

The user allows the app to make phone calls and access device location.

o=

L LY

Pick account

Checkpaintiriald &

ADD ACCOUNT

! SandBlast Mobile Protect
Check Paint Saftware Technologies, Lid.

E Allow Protect

1o access your
contacts?

The user enables accessibility and notifications from the app.
6. Once the App is done scanning the system, it will display the state of the device. In this case, the device

is without malicious or high risk apps, network and OS threats.

o

@ Allow Pretect
1o access this
device’s location?

Y. Allow Protect to
make and manage

phone calls?
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Testing High Risk Activity Detection and Policy Enforcement

Check Point SandBlast Mobile cloud

00000 T
Dashboard

1 — SandBlast Mobile sends risk notification to User’s Device
2 — SandBlast Mobile sends the risk level for User’s Device to Microsoft Intune

3 — Microsoft Intune activates the appropriate compliance policy for User’s Device based on
security risk level

If the user’s device is determined to be at risk either due to a malicious app or malicious activity, the
SandBlast Mobile system notifies the User via in-app notifications as well as updates the risk state to
the Microsoft Intune system for that device.

Microsoft Intune receives the state change, and upon recognizing the risk state level as being above
acceptable risk, and marks the device as Not Compliant and enacts any conditional access policies
imposed on Not Compliant devices.

In the following example, the Administrator will blacklist an app, such as in our example "Box". As a
result, all devices with "Box" installed will be identified to be at High Risk due to the blacklisted app
being installed on the device. The SandBlast Mobile Dashboard will notify the user, and mark the
device as High Risk to the Microsoft Intune system. This mitigation process was the one we
created in "Creating a Mitigation Process" on page 13

This chapter discusses the following:

Blacklisting @ Test AP . ... 58
View of Device at Risk ... . 59
SandBlast Mobile Protect App Notifications ... ... _ . ... ........ 59
Microsoft Intune Company Portal Notification ...... .. ... ... .. .. .. . .. ... ... ................. 59
Administrator View on the SandBlast Mobile Dashboard __ ... . ... . .. .. _ .. .. ... __....._...... 60

Administrator View on the Microsoft Intune Portal
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Blacklisting a Test App

The first step is to blacklist an app, in our example "Box". By blacklisting this app, all release version and OS
types will also be blacklisted. In our example, Box for iOS will be blacklisted which will result in all Box
numbered release versions for iOS to be blacklisted as well, unless the "Apply only to this version" checkbox is

selected.

1. Log into the SandBlast Mobile Dashboard.
2. Navigate to App Analysis tab, and search for the app you wish to blacklist, in our example "Box".

Platform Inzzall baze Rizk level App policy App name HAZ5E Version Package nams
Al ¥ | Instalied v Al v Al ¥ | Bax .
1 Applications = lastupdated ¥ = Box by Box, Inc.
| Risk Install base a
[ Box 27 minutes ago | Mene 1
Risk Install base ¥ = Sl
None 1 et A = oo Hame =" BBk
Thiz application was identifed as legitimate. Global MNone Edic

Description

ps and Best New Busi

iing, editing and shari

securely in the cloud.” - CNET

are all your files. photos and documents with 0GB of free cloud storage from Bow.

3. Click "Policy" link of "None".

4. Onthe "Changing application policy" pop-up window, select "Black Listed" from the "New policy"

drop-down menu.
5. Enter areason for this change in the "Audit Trail note".

Changing application policy - Global

Changing the application policy will effect all of the devices it is
installed on.

This action might take some time to complete, check the dashboard
audit trail for policy change event.

New policy Black Liszed v

Audit Trail note Test compliance policy

Apply onby to this version

6. Click"OK".
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View of Device at Risk
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SandBlast Mobile Protect App Notifications

View of Device at Risk

1. The user receives a SandBlast Mobile Protect notification indicating that the blacklisted app is not allowed
by Corporate Policy, in our example "Box".

‘Your device is at risk, tap for mare details.
S—

Microsoft Intune Company Portal Notification

In App Purchase - T

Access Photos - T+

1. The user receives an in-app notification from the Microsoft Intune system, notifying the user that their
device is not compliant with company policies, and that they should open the Protect app to view further

details to rectify the issue.

Check Point

@ vou need to update settings on this device '

Device Settings Status

Check Settings

Manufacturer

e, °

[
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Update device settings

Tag Check Settings o recheck your
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a threat
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Check Point

Update device settings

Tap Check Settings to recheck your
compliance with Check Point
requirements.

iPhone 7
hecked: 78 Jul 2018 a1 11:10
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Administrator View on the SandBlast Mobile Dashboard

1. From the SandBlast Mobile Dashboard, the Administrator will see that there are devices at high risk.

Device risk

Security events over time

Top threats

2. Clicking the High Risk will display a list of devices at high risk.
3. Selecting the desired device from the left-side list, the Administrator can see that the high risk state

is caused by the existence of the blacklisted app, "Box".

Device status

1 ;

Devices

Registration

1 Today

Security events by type

Risk level Device type Device name Device ID Device status Threat factor
High v an v Active v lan v m
a1 = [Risk M= iPhone O connected 24 minutes ago
| Risk Mitigation  Email:i
High MDM Shene: No-hum
iPhone 24 minutes ago rens Ne-tumass
Risk Mitigation Groups Show Severity Name
=h (1) AD e
High (1) MDM SEh gl nstalled & Received ¥ Hizh & Medium v x
Box
Sevarity T Status Ui s Policy Evit
Malicious 2 minutes g0 instalied Mo action Black Listed Suspicious Packsge Detected
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Administrator View on the Microsoft Intune Portal

1. Inthe Microsoft Intune Portal on the Device Compliance overview screen, the Administrator can see that
one or more devices are Not Compliant.

Home > Microsoft Intune - Overview > Device compliance

6 Device compliance

| o Search (Ctri+/) | % T Sync Report
; @ D0zt in this view was fast refreshed on 7/28/2019 at 10:56:10 AM.
@ Overview
Tenant name @ ™ MDh
Manage
Tenant location : Europe 0102 Kkt
El Policies P
#
B Notifications
) Device compliance status Devices without com...
@ Locations

Monitor

STATUS DEVICES

8 Device compliance )

Compliant 1
# Devices without compliance po...

In grace period 0 o
& Setting compliance

Not evaluated 2
§# Policy compliance

I Mot compliant 40 I

& Audit logs

Total 7
§ Windows health attestation rep...
§ Threat agent status
Setup
£+ Compliance policy settings 2 g

Policy compliance

2. Inthe Microsoft Intune Portal from Device compliance > Device Compliance, the Administrator can see
that Fox’s device is Out of Compliance.

Home > Microsoft Intune - Overview » Device compliance - Device compliance

Device compli - Device

o Search (i) € QU Refresh Y Filter 53 Columns 4 Export

O oetainthis viewis e,

@ Overview

T Filters appliec: Managed by, Compliance

= T
E Policies

0 Devices selected (100 max)

B Notifications

@ Locations DEVICE NAME USER PRINCIPAL NAME MANAGED BY COMPLIANCE os 05 VERSION DEVICE STATE (COMPUANCE GRACE PERIOD EXPIRATION | DEVICE THREAT LEVEL
Monitar iPhone a s Eitai MOM I © Not Compliant 105 122 Managed 7/29/2019, 1115:54 AM High I

§ Device compliance | A g ng— MDM © Not Compliant i0s 122 Retire issued 5/1/2019, 6:06:35 PM Unknown

B Devices without compliance po. = - . MDM © Not Compliant i0s 23 Managed 6/3/2019, T127:21AM Deactivated

& Setting compliance ey ., _mpmew MDM @ Not Compliant i0s 1214 Managed 4/17/2018, 6:19:22 PM | Deactivated

B Policy compliance i flen i i MDM © Not Compliant i0s ni2 Managed 5/28/2019, 3:11:28 PM | Deactivated

H Auditlogs

B Windows health attestation rep...
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Appendices

Integration Information
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Appendices

Microsoft Intune APl Admin Username

Microsoft Intune APl Admin Password

Microsoft Intune AD Security Group(s)

Device Risk Levels

Device Status Levels

SandBlast Mobile Gateway

SandBlast Mobile App Name (iOS)

SandBlast Mobile App ID (iOS)

SandBlast Mobile App Name (Android)

SandBlast Mobile App ID (Android)

None, Low, Medium, or High

Provisioned, Active, or Inactive

gw.locsec.net

SandBlast Mobile Protect

com.checkpoint.capsuleprotect

SandBlast Mobile Protect

com.lacoon.security.fox
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