
Active Cypher Scout – User Guide 

Why do I need to run Active Cypher Scout?  

Active Cypher is a software solution that protects your enterprise data by encrypting it and making it available 

only for authorized users. In order to protect your data, Active Cypher components are deployed onto your file 

servers. The deployment process is very intuitive; however, since the software is integrated with your file 

servers, we need to make sure that it best suits your existing IT configuration. We would like to solve any 

potential configuration issues before deployment. Therefore, we have created Active Cypher Scout.   

Active Cypher Scout is a combination of management tool (Active Cypher Scouting Manager), reporting tool 

(Active Cypher Scouting Reports), and on-prem inspection tool (Active Cypher Scouting Agents), that work 

together as an application that checks your enterprise IT configuration and helps you adjust it to optimize your 

data protection. Once the corporate IT configuration is verified, Active Cypher Scout displays a report with its 

findings. Based on the results of the report, the Active Cypher team will be happy to work together with you to 

solve any remaining obstacles to the successful protection of your data. 

  

What does this tool install, and what will it be doing?  

Active Cypher Scout is a standalone application run from a file server to inspect your IT enterprise configuration 

for compatibility with Active Cypher. Active Cypher Scout does not require any installation.  

Active Cypher Scout shows a wizard which guides you through any configuration changes required for activating 

the Active Cypher data protection. At its conclusion, the application displays a report with its findings.   

All the information collected, analyzed and displayed by Active Cypher Scout is retained in the local folder in 

which it runs. The information collected cannot be shared externally unless the “Send Results” button in Active 

Cypher Scout has been clicked, granting permission to transport the collected data to the Active Cypher Crypto-

License Service for further analysis.  

In addition to inspecting the architecture configuration of the local Active Directory, Active Cypher Scout will 

query the Azure Active Directory tenant linked with the local domain and inspect it. Active Cypher Scout also 

checks whether synchronization between the local Active Directory and the Azure Active Directory is configured 

properly. Active Cypher Scout does not make any changes to your Azure Active Directory subscription. It only 

reads information from Azure. The information read from Azure is never shared with the outside world.  

  

What is required before I run Active Cypher Scout?  

Active Cypher Scout should be run by a user who is a member of Domain Admins, Enterprise Admin and Schema 

Admins groups in Active Directory of your local domain. In addition, the user should be a local Administrator on 

the file server machine where Active Cypher Scout will be run.  

Active Cypher Scout should be run on a Windows Server machine (a file server that is joined to the local Active 

Directory domain). The file server should contain NTFS Shares. The shared folders should be published to Active 

Directory.  

The Azure inspection functionality requires credentials to log into the Azure tenant linked with the local domain. 

To run the check successfully, the credentials provided need to be for the Azure Global Administrator.  
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How do I run Active Cypher Scouting Agent?  

The user running Active Cypher Scout should have 

permissions on both the domain and on the file 

server machine. On the local Active Directory, the 

user should be a member of Domain Admins, 

Enterprise Admins and Schema Admins groups. On 

the file server machine, the user should be a member 

of the local Administrators group.  

 

The application can be started by double clicking the 

Active Cypher Scout.exe icon.   

 

On the first screen, the Active Cypher Scout wizard 

informs the user of the safe and secure system 

queries that the application will run on the file server. 

The verification starts once the Start button is 

pressed.  

 

 

In the example case being demonstrated in the 

screenshots here; the application detects a 

configuration concern (as indicated by the red 

shading) and provides the user with detailed info and 

suggested actions. In many cases, Active Cypher 

Scout can also assist with configuration concern, if 

granted consent.   

 

 

On the screenshot above you can see the application 

detecting shared folders that are not published to 

Active Directory.   

The image to the left shows how the user can click 

the publish link to fix the issue. 

 

Once the shared are published into Active Directory, 

Active Cypher Scout will show an updated report.   
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The next required action is to click the “Azure Check” button.  

 

 

 

This allows the Azure Active Directory inspection 

and confirms the synchronization between Azure 

Active Directory and the local domain is 

established.   

 

 

The inspection of Azure requires authenticating to 

Azure to verify if the Active Directory is properly 

synchronized with the Azure Active Directory.  

 

 

 
 
The user clicks the Login button and is requested to provide credentials of the Global Administrator account.   
 
 

 

 

After a successful login, Active Cypher Scout runs the Azure verification and displays a result on the screen.   
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The final step is the option to display a report with the findings by clicking View Report button. The report will 

be shown in the form of two graphical dashboards displaying information about shared folders, files and 

Security Groups.   

What data is collected by the AC Detect tool?  

Active Cypher Scout gathers data in a few areas:   

• Information about your file server machine, its CPU, RAM memory, configuration, version of Microsoft 

Windows and .NET Framework.  

• Data related to the shared folders of your file server, their details, and the type and size of data stored in 

the folders.  

• Information regarding your Active Directory Forest and Domain, as well as Users and Security Groups 

configuration and their access to Shared Folders on the file server.  

• If explicitly requested by  

the user, Active Cypher Scout gathers data about the  

Azure Active Directory tenant and the status of its synchronization with the local domain.  

 

 

 

What about privacy? Does this tool 

communicate with the outside world at all?  

Active Cypher Scout does not communicate with 

the outside world on its own and does not send 

any results out unless explicitly told to do so.  

The user can explicitly request sending the 

results out to Active Cypher by clicking the 

Archive Results button at the final step of the 

application. Once submitted, the results will be 

available solely to the Active Cypher team 

allowing us to work together on adjusting the 

enterprise IT configuration.  

The results will ONLY be available to 

authenticated administrators of your tenant on 

the Active Cypher Crypto-License Service. 


