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Getting Started 
To begin, there are two separate installations that we need to complete in series. 

a. App Source (including entity configuration), and  

b. Azure Services Deployment 

Install CRM Solution from App Source 

Select Get it Now button to start the download and follow the process.   

Once completed go to Solutions, the structure of which should look like below.  
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Archival Entity Configurations in CRM: 

Path: CRM→Archival→CRM Archival Configuration 

There are three detailed sections on this page: 

• Archive Entities 

• Archival Entities Information 

• Non-Archiving Entity 

 

Archiving Entity Properties 

• Entity:  Type the first letter of the target entity; this will spawn a dropdown list of choices.  Select 

the matching entity from that list.  

• Fetch XML: Enter the Fetch xml of the select entity. 

o Click on Advanced Find in CRM 

o Using the Look for dropdown Listbox, select the entity 

o Add a condition matching desired criteria, for example “Created On, Older than X days, 

15” 

o Click on Download Fetch XML button 

o Copy and paste the XML source into the Fetch XML Textbox. 

o Optionally confirm the XML by clicking on the Validate XML button. 

• Retain in Archival For: This value sets the amount of Time to retain in archive.  Enter the 

integer unit of Time (minutes, hours, days, years) for Archival retention. 

• Clear old Logs from Last: This values set the amount of Time to clear the old logs from Azure 

tables. (Days) 

• Reset Button:  Resets the form. 

• Save button: Saves the configuration details. 

• Deactivate button: Used to deactivate the entity.  Only active entities are used by jobs. 

• Activate button: Used to activate the entity. Only de activated entities can be activated. 
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Click Save to retain the information; the Page response will display the Archival Entities Information. 

 

Archiving Entity Properties 

• Status: Always either Active or InActive.  Only Active entities are selected by the job. 
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Below are the default Non-Archiving entities included with the solution.  

 

NonArchiviable Entity Properties 

• NeverArchive Entity: Name of non-archive entity excluded from the arching process.  For 

reference, a list of existing non-archiving entities is provided as indicated. 

• Save button: Save the configuration. 

• Delete button:  Deletes the selected entity from the list. 
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Archival Setup 
Note:  This instruction applies to First-Time Only setup. 

Azure Active Directory (AAD) Setup 
 

If you have already registered the applications in Azure Directory and have its Application ID & Secret, 

you can skip this step.  

1. Login to windows azure portal (https://ms.portal.azure.com/) 

2. Click on Azure Active Directory, as shown in below image. 

 

 
 

3. Click on App registrations, as shown in below image. 

 

https://ms.portal.azure.com/
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4. Click on New application registration, as shown in below image 

 

 
 

5. Provide the details as shown below and click on Create button 

- Name: Any valid web application name. For ex: AADWebAppForDataArchival 
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- Application Type: Web app / API (Select it from drop down if it is not already selected) 

- Sign-on URL: Any valid URL. For ex: https://localhost 

 

 

Note: Tap anywhere on the screen if Create button is not enabled. 

 

 

6. Save Application ID. 

 
 

7. Click on Managed application in local directory as shown in below picture. 

https://localhost/


 

MICROSOFT LABS PAGE 11 
 

 
Click on Properties as shown in below image. 

 

 

Save Object ID, as shown in below image. 
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8. Click on Settings and Click on Required permissions 

 
 

click +Add button -> Click on Select an API |Click on Windows Azure Active Directory | Click on 

Select. In Select Permissions | Under Delegated Permissions | select only Sing In and read user profile 

Permission and click on Select.  

  



 

MICROSOFT LABS PAGE 13 
 

 
 

9. Click on Keys -> Provide any value in Description (for ex: key1) and Select a value for Expires (for ex: 

Never expires)  -> Click on Save button as shown in below image.  

 

 
 

Note *****: Secret value will get generated. Save it, it is visible only once. 

 

Create Application User in CRM Org: 
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1. Login to CRM Org with a user who has system admin role 

2. Click on Settings - > Security as shown in below image. 

 

 
 

3. Click on Users as shown in below image 

 

 

 

4. Select Application Users from the dropdown as shown in below image 
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5. Click on + New as shown in below image 

 

 
 

6. Select Application User View from the View Selector (if it is not already selected) as shown in below 

image. 

 

 
 

7. Provide details as mentioned below and Save the details 

- Application ID: Azure Active Directory Web Application ID (Application ID generated for 

AAD Web App, refer below screen shot). 

- Full Name: Any valid full name. For ex: First Name: Archival & Last Name: Admin 

- Primary Email: Any valid email. For ex: dummy@dummy.com 

*Above email address will not be using in Archival process to send any emails. 

Note: User Name, Application ID URI & Azure AD Object ID will get created when user is saved.    

 

Commented [PKK1]: Add Azure screen shot 

representing web app ID extraction. 

Commented [CG(L2R1]: Done 

mailto:dummy@dummy.com
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8. Select newly created Application User.  Click on Manage Roles and grant System Admin role. 

 

 
 

                 

 

Create Azure Resources 
Once you have successfully registered the applications in Azure Active Directory (AAD), it will open the 

Azure Portal using the Azure Resource Manager Template referenced in the images below.  
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If the browser window did not open then you can click here to launch it and fill all the details that are 

asked. 

 

Complete the form and deploy to Azure, then navigate to Azure Portal Resource Group. 

Note: Make a note of all azure resource’s names provided in the template.  

 

Azure Resource Manager Template Properties 
• Subscription: Select the correct subscription from the dropdown list. 

• Resource Group: Please note the following option choices… 

o First Time setup:  Be sure to select Create new option and add a unique resource group 

name.  Important: Save the resource group name for future references. 

o For any upgrades: Select the Use existing option to use the existing resource group 

name. 

• Location: Select the correct location from the dropdown list. 

• CRM Username: Use the AAD Web App Client Id (Future versions this field will be deleted from 

the template as it is identified as duplicate).  

• CRM Password: Paste the Secret Key (Future versions this field will be deleted from the template 

as it is identified as duplicate) 

• CRM Resource URL: CRM instance URL. 

• Web Site Name: Any unique website name with contiguous characters. 

• Key Vault Name: Any unique KV name.  Important: Please use contiguous lowercase letters 

only. 

• Database Account Name: Alphanumeric Cosmos account name. 

https://portal.azure.com/#create/Microsoft.Template/uri/https%3A%2F%2Fraw.githubusercontent.com%2FGowthamChalla%2FCRMArchival%2Fmaster%2FTemplate.json
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• Storage Account Name: Alphanumeric storage account name. 

• Thread Count: Suggest using the Default value of 50. 

• AAD Web App Client Id: Paste the Application Id. 

• Secret Key:  Paste the Secret Key. 

• Object Id: Paste the existing Object Id. 

• Native Application Id:  Paste the existing Native Application Id. 

• Hosting Plan Name: Use only unique contiguous lowercase characters. 

• Tenant Id : Directory Id from AAD →Properties 

• CRM Web APIVersion: Select the correct value from the dropdown list. 

• Sku Name: Select the correct value from the dropdown list. 

• Sku Capacity: Suggest using the Default value of 1. 

• Storage account Type: Select the correct value from the dropdown list. 

Agree the Terms and Conditions and click on the Purchase button. 

 

After deployment, the components under the resource group will appear as shown below. 
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Configuring Schedule for Archival, Removal & Retention  
Path: Resource Group→Search by app name→CRMArchivalWebApp→Application settings  

Optionally users are able to set up Archival, Retention and Removal schedules in Web App.   

 

3 Schedules:  Users can set schedules in the form of Seconds, Minutes, Hours, Days, Months, and Years 

(as a Cron expression).  Archival, Retention and Removal jobs are scheduled at 8 PM every day, and then 

they are disabled by default.  If users want to change the schedules, modify before enabling the jobs.  

Note: Click Save to retain changes. 

Click here to build a Cron expression.  

http://www.cronmaker.com/
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Web Job Status 
Path: Resource Group→Search by app name→CRMArchivalWebApp→WebJobs 

After jobs are enabled, make sure that the WebJob Status is Running.   
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Configuring storage & throughput for Entity collection  
Path: Azure Cosmos DB account from Resource group → Entity Collection→ Scale & Settings  

The solution Throughput is set to 1000 RU’s with Unlimited Storage capacity by default.   

 

Calculate the storage and RU as per their usage through the links provided below: 

https://docs.microsoft.com/en-us/azure/cosmos-db/request-units. 

https://azure.microsoft.com/en-us/pricing/calculator/?service=cosmos-db 

 

  

https://docs.microsoft.com/en-us/azure/cosmos-db/request-units
https://azure.microsoft.com/en-us/pricing/calculator/?service=cosmos-db
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Verifying Archival Setup 
The archival setup needs to be reviewed in multiple places to ensure that it’s working. This occurs in 

three places: 

• Tables 

• Cosmos Database 

• Logs 

• Email Attachments & Notes 
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Tables 
Path: Resource Group→Search by app name→Storage User Account→Tables 

Check for the existence of Table name “removals”.  If it is not present, then the then Archival process 

has not started: Check with the Support Team. 

 

Cosmos Database 
Path: Resource Group→Search by app name→Azure Cosmos DB Account 

 

Verify that the database name is the same as the CRM Orgname, and that the Throughput is the same 

as previously configured.  Collections should be present as shown above. 
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Logs 
Path: Resource Group→Search by app name→Storage User Account→Blobs→archivelogs 

Note: As a rule, logs are generated every 15 minutes as long as the job is running, therefore wait for 15 

minutes to generate the first log.   
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Email Attachments & Notes 
Path: Resource Group→Search by app name→Storage User Account→Blobs→annotations 

Users can validate that notes and email attachments are actively being stored here (see example below). 

 

 

 

 

This completes this process. 

 


