Financial Services - Cloud Assurance
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Continuous Cloud Security
and Compliance Assurance

for Microsoft Azure, Amazon Web Services and Office 365

COMPANY

A Gartner recognized cloud security and compliance
product company dedicated to identifying and
eliminating cloud risks

PRODUCT

Financial Services organizations handling PII (Personally
Identifiable Information) and Financial data with regulated
cloud workloads will now be able to get instant visibility
into their security posture and enforce compliance with
applicable regulations, data protection laws, and security
standards using Cloudneeti's Continuous Cloud Assurance
platform.

CUSTOMERS

Enterprises, Managed Service Providers (MSPs) and
Independent Software Vendors (ISVs) in the Healthcare
Industry that store and process healthcare data. Decision
makers across that span the IT and GRC roles who need
to achieve and maintain cloud security controls.

Information Security Risk & Compliance

DevOps SOC Advisors | | Auditors

MISCONFIGURED CLOUD IMPEDES

DIGITAL TRANSFORMATION

Organizations are challenged to (a) prevent security
breaches and (b) prove compliance for public cloud
workloads

Misconfiguration of cloud workloads
Unauthorized access

Insecure interfaces/APls

Hijacking of accounts, services or traffic
External sharing of data

Foreign state sponsored cyberattacks
Malicious insiders
Malware/Ransomware

Denial of services attacks

Theft of service

Lost mobile devices

Other

Source: Cloud Security Report, Cybersecurity Insiders, 2018

GARTNER RECOMMENDATION

“
Through 2024, organizations

implementing a cloud security posture
management (CSPM) offering and
extending this into development will
reduce cloud-related security
incidents due to misconfiguration by
80%

- Gartner


https://crowdresearchpartners.com/portfolio/cloud-security-report/
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Offer Overview

PRODUCT CAPABILITIES
Various product capabilities enable proactive management of cloud risks

Single Sign-On
Visibility Governance Administration Integrations
Security Posture Cloud Security Policies Users & Roles Data Feeds
Compliance Posture Compliance Frameworks Cloud Accounts Co-branding
OS Security Palicies Remediations (auto, Guided) Scan Frequency Ticketing
Risk Posture Prioritization Policy Exceptions Notifications Ccl/cb

8 Cloud Connectors (Control Plane APIs)

Azure Office 365 AWS Google

ltems marked with B have limited capabilities as below
Eligible customers can request for limits to be removed/relaxed for the evaluation period. Offer is subject to change

LICENSE QUOTAS & RESTRICTIONS

Below SKUs indicate the number of cloud accounts pre-allocated per License
Healthcare_1 Includes a total quota of any one (1) cloud account across any cloud connectors.
Healthcare 5 Includes a total quota of any five (5) cloud account across any cloud connectors.
Healthcare 10 |ncludes a total quota of any ten (10) cloud account across any cloud connectors.

For all SKUs, there's a soft-restriction on the number of resources within a cloud account

Restriction: Azure and AWS - Up to 500 total resources, Office 365: Up to 1000 users
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