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1. Add Dynamics CRM Active Directory into Azure 

 
Dynamics CRM online uses active directory for its authentication. Dynamics CRM online active 
directory need to be added in Azure portal to generate Application Id for Dynamics CRM user. 
 
Steps to Register Dynamics CRM Online to Azure Active Directory 
 

1) Log on to the Microsoft Azure Management portal with your existing Azure account 
credentials. You must have an administrator permission. At this point, you can sign in 
with your existing Azure account with or without Office 365 subscription. 

 
2) Click Active Directory on the left column of the page.  

 
3) At the bottom of the screen on the New menu, select App Services > Active Directory > 

Directory > Custom Create. 
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4) This will open a dialog to add a directory. 

 

 
 

5) Selecting “Use existing directory” in “Directory” will require you to confirm sign out if 
already signed in. 
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6) Log in with your Office 365 account information. Please note that in order to associate 

your Office 365 account directory with Azure AD, you’ll need to sign in with global 
administrator user of that Office 365 account. 

 

 
 

7) Required O365 account’s active directory will be added with Azure AD. 
 

 
Azure Archival Deployment 
 

2. Azure Archival Deployment 

2.1 Deploying MVC web application: 

 
Below are the steps for deploying MVC web application: 
 
1. Create Web App 

1.1 Go to AppServices -> Add -> Select Web App  
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1.2 Add your details and save the Web App 
 
 2. Select you newly created Web App 
 

2.1 Go to Deployment Option -> Configure Required Settings -> Select OneDrive 
(Requirement: A OneDrive account is required for storing the web app solution) 
 

 
 

2.2 User need to authorize with OneDrive. It will create ‘Apps’ folder in your OneDrive 
account. 

 
2.3 Log In to your OneDrive account and navigate to Files -> Apps -> Azure Web App 

and upload MVC web solution provided by Pragmasys. This will add your solution to your 
OneDrive account. 
 

2.4 Navigate on Azure Portal to Deployment options -> OneDrive -> Select folder created 
in step 2.3 and this will sync the solution to our newly created Web App and will generate Azure 
URL for this app. 

 
2.5 Navigate to your App and click on Overview. 
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Note: Copy and save this URL which we will use as Azure Id while creating Azure Configuration 
in MS CRM. 
 

2.2 Setup config keys: 

1. Navigate to App Service Editor -> click on Go. This will redirect you to Azure Web App 
root folder. 
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2. Now click on Web.config 
 

 
 

3. Setup following config keys as displayed in the above screenshot 
3.1 Key Definitions 

3.1.1 OrganizationUrl - Address of CRM organization 
3.1.2 ClientId - Add application Id obtained from section 3.1 step 4  
3.1.3 ClientSecret - Add key obtained from section 3.1 step 7 
3.1.4 AadInstance - It has value of https://login.microsoftonline.com 
3.1.5 TenantID - Add guid obtained from section 3.3 step 2 
3.1.6 Ida:ClientId - Add application id from section 3.4 step 3 
3.1.7 Ida:Tenant - It is the domain. 
3.1.8 Ida:Audience - Add app id url from section 3.4 step 8 
3.1.9 Ida:Password - Add key obtained from section 3.4 step 6 
3.2.0 ConnectAzureStorageTable - Add connection string obtained from section 
4 step 2 

  

https://login.microsoftonline.com/
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3. Add Application in Azure Directory 

 
User needs to create the following two applications in Azure Active Directory. 

1) App 1: For creating application user (user that will be used to connect to CRM from 
Azure) in CRM organization 

2) App 2: For authenticating MVC web application 
 
Below are the steps for creating application user in Azure AD.  

 

3.1 Create application (App 1) for application user 

 
1. Navigate to Azure Active Directory > App registrations > New application registration. 
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2. Enter Application Name, Set type as Web app / API and a valid sign-on URL. 

 
Format required for Sign-on URL: 
https://<domainname>.azurewebsites.net/<appname1>  

 

 
 
 

3. Add Dynamics CRM Online in Required Permissions and set the configuration as given in 
below screenshot. 
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4. Copy Application ID. This Application Id will be used while setting up application user for 

Dynamics CRM organization.  
 

 
 

5. To generate a Client Secret key, select Keys. 
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6. Provide a description of the key and duration for the key. Select Save. 

 

 
 

7. After saving the key, the value of the key is displayed.  
Important: Copy this value and store it because you will not be able to retrieve the 
key later.  

 

3.2 Creating Application User in Dynamics CRM 

1. Login to Dynamics 365 and go to Settings -> Security -> Users 
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2. Select Application Users view 

 

 
 

3. Click on New and select Application User form from drop down 
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4. Enter the copied Application Id from Step 4 in Section 3.1 into Application Id field. 

 

 
 

5. Enter username and save the record. 
a. Create a copy of out of box System Administrator role and assign this newly 

created security role to the application user. Important: Out of box security 
roles will not work with application user, it is required to have a custom 
role assigned to the application user. 
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3.3 Get tenant ID 

1. Login to your Azure Portal thru https://portal.azure.com 
 

2. Navigate to Azure Active Directory -> Properties -> Delivery ID. This is your Tenant ID. 
 

 
 
 
 

3.4 Creating application (App 2) for MVC authentication 

 
1. Navigate to Azure Active Directory > App registrations > New application registration. 

 

 
 

https://portal.azure.com/
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2. Enter Application Name, Set type as Web app / API and a valid sign-on URL. 

 
Format required for Sign-on URL: 
https://<domainname>.azurewebsites.net/<appname2> 

 

 
 

3. Copy Application ID. This Application Id will be used as config key in our Web App.  
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4. To generate a Client Secret key, select Keys. 

 

 
 

5. Provide a description of the key and duration for the key. Select Save. 
 

 
 

6. After saving the key, the value of the key is displayed.  
Important: Copy this value and store it because you will not be able to retrieve the 
key later.  
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7. Navigate to Reply URLs and add the Azure Web service URL we have created in section 

2.1 and step 2.5. Important: Make sure protocol entered here is https irrelevant of 
what was created in previous step. 

 

 
 

8. Copy App ID URL created from this application which we will use as config key in Web 
App.  
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4. Create Storage Account 

 
1. Go to Storage accounts -> click Add. Enter appropriate details and click on Create to 

create new Storage account. 
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2. Navigate to your newly created storage account. Click on Access Keys and copy Storage 

account name and first key which we will use as config key in Web App. 
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5. Deploying worker role 

 

1. Login to Azure portal and navigate to More Services -> Cloud Service -> Enter 

appropriate details. 

  

 
 

2. Add the storage account in cloud service from section 4 step 1 
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3. Add the packages given by Pragmasys Consulting 
 

 
 
 

4. Go to Configuration -> Set Configuration Keys 
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3. Except time all the config keys are same as web app. Enter scheduled time that you want the 
worker role to execute and archive required data. 


