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INTRODUCTION 

 
Personal Data Encryption is an extension for Dynamics 365 Business Central to securely store and 
handle sensitive personal data and it also provides additional security to support your company’s 
GDPR compliance.  
 
Feature Highlights 

 

 Extend the standard tables related to individuals, such as Employee, Contact, and Resource 

 Access Control: Authorise groups of users to only access specific personal data  

 Audit the reading of personal data 

 Store sensitive data with Encryption 
 
Additional Features 

 

 Map extended fields with standard fields, and be able to move data 

 Setup types of fields and define specific lookup options 

 Define translations for each field description. 
 

New custom fields can easily be added to employees, contacts and resources 
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Easily create groups with different levels of access to sensitive information 

 

 
 
 
Log who is accessing what information and when 
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All sensitive data is stored in an encrypted format 

 

 
 
 

GETTING STARTED 

The first step is to sign up for Microsoft Dynamics 365 Business Central at 
https://dynamics.microsoft.com/en-us/business-central/overview/. 
 
Once your solution is up and running, add the extension from the AppSource marketplace 
here. For more information on how to do that, see the Business Central documentation here. 

The first time that you try to access Personal Data Information page 
with the Personal Data button, the following notification is displayed.  
 
 
 

 
 
Click on ‘Open Setup Wizard’ to launch the wizard. 
  

https://dynamics.microsoft.com/en-us/business-central/overview/
https://appsource.microsoft.com/en-gb/marketplace/apps
https://docs.microsoft.com/en-US/dynamics365/financials/ui-extensions
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WIZARD SETUP 

 
You can setup the application with three easy steps: 

Step 1 Initialisation  

This step will create the roles and basic data on the extensions table. 
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Step 2 Select Auditing  

This step will activate the auditing for all the activities on your personal data records. 
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Step 3 Copy Data from standard fields  

This step will move data from standard fields such as Social Insurance No. or Email, etc. to the new 
encrypted entity. You can skip this step if you want to. 
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Step 4 All Done  

The Setup is complete. You can press the Finish button, and close any opened personal data pages. 
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WHERE IS THE EXTENSION IS VISIBLE ON MICROSOFT DYNAMICS 365 BUSINESS CENTRAL  

You can open the Personal Data Information page with this button.  
 
 
 
 

 
 
 
The pages that have been extended with the action “Personal Data” are: 
 

 Employee List 

 Employee Card 

 Contact List 

 Contact Card 

 Resource List 

 Resource Card 
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Employee List 

 
 

Employee Card 
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PERSONAL DATA DEFINITION 

This is where you can set up which fields you want to secure. You can reach this page with 

the  button searching for “Personal Data Definition”. 
 

 
 

Mandatory Fields  

 Table No. (Use the lookup or capture it directly) 

 Personal Data Code (Description of the field to show to the user) *see translation 

 Type  

 Lookup Group Code (Only if Type is Lookup). 

Other Fields  

 Standard Field (If you need to move data from the standard) 

 Sorting No. (Only for visualisation purposes) 

 Blocked (Hide the field from the page). 
 
 

Page Actions Fields  
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Translations 

 
With this button you can setup translation for a different language rather than showing the Personal 
Data Code.  

 
 
 

Lookup Group  

 

 
 
With this button you can setup other lookup group and options. 
 

View Log 

 

 
With this button you can view the audit log for the current field. 
 
 

Personal Data Setup 

 

 
 
With this button you can open the Personal Data Setup Page where you can check all the settings of 
this extension. 

 
 
 

Permissions 

 
 
With this button you can open the Personal Data Setup Page where you can check all the permission 
settings of this extension. 
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PERSONAL DATA SETUP 

You can reach this page with the action “Person Data Setup” from the Personal Data Definition page. 

 
 
 

Permissions Tab 

You can activate the permission roles visualisation and define the superuser role. The superuser role 
is usually assigned to the person that completed the setup wizard. 
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View Log Tab 

You can activate auditing for any events related to your Personal Data Value. 
 

Actions 

 
 
This action will move data from the standard fields to the encrypted fields according to the mapping 
specified on the definition page. 
 

  

 
 
This action runs the Users Permission page where you can assign roles to users. 
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PERSONAL DATA PERMISSION ROLE FOR FIELDS 

You can reach this page with the action Permissions on the Page Personal Data Definition, and can 
select the field that you need to define. 
 

 
 
You can add new records by selecting the Role ID. 
 

 
 
 
 
You can also specify whether this role has the ability to open the View Log. 
 

 
 
These are the auto created roles: 
 

 Basic: Limited Access. 

 Advanced: Full Access but not to Setup Personal Data. 

 Super:  Full Access and Setup Personal Data. 
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PERSONAL DATA ASSIGN PERMISSION ROLE TO USER  

You can reach this page with the action Users Permission from page Personal Data Setup. 
 

 
 
 
Then you can add new records selecting Role and User. 
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Please check the flag Advance Permissions on the Setup Page 
 

 


