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Enhancing Microsoft Intune with Mobile Data Security, Visibility & Control
from Asavie Moda

Asavie Moda extends the Microsoft Intune security policies into the network by providing real-
time visibility, control and security of the data in transit for any mobile device.

“Cyberattacks are perceived as the global risk of highest concern to business leaders in
advanced economies”

World Economic Forum, 2018

Enterprise under mobile attack

Out-of-date devices. Smartphones and tablets are susceptible to cyber-attacks especially if they don't
get software updates regularly. These devices typically rely on consumer grade security apps for
protection, but these can easily be removed or uninstalled.

Data leakage. Research from RisklQ states that over 25% of organizations took a month or longer to
notice a data breach incident. Even if classic data loss prevention tools exist to limit exposure of
sensitive information, they usually are meant to act after the facts.

Social engineering. 60% of malicious domains exist for less than 24 hours and are extremely hard to
identify in time.

Solution Overview

Asavie Moda is a network-based mobility service to enable employees work efficiently and securely on
all types of cellular devices. Asavie Moda protects data in transit across the network and delivers a
secure internet experience to shield employees against malware, phishing, data leakage and out-of-
date OS versions.

CONTROL

Create a customized fit-for-purpose mobile
business experience. Control access to ‘
applications, content filtering & data usage ' N
monitoring to optimize mobile efficiency.

PRODUCTIVITY

Ensure devices are used for intended
work purposes to reduce lost
productivity. Reduce the distraction of
social media and streaming services.

SECURITY

Network layer based security policy
enforcement for all SIM-based devices.
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Mobile data policy compliance capability ASAVIE

for internal corporate policies & external

industry regulations e.g. GDPR, HIPAA, SOX. Asavie Moda Advanced threat intelligence for zero-
Powerful day defense and malware threats.
Management &

EASY TO DEPLOY

Device and OS agnostic, easy and fast to
deploy, integrates out of the box with all
UEM solutions (e.g. MS Intune, IBM MaaS360,
VMware Airwatch) and scales with your all your mobile data traffic for
business. Works on smartphones, tablets, unparalleled threat alerting and
MIiFi, cellular dongles, routers etc. usage-based analytics and insights.

Protection

ACTIONABLE INSIGHTS

Network-layer based visibility into

Figure 1. The 6 value pillars of Asavie Moda
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Microsoft Intune and Asavie Moda — Multi-layer Visibility & Control for all
Mobile Devices

MS  Intune complements MS
Conditional Access by providing
mobile device compliance and
app management capabilities.
Asavie Moda augments this
solution by incorporating the
Intune security policies into the
network, providing real-time
visibility, control and security for
all data transit to and from the
mobile devices regardless of
whether it is accessing corporate
resources or not.
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The combination of Asavie Moda’s network layer security controls with Microsoft Intune endpoint
device management offers a multi-layer solution to secure and manage the mobile workforce across a
range of smartphones, tablets and field-force mobile devices. Together Microsoft and Asavie ensure
enterprises maintain full visibility and control of their mobile data and devices.

Visibility
Asavie Moda offers visibility at the network layer of all mobile your network traffic for
unparalleled threat prevention and usage-based analytics and insights. Expose attacks,

vulnerabilities and inappropriate use. Enable faster decision making and implement the
best solutions to protect your valuable mobile data and devices.

Control

Through the integration with Intune, usage policies at the individual, group and
corporate levels are extended into the network using Asavie Moda. Easily manage
speed, quota, website restrictions, before and after policy and shared data pool with
content filtering & data usage management for each employee to increase mobile
efficiency.

Security

@ Asavie Moda provides a unique and proactive way to make mobile data secure. Using
a combination of SIM-based policy settings and network analysis, it provides a three-
tier defense: Threat Prevention, Compliance, and Device Security. Proactive security
stops attacks before they happen by blocking malicious content and malware at source.
Setting usage policies on a user-by-user basis keeps mobile data secure and aligned
with company policies and regulatory requirements.
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