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COMPANY AT A GLANCE o Voo

Name AhnlLab, Inc.

Foundation March 15, 1995

Headquarters South Korea

Revenue USD 147.6 Mil. (2017) ;

| |

KOSDAQ-listed Sep. 13, 2001 L RRR
S\

CEO Chijung Kwon Il
iﬁl ‘

Employees 1090 il!

Global Operations China, Japan "i N

Business
Portfolio

/=,

Endpoint security for enterprises and
consumers

Network appliance solutions
Web security solutions
Transaction security solutions

Managed Security Services
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Employees
1,090 Total Employees
Over 70% of all employees are dedicated to research and development
789 R&D Personnel 218 Business Personnel 83 Support Team Personnel

Software
Development

Operational
Management

Consulting

7

Analysis

50

* As of August, 2018
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AhnLab’s Security Infrastructure

24/7 Threat Monitoring and Response

through in-house malware analysis team and computer emergency response team (CERT)

ASEC CERT

In-depth Malware Analysis Cooperates to respond to Security Incident Response

(AhnLab Security E-response Center) < > thregts and.attaCkS < > (Computer Emergency Response Team)
in real-time

« Collects and analyzes the latest malware * Monitors threats in customer field

. Updates V3 engine' AhnLab's AV + Collects threat information in real-

time
» Monitors and analyzes network traffic o
: S » Responds to the reported incidents
 Provides threat intelligence _ _
« Offers managed security services



Shared Responsibility for Cloud Security 2 icrosof

There are certain area belongs to customers in the Security Responsibility defined by Azure. It should be prepared and covered by yourself.
How do you make it work?

On-Premises

Users Users Users

Data Data Data

Applications Applications Applications

Operating Operating
System System

Network Network

Hypervisor

Infrastructure

Physical

Customer Responsibility
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L __________________________________________________________________________________________________________________________________________________________
Managed Security Area

ml Microsoft
Wl Azure

Based on security responsibility model Azure offered, AhnLab defined managed security area to provide qualified services to our customers

Platform, Applications, Identity

Network security policy settings Data Center
Customer Data Netyvork security .SOIU.t'ms Network, CDN Infra
install and maintain
Server Side Encryption Cloud Basic Infra Services
(File System And / Or Data) L Network security SOE'O”S Monitoring J (Compute, Storage, Database)
Customer's network intrusion detection and}
response

Client Side Data Encryption & Data
Integrity Authentication

Network Traffic Projection

N

Optlmlze signature —‘

Detection Coverage

Next Generation Firewall

The overall detection network Optimized detecting Web attacks .- N :
L2~L7 Layer (L3~L7 Layer) (only L7 Layen) Specialized services in detecting Web Shell
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AhnLab MSS Model & Scope

ml Microsoft
Wl Azure

In order to detect cyber attacks possibly lead to serious incidents, AhnLab MSS observe security threats and incidents real-time basis.

Service I(D)PS WebShell

WAF
Solution Mnitorng
= O Q

{:c-):}u « AhnLab Sefinity SIEM Collect / Analysis
Analysis {3} « AhnLab Sefinity SOC Ticket Management
AhnLab « Ahnlab Sefinity Portal Reports
Sefinity
U g
Service
Scope Intrusion Incident Intrusion  Provision of ~ Optimize
Detection Response Prevention | ¢ rmation Signature

Intrusion
Detection

Incident
Response

Intrusion
Prevention

Provision of
Information

Optimize
Signature

- 24X365 Security Control
- Event Monitoring/Analysis

- 24X365 Event monitoring
- Analyzing & Responding Event
- Responding Security Issues

- Various threat information
- Terms of outsiders open port, check

- Regular Security Trend & Incident Cases
- Security Contents, Zero Day vulnerabilities etc.

- Intrusion prevention which are tailored precisely to
customer systems



General Configuration of Managed Security Services for Cloud mm \icrosoft

Wl Azure

AhnLab log collector on the Cloud collects data from solutions(virtual FW, IPS, and Anti-Webshell) and transfers to AhnLab Sefinity SIEM, which
provides real-time data for intelligence analytics.

Service Configuration

e Anpl2
Virtual FW SOC

\umut
==, T N ]EE’%K

=1 Virtual IDS i Internet )| 7 m

0

|

e

:
I I . ﬁ‘

&

Anti-Web Shell [

— I VPN ‘ L
Incidents Ticketing System
Azure Server & Storage — * Encrypted data transfer is provided

@) TREND  EATINET unv

MONITORAPP

@ ‘ 1 Barracuda \ SSR Security Strategy Research INSWG )

Pantascurry



Seourity Operaon Cangs




Competitive Forces

ml Microsoft
Wl Azure

First-Mover In Korea

AhnLab launched MSS for the Cloud as a first mover in Korea (Oct 2015)
Providing MSS with Media, Games, Contents, Manufacturing, more than 20 Various Industry Customers
Deliver MSS to Global Enterprises with 300 Cloud computing severs

Cloud Native MSS

Experts

AS for a Cloud native MSSP, AhnLab has a self-made response system against a variety of attacks
AhnLab has a specialty for monitoring threats and incidents on the public Cloud
By embracing Third-Party Solutions on the Cloud, AhnLab has multiple detection scenarios and own methodology

Dedicated R&D for
Analytics and MSS Platform

AhnLab A-CERT provides premium services like penetration test, malware analysis, forensic, incident response, etc)

Develop Machine Learning/Al-based Analytics for intelligent automatic response (Minimize Human Errors)

© AhnlLab, Inc. All rights reserved.
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AhnLab MSS Platform, Sefinity

AhnLab Managed Security Service delivered by Sefinity SIEM « SOC « Portal « Threat Intelligence.

ml Microsoft
Wl Azure

Console Monitoring

FW Rule Mgmt.

= =1

=1

External Systems Automation
Sefinity > (Incident Response,
QRadar s FW Rules)
Arcsight g . &
9 8 Transaction Console SOC SMs E-Mail =
Splunk = = = . . .
P % 5 Log Verification Aggregation o Makrcllaolu:i.‘!: lle
VirusTotal = & 2 3 y
IBM X-F aE) > A Event Analysis Impact Analysis Focus Recognition o S
-rorce —~ W0 (%]
E g é Scenario Modelin 5% ﬁ Malici URL
Infra Manager o ] 9 ;g g aAﬂ;’&_f‘is
[ [e NTT] 3 :
Monitoring £ S Event Status Checker Log Collector 5 = (ActiveHoneyPot)
g Y] . = -+
Scanner E g Collection Flow Detection ASD Connected Eng w g-.
N m .
LogServer P Alive Check
Knowledge System Log Normalization Creating Regular Expressions for about 80 security devices (SSM,HostMonitor)

= NG Firewall/IPS WAF/DDoS Server
= Traffic Flow, Packet

/DB/App

= WEB/WAS
= OS/Application
= DB transaction

= Device Control
= Anti-Virus

= Integrated account Management

Compliance

= Personnel Info.
= Access Control
= Printed Documents
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ml Microsoft
Wl Azure

Threat Response Process

Decide risk level and analyze threats on the knowledge-based system. We are enhancing our service with Al-based correlation analytics.

Security Operation Center

Detect Verify(Analyze) Response Report Monitoring Threat

Issuing Threat Tickets

v Invasion / _ . Response :
Abnormal behavior Event/ Packet Risk/Threat 1. IP Block o
Detect Analyze Check — 2. Send analysis report Periodical Event Analyze

Check Raw Packet (Issuing Tickets) Type of Report : IPS/IDS Report

v

Check Vulnerability

Testing Threat
(Target URL TEST)

v

True/False
Detection

False Detection
o]
Not Available
Service

Impact

Falsé

True

D

Classification : [Normal]

Response :

1. Check threat influence

2. Send report

3. IP Block (Notify if necessary)
Type of Report : IPS/IDS Report
Classification : [Checkup] / [Urgent]

v

Analyze Raw Packet

v

True/False Detection

v

Requirement

Checkup threat validation
(Response & Vulnerable) Event Response : (Discuss/Approval)
Exception . Adding Policy or
Process Sending exception Report v

v

Sending IDS/IPS Report
(Manage Black IP)

Type of Report :
Work Completion Report

Adding on exception
process
(ESM/Signature)

© AhnLab, Inc. All rights reserved.
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Threat Response Process

ml Microsoft
Wl Azure

AhnLab developed Ticket Management System is developing with automation and orchestration technology.

AhnlLab Sefinity SOC R © 045420430 | @ (Helpl [ Cuctomer Ahnlab Sefinity Portal

Dashboard Ticket Mgt Customer Management Knowdedge Base Configuration Threat Re port

MSS Business Division M -T22-7TTT

Summary  Security devices log recefving status

AhnLab CERT is sending you a threat report as below.

My Tickets/Reports S Tickets
X - Threat Summary
L Ticket in progress 0 Tickets by Process ket by Ticket Type Customer ADPLATFORM
0 Scenario DS-XS3 Risk Level General
o Ao |‘:_|r_i|,\'1 (%) Processing (4 :-\'u,-'..'u-.-.'i"u,_l ¥ Clased (&0 . I .
(1] Ticket No. R17101117403803155 Vulnerabilities Mo vulnerability
g Type Issue Date Status Customer Subject Systen Issued Time 2017-10-11 17:41:06 Firewall Response Mot Blocked
(1]
(1] .
Detail Info
o Scheduled report P Port Country Proxy IP Detection Time
10724 Tue gm0 Sreliginfo KoR 104491173 2017-10-11
10725 ‘Wed [i] T 17:39:39
10726 Thu [1]
10527 Fr 1] P Port Country Host Name
Sat e Dst IP Info
a8 e 0 Reports (Last. 24 hou 10442167 2080 521199129
10729 [i]
10730 Bion 0 Staturs of sending report At of scheduled report Security Solution {us-west-2)_Ahnlab_AWS_DSM_S_247 164)
Event Information - XS5 attack is detected from the domestic IP ranae
Ticket B B it g v R T dan Incident A H 4 S1Em e fulnera i i A G -
My Tic My Report Lis l.t'm on Response [fbdision Incident Alabhwiiod]) Support (1 Hrétem Failure (0) Vulnerability Anabysis/Assesss Attack Syntax <script>alert(1)</script>_html
Type Customer Subject Status Reporter Issue Date
Perindica Send promptly 207 = CERT Respond & Recommendation
Periadica 4 Send promatly - Availability of Vulnerabilities
Periodica Send promotly 2 . :
Customer Confirmation & It is recommended to block the IP address
Perodica Send promotly 2 Recommendations
Periodica Send prormotly
Periodica Send oromotly 20 b Security System Event
Solution Event Name Count Action

DeepSecurity Manager Generic Cross Site Scripting(X335) Prevention 1 Accept



Azure Configuration

ml Microsoft

Wl Azure
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Incidents Ticketing System

2
o

Host IPS WAF
Manager

Ext -ELB 1

Internet
gateway

gl Microsoft
Wl Azure

\

Ext -ELB 2

Int -ELB 1

Int -ELB 2

o
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AhnLab MSS Eco-System

ml Microsoft
Wl Azure

F:=RTINET
Pantasccurry
Business __==Z MONITORAPP
Partner =Z=ZZ=Z=FH
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ARM YOUR ENDPOINTS

e

AhnLab MSS Eco-System

System Vulnerability
Assessment

it

)Security Policy
Fine-Tuning

e

Malware Analysis

O N

G

CERT

etection Scenario

7

Penetration Test

B

Mobile App
Diagnosis

Consulting
Cloud y
] ©)
L J
AhnLab Sefinity ~
IR Service

-
Incident Forensi

APT Training

@) TREND
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unv
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SSR Security Strategy Research
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Thank you.

More Security More Freedom

— AhnLab



