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(&) ATOM

1T INTRODUCTION

In ATOM, an agent is a service that is installed on a computer that looks for configuration data and
proactively collects information for analysis and reporting. It allows ATOM to monitor Windows, Linux, and
UNIX operating systems and the components of an IT service installed on them, like a web site or an Active
Directory domain controller.

ATOM Agent on Windows operating systems may be installed by using one of the following two methods:
e Manual Interactive Installation.

e Manual/Automated unattended Installation. ATOM Agent on Linux/UNIX operating systems must
be installed manually.
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2 ATOM AGENT REQUIREMENTS

2.1 WINDOWS AGENT

Hardware Requirements:
o Memory: 2 GB minimum
o CPU: 1 cores minimum
o Disk: 5GB of disk space for the ATOM agent and related components
Any of the following operating systems:
o  Windows Server 2008 R2 SP1 Standard/Enterprise/Datacenter (Full Ul/Core).
o Windows Server 2012 Standard/Datacenter (Full Ul/Core).
o  Windows Server 2012 R2 Standard/Datacenter (Full Ul/Core).
o Windows Server 2016 Standard/Datacenter (Desktop Experience/Core).
Any of the following operating system languages:
o English
o Czech
ATOM Agent is NOT supported explicitly on the following operating systems:
o  Windows Server 2016 1709
o Windows Server 2016 1803
o Windows Server 2019
o Any Windows Client operating system
Screen Resolution Minimum: 1280x1024
For the Exchange Server Monitoring, ATOM Agent is supported only on Windows Server 2012 R2
operating system or newer and running Exchange Server 2013 or newer.
Windows PowerShell 4 or 5 Installed and Enabled. PowerShell Execution Policy set to
RemoteSigned.
NET Framework 4.5.2 (primarily to support the PowerShell 4.0 on Windows Server 2008 R2 SP1
operating system). Download here
Windows Management Framework 4.0 (primarily to support the PowerShell 4.0 on Windows Server
2008 R2 SP1 and Windows Server 2012 operating systems). Download here
Both ICMPv4-In and ICMPv4-Out allowed locally.
Any inbound network communication from the public internet is not needed.

2.2 LINUX/ UNIX AGENT

Hardware Requirements:
o Memory: 1 GB minimum
o CPU: 1 cores minimum
o Disk: 2GB of disk space for the Microsoft Monitoring Agent and Microsoft Dependency
Agent
Any of the following operating systems:
o CentOS6and7
o Amazon Linux 2017.09
o Oracle Linux 6 and 7
o Red Hat Enterprise Linux Server 6 and 7
o Debian GNU/Linux 8 and 9
o Ubuntu 14.04 LTS, 16.04 LTS, and 18.04 LTS
o SUSE Linux Enterprise Server 12
Any of the following operating system languages:
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o English
e Both ICMPv4-In and ICMPv4-Out allowed locally.
e Allowed communication explicitly for the following hosts:
o Githubusercontent.com
e Any inbound network communication from the public internet is not needed.
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3 AGENT INSTALLATION

3.1 WINDOWS AGENT

1. Download the ATOM Agent Setup launcher from
http://www.atom.ms/_download/atom_setup_launcher.exe

] Mame Date modified Type Size
|j configuration.bin 15.08.2017 1541 BIM File 2 KB
@ atom_setup_launcher.exe 5082017 1543 Application 193 KB

2. Run the atom_setup_launcher.exe as an Administrator

@ C\Users' (NI O ownloads\MNew folder (2)\atom_setup_launcher.exe

3. Latest ATOM Agent Setup will be downloaded automatically and launched

(®) ATOM Setup (1.0.1.0)

Welcome EULA  License Corfiguration Check Prerequisites Installation Result

(®)ATOM

Installation Wizard

With technology shifting to hybrid scenarios in today’s world, ATOM brings @ modem perspective on
menitoring of your | T environment. We are increasingly focusing on security and its assessment, as well as

data analysis.

ATOM is based on the Microsoft Azure platform. The long4erm experience of our consultants in the field of
implementation and problem solving in both, the cloud and on-premise environments, is the added value of

this service.

hittp://atom ms

Mext = Cancel

Information :: Successfully loaded Setup Configuration file.
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4. Continue Next and accept the product EULA
(®) ATOM Setup (1.0.1.0) - X

Welcome EULA  license Corfigurstion Check Prerequistes Installation Result

End User License Agreement

Service Agreement & Terms ~

Your use of the Azure service is govemed by the terms and conditions of the agreement under which you obtained
the services. We have simplfied our legal terms so that each of these agreements now incorporates the same
Online Services Tems, which provide a common set of customer commitments, detailed Data Protection Tems, and
El Standard Contractual Clauses across our enterprise anline services, including Azure, Office 365, and Intune.

For customers who purchase or renew a subscription (including free trials) online from Microsoft, your use is
govemned by the Microsoft Online Subscription Agreement, which incomorates the Online Services Tems.

For customers who purchase through another volume licensing agreement, such as an Enterprise Agreement., your
use is govemed by the volume licensing agreement under which you purchased the services, which incorporates
the Online Services Terms. You can obtain a copy of your volume licensing agreement by contacting your Microsoft
account repregentative or volume licensing.

if you do not have an Azure subscription, your use of the Azure service will be govemed by the Microsoft Azure
Website Tems of Use.

ff you are uncertain or have other questions, please contact Microsoft Azure support.

Cffer Details

W

Pricimna and sthartames and canditinne fartha nadicalar Loora sffar uoin chinnoa ara Aot silad in tha ofFar Aot sils far

| Accept this End User License Agreement

| Mext = || Cancel | Finish

Information :: Successfully loaded Setup Configuration file.

5. Enter the license information. You need to enter the Product Key. OMS Workspace ID and OMS
Primary Key will be loaded automatically when you hit the Verify button. Select the required product
branch — if you are not sure, leave the selection on Public

{®) ATOM Setup (1.0.1.0) - e

Welcome EULA Lcense  Configuration Check Prerequistes  Installation  Result

License
Ertter Product Key (16 chars): | | [ Very |
Detected ATOM Plan: None |
License Belongs To: |Nnne |
OMS Workspace ID- None |
OMS Primary Key: |Nnne |
Product Branch: |F‘ublic v

Mext Cancel Finigh

Infarmation :: Successfully loaded Setup Configuration file.
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6. On the Configuration tab, you can configure the OMS Gateway. When you use the OMS Gateway,
ATOM Agent features are therefore very limited for the time being

(@) ATOM Setup (1.0.1.0) — X

Welcome EULA  License Configuration Check Prerequisites  Installation  Result

OMS Gateway
[J Use OMS Gateway

OMS Gateway FADN: | Nene
Verify

M5 Gateway Port: MNone

OMS Gateway Requires Authentication
| I“'i"'C-."'-E:

Fassword:

Net> || Cancel Finish

Information :: Successfully loaded Setup Canfiguration file.
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7. Check the system prerequisites by clicking on the Check button

{8) ATOM Setup (1.0.1.0) -

Welcome EULA  License Corfiguration Check  Prerequistes  Installation  Result

System Check

1. Supported Operating System 5. Hlevation
2. Intemet Connectivity 6. Directories
3. Gather System Information 7. Latest Setup
4. Previous Installation 2. Execution Policy
Check
< Back Mext = Cancel Finigh

Information :: Successfully loaded Setup Corfiguration file.

{®) ATOM Setup (1.0.1.0) -

Welcome EULA  Llicense Configuration Check Prerequisites Installation Result

System Check

1. Supported Operating System 0 5. Blevation Q
2. Intemet Connectivity 0 6. Directories o
3. Gather System Information 0 7. Latest Setup Q
4. Previous Installation 0 8. Execution Policy Q
Check
< Back Net> | [ Cancel || Fret

Information :: All ATOM Prerequisites met. Proceed with the setup...
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8. On the next screen you can download the required prerequisites files for the ATOM agent
{®) ATOM Setup (1.0.1.0) - X

Welcome EULA  License Corfiguration Check FPrerequisites  |nstallation Result

Prerequisite Files

(® Download from the intemst.
() Use previously downloaded files.

Browse

< Back Mext = Cancel Finigh

Information :: All ATOM Prerequisites met. Proceed with the setup...
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9. You can choose to download the prerequisites from the internet or use the previously downloaded
prerequisites files and therefore specify the source path

(®) ATOM Setup (1.0.1.0)

— x

Welcome EULA License Configuration Check FPrerequisites  |nstallation  Result

Prerequisite Files

(® Download from the intemet.

() Use previously downloaded files.
Browse

< Back Mext = Cancel Finish

Information :: Downloading setup prerequisite files 407 ...

{®) ATOM Setup (1.0.1.0)

Welcome EULA  License Configuration Check Prerequisites  |nstallation  Result

Prerequisite Files

() Download from the intemet.
(®) Use previously downloaded files.

|3rs‘\DP«NIEL“1\Pq::p DataLocal\Temp ATOMfbbfadcd-707e-dade-b2ed-52b 08 28 hec | Browse

Verfy Downloaded Prerequisite Files

< Back Mext = Cancel Finish

Information :: All ATOM Prerequisites met. Proceed with the setup...
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10. When the prerequisites files are successfully downloaded or verified you can continue
{®) ATOM Setup (1.0.1.0) — ¥

Welcome EULA License Configuration Check Prerequisites  |nstallation Resuft

Prerequisite Files

(") Download from the intemst.
(®) Use previously downloaded files.

|as\DANIEL"'IWpData\.LocaI\Taﬂp\ﬂTOM‘a‘bbfadc4—?ﬂ?e-4a$e-b2cd-52bﬂ8c23?bec | Browse

Verify Downloaded Prerequisite Files

[V

< Back | MNext = || Cancel | Finish

Information :: All prerequisite files successfully prepared.

11. On the next screen you can initiate the ATOM Agent Installation by clicking on the Install ATOM
button. You can see the basic progress of the installation in this step as well
{® ATOM Setup (1.0.1.0) - x

Welcome EULA  Llicense Corfiguration Check Prerequistes Installation  Result

Install ATOM

Information :: Checking available network connectivity... ~
Information :: Intemet Connectivity test passed.

Information :: Gathering required System Information. ..

Irformation :: Checking previous MMA or MDA Installations...

Information :: Checking Setup Process Elevation...

Information :: Setup started elevated. Proceeding.

Information :: Checking Directory Paths...

Information :; Both curent Windows Directory Path and Program Files Path supported. Proceeding.
Information :; Checking Latest Setup Version...

Information :; Latest available agent versionis 1.0.0.3

Information :; Running latest available ATOM setup version.

Information :: Checking PowerShell Execution Policy...

Information :; PowerShell Execution Policy is Bypass

Information :; Supported PowerShell Execution Policy configured.

Information :; All ATOM Prerequisites met. Proceed with the setup...

Information :: Validating previously downloaded files...

Information :: All prerequisite files successfully prepared.

Mext = Cancel Finigh

Information :; All prerequisite files successfully prepared.
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12. When the installation is successfully completed you can continue on the next screen
(@) ATOM Setup (1.01.0) - x

“welcome ELULA  License Configuration  Check  Prerequisites  Installation  Resyl

Inztall ATOR

46cc-87b-10111532af71 A
Information :: MET Framewark. 4 or higher already installed.

Information :: Certificate 'Baltimore CyberTrust Root' already installed

Information :: Certificate "Microzoft T S5L SHAZ' already installed

Information :: Creating ATOM Installation Folder...

Information :: Creating ATOM Secret Store Folder...

Information :: Entering OMS Agent [nstallation Phase...

Information :: Instaling B4bit OkS Agent. .

Infarmation :: kMRASetup completed with exit code 0

Infarmation :: Entering Microzoft Dependency Agent Installation Phaze. .

Infarmation :: Microsoft Dependency Agent installation completed with exit code 3010
Infarmation :: Configuring Windows Firewall and Additional Settings. ..

Information :: Deploving ATOM Updater Applications. .

Infarmation :: Registering ATOM Updater Applications Tasks. .

Infarmation :: Deploving ATOM Collector Service. .

Infarmation :: Registering ATOM Collector T ask. .

Infarmation @ Installation Successfully Completed.

W
Mext » Cancel Finizh

Infarmation @ Installation Successfully Completed.

13. In the final step of the installation you can see the installation results and finish the installation
wizard. Optionally you can use additional options:

e Initiate ATOM collector when you click Finish

e Delete Prerequisites Files

e Open ATOM Event Log
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e Open ATOM Folder
{®) ATOM Setup (1.01.0) - x

‘“Welcome EULA  License  Configuration  Check  Prerequisites  |nstallation  Fesult

Installation Results

Inztallation ully completed.

Recommended

Initiste: ATOM Collector when vou click Finizh,

Optional
Delete Prerequisites Files Open ATOM Event Log Open ATOM Folder
< Back [t > Cancel

|nformation @ Installation Successfully Completed.

3.1.1 WINDOWS AGENT UNATTENDED INSTALLATION

Unattended setup does not support OMS Gateway at all! Unattended setup: atom_setup_unattended.exe
Place the configuration.bin file to the same folder as the atom_setup_unattended.exe Download Link:
http://www.atom.ms/_download/atom_setup_unattended.exe

PARAMETER ShowEULA
e VYES = Displays ATOM product EULA.

PARAMETER AcceptEULA

e YES = Accepts ATOM product EULA.
e Required for the setup process.

PARAMETER ProductKey

e Defines ATOM Product Key (16 chars)
e Required for the setup process.

PARAMETER ProductBranch
e Defines ATOM Branch (Private/Internal/Preview/Public)

e Required for the setup process.

PARAMETER InitiateATOMCollectorWhenFinished
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e YES = Instructs the setup to initiate ATOM collector when the setup finish.

EXAMPLE Run ATOM Agent Setup to show the product EULA
e \atom_setup_unattended.exe -ShowEULA

EXAMPLE Run ATOM Agent Setup to install the product in Public branch

e \atom_setup_unattended.exe -AcceptEULA YES -ProductKey 1112223334445556 -ProductBranch
Public

EXAMPLE Run ATOM Agent Setup to install the product in Public branch and run collector when the setup
finish
e \atom_setup_unattended.exe -AcceptEULA YES -ProductKey 1112223334445556 -ProductBranch
Public -InitiateATOMCollectorWhenFinished

To use it for automatic installation you can utilize group policy:
1 = Local Computer Policy
v (& Computer Configura
> [ Software Settings
v [ Windows Setting o . i startup
> (7] Name Resolu Startup Properties 7
=) Seripts (Startu | ¢
> mm Deployed Prir|| (  Scripts PowerShell Scripts
> G Security Settir
kd ulli Policy-based =1 Startup Scripts for Local Computer
> || Administrative Te —
v & User Configuration

Startup Name

> | Software Settings Name Parameters
> & Windows Setting CAATOM\atom_setup_.. -AcceptEULA YES Pro... Up
> || Administrative Te
Edit Script X
Script Name:
|C:\ATOM\atom_setup_unattended.exe | _ Browse...
Script Parameters:
1 [FAcceptEULA YES -ProductKey 3998887776665554 -F|
N ’ \ . [ ok ]| Ccancel
. —

3.1.2 WINDOWS AGENT INSTALLATION OUTCOMES

e  Microsoft Monitoring Agent

e Microsoft Dependency Agent

e Windows Scheduled Tasks in the ATOM folder.

e Windows Service ATOM Service Monitoring

e Event Log: ATOMHealth

e Registry Key and subkeys in path HKEY_LOCAL_MACHINE\SOFTWARE\ATOM
e Directory [OSDisk]:\Program Files\ATOM
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Windows PowerShell module OMSDatalnjection will be installed after the initial run of the ATOM
collector

Certificate Microsoft IS Root Certificate - msitwww2(1).crt

Certificate Baltimore CyberTrust Root Certificate - bc2025.crt

Local Windows Firewall reconfigured to allow the outgoing communication on port 443 and on port
8084

3.2 LINUX / UNIX AGENT

If your Linux computer needs to communicate through a proxy server to Log Analytics, the proxy
configuration can be specified on the command line by including -p
[protocol://l[user:password@]proxyhost[:port]. The proxyhost property accepts a fully qualified domain
name or IP address of the proxy server. For example: https://user01:password@proxy01.contoso.com:30443

To configure the Linux computer to connect to Log Analytics, run the following command providing
the workspace ID and primary key copied earlier. The following command downloads the agent,
validates its checksum, and installs it. wget https.//raw.githubusercontent.com/Microsoft/OMS-
Agent-for-Linux/master/installer/scripts/onboard_agent.sh && sh onboard_agent.sh -w -s

To configure the Linux computer to connect to Log Analytics in Azure Government cloud, run the
following command providing the workspace ID and primary key copied earlier. The following
command downloads the agent, validates its checksum, and installs it. wget
https.//raw.githubusercontent.com/Microsoft/OMS-Agent-for-
Linux/master/installer/scripts/onboard_agent.sh && sh onboard_agent.sh -p
[protocol;//][user:password@]proxyhost[:port] -w -s -d opinsights.azure.us

Restart the agent by running the following command: sudo
/opt/microsoft/omsagent/bin/service_control restart []

Install the Dependency Agent by running the following command: wget --content-disposition
https.//aka.ms/dependencyagentlinux -O InstallDependencyAgent-Linux64.bin sudo sh
InstallDependencyAgent-Linux64.bin -s

For more information about the installation of required agents on Linux/UNIX operating systems, please visit
the following websites:

https://docs.microsoft.com/cs-cz/azure/log-analytics/log-analytics-quick-collect-linux-computer
https://docs.microsoft.com/en-us/azure/monitoring/monitoring-service-map-configure

LINUX/UNIX AGENT INSTALLATION OUTCOMES

Microsoft Monitoring Agent
Microsoft Dependency Agent
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