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Classify Data — Begin the Journey

Classify data based on sensitivity

IT admin sets policies,
templates, and rules

SECRET

CONFIDENTIAL

NOT RESTRICTED

Start with the data that is most
sensitive

IT can set automatic rules; users can
complement it

Associate actions such as visual
markings and protection



Scoped Policies

* Policy name

Finance Policy
Policy description

Policy for Finance - including confidential/finance label + default finance label

M Select which users/groups get this policy ®

1 Group

Configure labels for this policy and order them by sensitivity level

LABEL NAME TOOLTIP

B rublic This information is not restricted, can be used by everyone ir

. Internal Use This information includes a wide spectrum of internal busine

v Restricted This information contains highly sensitive data for Microsoft
Finance

B ciical Handling This information contains highly sensitive data. Exposing this

Add a new labe

POLICY

Global
Global
Global
Finance Policy

Global

Policies for specific
groups/departments

Can be viewed and applied only
by the members of that group

Customization options for
labels, sub-labels, and settings
like mandatory labeling, default
label, and justifications




How Classification Works
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Automatic Recommended Reclassification User set
Policies can be set by IT Based on the content you're You can override a Users can choose to apply a
Admins for automatically working on, you can be classification and sensitivity label to the email
applying classification and prompted with suggested optionally be required or file they are working on

protection to data classification to provide a justification with a single click



Manual (right-click) labeling and protection for non-Office files

Open '
a Classify and protect Classify and protect - Azure Information Protection
ast to Device |

[T Scan with Windows Defender & Whiteboard.jpg [7] Track and revoke  (2) Help and feedback

Open with
O Sensitivity : Confidential

Share with

. . Data is classified and protected. Microsoft Full Time Employees (FTE) and non-employees can edit, reply, forward and print
Restore previous versions Recipient can unprotect content with the right justification.

Send to

Personal Public General - Confidential -~ Highly Confidential ~

Cut
Copy

Remove label

Create shortcut
Delete

D Protect with custom permissions
Rename

Properties

»» Label and protect any file through
the windows shell-explorer

» Select either one file, multiple files
or a folder and apply a label




Persistent labels that travel with the document

» Labels are metadata written to
documents

» Labels are in clear text so that other
systems such as a DLP engine can read

It




Bulk classification for files at rest using FilesCare

Query for file labels and protection
Azure Selected Folder on PC attributes
Information

Protection Apply policy by setting a label
and/or protection for files stored
locally or on file shares

Remove labels and/or protection
from files

% FilesCare

File Share Server

PCs in Subdomain

Database for
configuration
and
operational
data




Automatically discover, classity, label & protect older files

FilesCare protects your legacy files

» Select Subnet to list PCs

» Select PCs and/or folders to scan

P Host Name Selected Folders

» __15%_12.12.12.2 ‘_DESKTOP~8TKSBBO %No Folders Selected | |

1* Y7 o 0

» Scan, discover, classify, label and
protect files on selected PCs and/or

folders

> Set a unique label on all files

» Remove labels from all files



Protect data against unauthorized use

Corporate apps

oM

Email
attachment

Personal apps
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kindle
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VIEW

EDIT COPY PASTE
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Protect data needing protection by:
Encrypting data

Including authentication requirement and a
definition of use rights (permissions) to the data

Providing protection that is persistent and travels
with the data



How Protection Works

LOCAL PROCESSING ON PCS/DEVICES

Azure RMS never
sees the file content,
only the license

Use rights
+

han®,

Use rights
+ w
XiospOATBArC " \
et o
w0
File content is never sent Apps protected with Apps use the SDK to Microsoft Azure
to the RMS server/service RMS enforce rights communicate with the : Rights Management
RMS service/servers Active Directory

Key Vault



How Sharing Works <

Using Azure AD for authentication

On-premises organizations
doing full sync

Azure Active Directory On-premises organizations

doing partial sync

Organizations completely in cloud

Organizations created
through ad-hoc signup

G @
| ...and all of these organizations
B ey can interact with each other.

ADFS



Monitor and Respond S,

Monitor use, control and block abuse

Bob MAP VIEW

2 -

Competitors

Jane access is revoked

Jane

Sue .
\ 9 Bob accessed from South America

Jane accessed from India

Joe blocked in North America
Jane blocked in Africa
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WHY AZURE INFORMATION PROTECTION?

Persistent Safe INtuitive Greater

protection sharing experience control




FilesCare

We help you protect your legacy files

T-BLOCKS



