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I Simple and Easy Remote Access Tool

= Web based Viewer (Any platform, PC, Mobile)
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= |ntuitive UI/UX Bthingscare
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How it works

= [nstall a agent on each target devices (Window, Linux)

= Connect from any web browser to the agent via Gateway server

= Use common port (443, 80)

<

Server to Device Job <

Server to Device Job

Device to Server Job

v

Device to Server Job

Thingscare Agent <
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AMT Power On/Off

CIRA

Thingscare Server

443, (80)

Web Browser

H/W Inventory

Target Device

0OS

Gateway Server
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Service Model — Cloud and On-prem

On-prem Cloud Dedicated Cloud Shared
(Private Network) (Single Tenant) (Multi Tenant)
/\ Azure
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Key Functions

= Dashboard — Alive/Connectivity Check(On/Off), Icon/List/Thumbnail View
= See live screen and capture
= Control keyboard and mouse

= File Transferring (Upload, Download)

= Terminal Window — Command Line Interface . . ;
Bl Windows Lﬁ‘.’f&

= Intel AMT Features (Out Of Band Control) R
= (intel‘) i
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Function — Dashboard

Welcome jyk. Logout

= See All Device by Group B hncars ot

. . . My Devices =
= |con/List/Thumbnail View e — .
= Thumbnail View

[ AMT-NLBES ) DESKTOP-4DBTOST [0 DESKTOP-D73Q00P ] DESKTOP-GRHJADA
. .

o Current Live Screen
o Click and access it

= Resizable thumbnail image
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Function - Remote Control

Live screen

Multi screen support
Screen capture
Keyboard, Mouse control
Process Check/Kill

Multi Access Support
Same Time
Multi User on a Target device

See and control

Q3

B Thingscare Remote Access

Desktop - ZERO-LGULTRA15

© 2019 by Thingscare Inc. All rights reserved




Function — Native Intel® AMT Features

= With Intel® AMT PC

I:] General | Desktop Terminal Files Events Intel® AMT Console

= Agent or Agentless | Intel® AMT - AMT-NL8GS -

= Power On/Off (Cold Level) Sk kn

= BIOS setting

= See all live screen
o Blue Screen

ResettoPXE
Power on to PXE

o Error Screen Cusom eckon

User consent...

= Live Hardware Information
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Function - Management

= Device Group management

E My Account
Account actions

= User Group management ]

Change password || Delete account

Device Groups [ @ i

= Privilege control Q@ " Q @ s
9 ln‘lel ) e Demo

= Audi logs

My Events
o | [ el r_ | show | Lastso
a/9l2019 -
104, Account login b =

1 Account legin
Account legout: ademin

Account fogin: admin
40 Account login: admin
%32 PM - Changed device ZERO NUC/ISDNKTC from group Zero: ¢5 desc
:10:50 PM - Account login: admin

@ 51050 P - Account fogin: admin
QoM A
O z01:00 M - Account login
@ 20049 PN - Account lqout
Azcount fogin

unt fogin

Account fogin

59:
159001 P Account login
@ 15357 P Account fegout
Changed device ZERO TPX1C5G from group Zero: host
Changed device DESKICP-GRH|ADA from group Thing
Changed device DESKIUIGRH|ADA from group Thing:
12:06:25 Py - Changed device ZERD: TPR1CSG from group Zeros hest
B 120603 P - Changed device ZERD TPXICSG from group Zero: by
O 11:5249 AM - Accourt login; sangros
@ 11:5243 AW - Account fogin: sangroc
Changed device DESKTOP DY
Account lo

11 PM - Account login

: agent core, agent capabilitics
SCare: agent core, agent tapabilitics

QOO from group Thingscare: os desc

nqrac

. RETECRI

unt logir: sangrae

o
2/8/2019%
[ 10:19:00 P - Changedt devics ZIRD-TPXICSG from growg Ze

3134 &M unt login: sangrac

TR 2:0%:03 PM - Changed device 2FRO-NUCTIADNKTE from srous Zero: Apent coe, agent capabilities

1B 3:01:02 PM - Changed device 2IRO-NUCTIADNKTC fron ¢ bast

R 30001 P - Ackted device ZERO-NLXTIIDNKTE 10 mesh Zero

= 2 PM - Reima ice DFSKTOP-L STUOFF fron grous 760 il
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Use cases
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I Use case - Swap twin disk at Mission critical

= Mirrored Disks — Disk A & Disk B
= Normally use Disk A
= Failure at Disk A

= Remote access with AMT

= Change BIOS setting — Booting Disk B INTEL” AMT OPERATIONS

Power Control

= Boot and run on Disk B

Power up to BIOS

" Immediate troubleshooting then analyze P—

Power cycle

Power down

= Post-mortem

Reset

- es===Inte|® AMT-activated System
Hibernate 7

Reset to BIOS
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I Use Case- Hardware Asset Management

= Live Hardware Information on each device
o With AMT feature

o 1 to one H/W Information

= Hardware Difference Alarm*
= First collect hardware information of all device
= Next compare current value and collected

= Find difference then notice

* Need Customizing

13§ § 8
1111

BN (] =

General I Desktop Terminal Files Events Intel® AMT Console

<« Intel® AMT - AMT-NL865 =

Hardware Information

Platform

BIOS

Processor 1

Me Module 1
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Appendix — Intel AMT® and vPro™



Intel® vPro™ Desktop, Laptop

g;mn 0s :
(il'ltél) i : | : (intel)' inside” (intel)' inside”
inside” inside” mﬁ‘ m#
CORE’i7 CORE’i5 CORE i7 vpro® CORE'i5 vpro®

vPro” vPro”
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Intel® AMT

= Active Management Technology

Main Board
Processor
Core i5, i7
NIC
Chipset
Qxxx
Graphic

ME (Management Engine)

AMT Feature
AMT Feature
AMT Feature
AMT Feature
AMT Feature
AMT Feature

VNC Host

https://www.intel.co.kr/content/www/kr/ko/architecture-and-technology/intel-active-management-technology.html
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https://www.intel.co.kr/content/www/kr/ko/architecture-and-technology/intel-active-management-technology.html

In Band and Out of Band

Intel® AMT

Conventional

Power Off

Application « Application « Application « Application «

Network «” Network «” Network «” Network <«

OoS « 0oS « oS « oS «

Power «" Power «" Power «" Power «"

Cable « Cable « Cable « Cable «
Out Of Band In Band =

N 4/\

\ Power On/Off (Cold) \ Application reinstall/update

/\ Change BIOS Setting /\ Change system settings

OS Restore Data backup/restore
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Appendix — AMT Operation



INTEL" AMT OPERATIONS
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INTEL” AMT OPERATIONS

KVM (Keyboard-Video-Mouse)

IT Help Desk

MeshCommander
Computer: None

Disconnect »xx STOP: 0x00000404 (BxA0AAOAR0, B;

PAGE_NOT _FOUND» ADDRESS 09034672
CPUID:Genuinelntel Irgl:1

D11 Base DateStmp Name
8010000A 336546ff — ntoskrnl.exe
80037386 33104f49 — atapi.sys

OOADD AR D

Intel® AMT-activated System



INTEL” AMT OPERATIONS

KVM (Keyboard-Video-Mouse)

e CTOP T RRORRRARA_(R:ROROARAR, i1 2345678, Ieb 9696969 . eI 7F BEaLS)
PACE_HOT_FOUNDww= ADORESE WORIAE72 hax haze at GRIZUND - abare

P10 Canuinelntel Irqlilf  SYSUER) MxfBR96484

Datsftnp Hane Datettny
SRS — neaxken] e 1 B0aa 331 05 inxplore.xxe
9~ utapiozye ;i

1
BRRI7I606 33104F 4 out Look. axu
izk

HRN37399 3310698
0037408 33189653 £63chbdR 33aR101F
RER3I7981 3310069 =

word dump  Build [1381)
0948732 I3AB1R1F WR21BERY BEGITIVL 12345678 EREITIRL GRaHbORE
NR94B732 RANTRAGN BENI7IBE 12395678 REZ1REWY 1cARSEIS dfWleabf - ynl.exe
Seztavt and zet the vecovers optionz in the zyztem control panel
o the CRASHDEBUC xgxtem ztart option. If thiz mexzage reappes:
Contact gour zyzten adniniztvator or technical avoup.

IT Help Des

Intel® AMT-activated System



INTEL” AMT OPERATIONS

KVM (Keyboard-Video-Mouse)

IT Help Desk

7 Intel® AMT-activated System



INTEL” AMT OPERATIONS

Power Control

= Power Actions

. Power up to BIOS v

Power up
IT Help Power cycle

Power down

@)

Reset

Sleep

ntel® AMT-activated System
Hibernate __/




INTEL” AMT OPERATIONS

Remote Remediation (IDE Redirect and SOL)

1.3

Hard Drive/SSD

Poweron Full || Settings IDE-R ‘ower
~——

Storage Redirechion X

Selecta COROM and Floppy disk image 1o start the disk redirection

ISO file Choose File | No file chosen >

IMG file Choose File | No file chosen

start G Intel® Ethernet Intel® Management
Connection Engine




INTEL” AMT OPERATIONS

Remote Remediation (IDE Redirect and SOL)

Hard Drive/SSD

IT Help Desk T

\ﬁntel® Ethernet Intel® Management

Connection Engine



Thank you!

sales@thingscare.com

http://www.thingscare.com
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