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Security focus

Balancing identity management,
device health, data and telemetry, and
information protection with risk
management and assurance

as the foundation.

Information Protection

|ldentity Management



EPICS

2019 Digital security strategy

All internet facing interfaces are

compliant

Tier 1 critical services are
resilient

Risk
Management

Business response and crisis
management

Compliance

Enterprise business continuity
management

Enterprise security governance
and risk

Security education and
awareness

Security incident response

Security standards and
configuration

Accelerate cloud security

capabilities
= Assurance
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App & Infrastructure security
Emerging security products
External assessments

Red team penetration testing
Supply chain security

Eliminate passwords
Protect the administrators

Simplify provisioning,
entitlements, and access
management

. ldentity

+“4 Management

Administrator role services
Authentication

Certificate management
Credential management

Provisioning, entitlement
management, and
synchronization

Evolve endpoint protection

Only allow access from
healthy devices

Zero trust networks

@ Device Health

Endpoint protection
Phishing protection

SAW HRE

Vulnerability management
Virtualization

Security tools engineering

Detect threats through user
behavior anomalies

Data &
‘ Telemetry

Data intelligence

Security intelligence platform
Security monitoring

Threat intelligence

All Microsoft data is classified,
labeled and protected

Information
Protection

Data loss prevention
Insider threat




Information protection

Segment of Stool Microsoft Information Protection
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Information Protection
: Classify the sensitivity of
> Classity the data.

Data created before tools are

Remediate rolled out. Mislabeled data.

Based on the classification,
protect the data.

Protect




The journey

Manual Classification

A 4

Foundational program
set up.

Classification labels
created

Classification manual
Multiple scanning

engines

Non-Business

User Assisted
Classification/Protection

Microsoft technologies start
to unify

Tools suggest correct
classification

Classification of content
prompts for RMS protection

User can override, or may
not understand the prompt

Confidential
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Today
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Hybrid

Start clean up of data created
before the tools were
available

Content is classified
automatically (Almost)

Automatic protection based
on customer driven rules

Highly

Confidential

v

Automated
Classification/Protection

Automatic protection based on
context and content

Automatic remediation of
sensitive content



Information protection program

Customer / Regulatory Data Clean up Identity Secrets Other Confidential Data

« Pl credit cards, identity « Credentials, certificates, cloud keys etc. « Trade Secrets, HR Data, Patents
numbers (SSN)

» Clear financial impact if lost

« Known to be targeted by attackers * Needs white glove approach due

« Reduces attack surface to unstructured data

* Regulatory obligations * Focused Education and Awareness

» Structured data - slightly easier
to automate

« Structured data — slightly easier to automate

Governance Risk and Compliance & Legal

Education and Awareness
Tools




How we leverage our own tools

Protection of sensitive data throughout the lifecycle — inside and outside the organization
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Office 365 Windows Azure
Information Protection Information Protection Information Protection
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Discover Classify Remediate Protect
Scan & detect sensitive data Classify data & auto apply Reporting, alerts, remediation Apply protection actions,
based on policy labels based on content including encryption,

access restrictions




Best practices

« Choose Classification terms and
protection that is easy to understand
and implement

« Proactively educate on how to
handle information

+ Bake information protection into t
existing processes and minimize |
impact as much as possible



Resources

Access all IT Showcase resources at Microsoft.com/ITShowcase

« Webinar: Speaking of security: A discussion with Bret Arsenault, CISO at Microsoft
« Protecting files in the cloud with Azure Information Protection
« Using Azure Information Protection to classity and label corporate data

« Automating data protection with Azure Information Protection with Azure Information
Protection scanner

«  Windows Information Protection helps enforce data policy at Microsoft
« Securing the enterprise-safeguarding our customers and our data

« |T Expert Roundtable: Information protection at Microsoft

« Microsoft 365 helps create a secure and modern workplace



https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fitshowcase%2FArticle%2FContent%2F1061%2FSpeaking-of-security-A-discussion-with-Bret-Arsenault-CISO-at-Microsoft&data=02%7C01%7Cmichellp%40microsoft.com%7C2f738d115e9b4c29111d08d68c6c03bf%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636850792876328330&sdata=YIA99QKd4OndbOJ%2BPmxstiC%2FgCXi6H9FhAdRdPQY%2Fao%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fitshowcase%2Fprotecting-files-in-the-cloud-with-azure-information-protection&data=02%7C01%7Cmichellp%40microsoft.com%7Cbe6299e40ad24eab7cfb08d6c2d24a00%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636910605766674988&sdata=zitj34Q8xNW5s2SPIiBLvbt1w%2FisBi8P6NHxweZRzx0%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fitshowcase%2Fusing-azure-information-protection-to-classify-and-label-corporate-data&data=02%7C01%7Cmichellp%40microsoft.com%7Cbe6299e40ad24eab7cfb08d6c2d24a00%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636910605766684948&sdata=LO6%2BjANo0Ra8c1qFiirJ4jHU4Ee2%2Bhd7usoBPPOnNac%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fitshowcase%2Fautomating-data-protection-with-azure-information-protection-scanner&data=02%7C01%7Cmichellp%40microsoft.com%7Cbe6299e40ad24eab7cfb08d6c2d24a00%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636910605766684948&sdata=AUPxZ9jkjYAoLd8awOt32j75okE0XxalPDTPvzGdtv8%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fitshowcase%2Fwindows-Information-protection-helps-enforce-data-policy-at-microsoft&data=02%7C01%7Cmichellp%40microsoft.com%7Cbe6299e40ad24eab7cfb08d6c2d24a00%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636910605766694902&sdata=oHEitn2yEo4qBO8KdBdJLvIyDfapc0K01%2FFCZZootZg%3D&reserved=0
https://www.microsoft.com/en-us/itshowcase/securing-the-enterprise-safeguarding-our-customers-and-our-data
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fitshowcase%2Fit-expert-roundtable-information-protection-at-microsoft-june-2018&data=02%7C01%7Cmichellp%40microsoft.com%7Cbe6299e40ad24eab7cfb08d6c2d24a00%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636910605766704857&sdata=%2Fm7vuc321um8OvxOL8xCAvYnJ1qlpioZ3MhL3SIjuSQ%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fitshowcase%2Fmicrosoft-365-helps-create-a-secure-modern-workplace&data=02%7C01%7Cmichellp%40microsoft.com%7Cbe6299e40ad24eab7cfb08d6c2d24a00%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636910605766704857&sdata=uZ5uJQkwnnVCceRIzeKWIDVU6qE0RKWFAoKO8Dahx5A%3D&reserved=0
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http://www.microsoft.com/itshowcase

Visit the website

icrosoft IT Showcase

How Microsoft does IT
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