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Benefits And Costs Microsoft provides a wide range of cloud-based solutions to create and
empower the modern workplace. Microsoft 365 Enterprise E5 (Microsoft
365) solutions support many key needs of today’s enterprises, such as 1)
unlocking creativity through new user interfaces across any device and all
platforms to empower employees; 2) collaborating through teamwork
solutions that give people the right tools for the task at hand; 3)

Total time saved in Year 3 from streamlining IT operations with management tools and automation; and 4)
improved collaboration, business protecting end users, information, and cloud-based solutions with built-in,
processes, reduced downtime, platform-wide security solutions and signaling.

and access to information across Microsoft 365 Enterprise E5 is the most feature-rich version of Microsoft
5,000 total users: 365 and consists of Office 365, Windows 10, and Enterprise Mobility +
335,000 hours Security (EMS). It provides the collaboration, productivity, automation, and
security features an enterprise customer may need to support its digital
business transformation initiatives in a single stock keeping unit (SKU),
which streamlines its deployment and utilization. For companies that do
not need the full feature set, Microsoft offers different versions, such as the
E3 SKU at a lower price point and F1 for firstline workers.

Total TCO reduction for IT Microsoft commissioned Forrester Consulting to conduct a Total Economic
hardware, software, and effort: |l mpact™ (TEI) study and examine the p
$8,641,351 that enterprises may realize by adopting Microsoft 365. The purpose of
this study is to provide readers with a framework to evaluate the potential
financial impact of Microsoft 365 on their organizations. To better
understand the benefits, costs, and risks associated with this investment,
Forrester interviewed four customers currently using Microsoft 365
Enterprise E5 and incorporated information from 41 other customers
interviewed from other TEI studies using either Microsoft 365 or some of
its underlying solutions. We also included data points from another 200
Microsoft 365 Enterprise E5 customers surveyed in 2017 and 101 Office
NPV per user: 365 ES5 customers surveyed in 2018.

$4,689 Prior to moving to Microsoft 365, customers typically had a mix of
Microsoft and other vendor solutions that were primarily on-premises. This
led to disjointed processes, inefficient work practices, and fragmented
technology experiences that hampered performance and employee
productivity. Users found it difficult to collaborate both inside and outside
the four walls of the organization, organizations were still at risk of costly
and embarrassing breaches, and IT had difficulty providing business users
with the tools that they required.

Key Findings
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“We used to think of enhanced
security and enhanced
collaboration as independent.
With Microsoft 365, we can
gain the collaboration without
compromising security.”

Director of classified operations,

aerospace /
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Forrester’s synthesis of 41 customer interviews and two surveys totaling
301 companies, and subsequent financial analysis, found that an
organization based on these customers experiences benefits of $42.5M
over three years versus costs of $19.1M, adding up to a net present value
(NPV) of $23.4M, an ROI of 123%, and an internal rate of return (IRR) of
227%.

Financial Summary

Payback:
10 months after
"go-live" Total benefits PV,
$42.5M

Total costs PV,

$19.1M
Initial Year 1 Year 2 Year 3
Benefits (Three-Year)
Technology cost reductions $6.9M
Eliminated collaboration solution costs $648.7K
Reduced security solution costs $1.1M
Reduced help desk calls $186.0K
Application provisioning and testing savings $2.3M
Device provisioning IT time savings $663.2K
Reduced compliance costs $220.2K
Reduced risk of a security breach - end user impact $245.8K
Recued risk of a security breach - faster time-to-remediate $4.0M
Reduced risk of a security breach - business impact $408.5K
Reduction in overnight trips $524.9K
Faster time to decision $581.8K
Reduced user downtime $1.9M
Secure access to work from anywhere $4.8M
Efficient and effective online meetings $6.6M
Improved business processes $2.0M
Improved firstline worker performance $3.3M
Improved Collaboration and Information Sharing Across Information Workers $6.3M

5|The Tot al Economic I mpact™ Of The Microsoft 365 F()SIQRLESTERO



The TEI methodology
helps companies
demonstrate, justify,
and realize the
tangible value of IT
initiatives to both
senior management
and other key
business
stakeholders.

TEI Framework And Methodology

From the information provided in the interviews and survey, Forrester has
constructed a Tot al Economic | mpact ™
organizations considering implementing Microsoft 365 E5 solutions.

The objective of the framework is to identify the cost, benefit, flexibility, and
risk factors that affect the investment decision. Forrester took a multistep
approach to evaluate the impact that Microsoft 365 Enterprise E5 solutions
can have on an organization:
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CASE STUDY
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Enterp3i smpact: benefits, costs, flexi
increasing sophtetripcasiesn halhat regardi
related to |I' T inveBEImemeétshodolrogyteer
complete picture of the total economi
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DISCLOSURES
Readers should be aware of the following:

This study is commissioned by Microsoft and delivered by Forrester Consulting.
It is not meant to be used as a competitive analysis.

Forrester makes no assumptions as to the potential ROI that other
organizations will receive. Forrester strongly advises that readers use their own
estimates within the framework provided in the report to determine the
appropriateness of an investment in the Microsoft 365 Enterprise E5 solutions.

Microsoft reviewed and provided feedback to Forrester, but Forrester maintains
editorial control over the study and its findings and does not accept changes to
the study that contradict Forrester’s findings or obscure the meaning of the
study.

Microsoft did not participate in the interviews.
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Creating The Modern Workplace

In interviews with Microsoft 365 customers, Forrester learned that digital
business transformation and creating the modern workplace — for both
Informatlon and firstline workers — is a tOp “Which of the following technology initiatives is your IT organization prioritizing
priority. Furthermore, a 2017 Forrester over the next 12 months?”

ResearCh report found that increasing (Respondents who selected moderate, high, or critical priority)
innovation is the top priority for both

technology and business leaders.! Bl <o ﬁ:ceé‘:: %EEE
Interviewed customers reported that their
most desired business outcomes, as part of Increase innovation | 88% 88 %
creating the modern workplace, include: Develop or acqtitsnew sidlls |  85% 89% 81%
y Gener at | n g ur g en Ce)t oal Deliver IT projects morequickly‘ 82% 88% 74%
mar k et . Better manage external partners and suppliers 80% 84% 75%
y l ncreasin g a g il it y. Improve relationship with business pannersoutsideoflT: 79% [ 85% [ 73%
Cut overall IT costs 77% 82% 69%
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firswbikeosachieve . mo Base: 10,430 global technology and 7,847 global business decision makers
b etter coO | I a b orati-en Note: The top responses are shown.
bot h i nternal |l y and \ Source: Forrester Data Global Business Technographics® Priorities And Journey Survey, 2017

partners.

ySupporting diffewkinthwofrkemgvatylleg generation,

e.,qqm.ew siary which Millennials prefer to work, to make al
empl oyeeesf fmrmatei ve and i mprove colll aboration.
yGenerating better inteIIigenicnetoa10Evegr(foar1np.?}wthﬁs([:§g'glt\7\/|ith a si

. . transformation initiative. For
corporate information. X )

us, [Microsoft 365 Enterprise]

yMoving the needle on whateeearnemal tdevesourtifitdl mo st
profitability, customer growt h, & ntdr/gonrs fSotronsakt i pPorni.lc’e .
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Increasing mobility and collaboration are two of the driving factors
behind this effort, according to a Forrester Research survey of 7,249
global information workers.? From a mobility perspective, 42% of
respondents work from home and 32% work from client sites or during
travel. In regard to collaboration, 98% of information workers collaborate
or communicate with someone else at work on a weekly basis, and 79%
report working with customers, clients, or patients each week.

This means that now, more than ever, the technology solutions that
workers have must empower them to work smarter and more
collaboratively, but in a way that ensures security and compliance. The
companies interviewed and surveyed for this study have told Forrester
that this is what Microsoft 365 Enterprise E5 enables them to do.

Interviewed And Surveyed Organizations

For this study, Forrester aggregated findings from 41 customer
interviews across eight other TEI studies (see Appendix B) that looked at
the value of Microsoft 365 and its underlying solutions. We interviewed
four additional companies that are using Microsoft 365, bringing the total
number of customer interviews to 45.

yvSize ranged00rbom 230 s;0h060 neonsptl ocyoenmemo n
randgde edim000 t @ mb3 oEE s
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y Geographically, most companies were headquartered in Europe or
North America. Several were headquartered in Asia, and many of them
had a global presence.

y More than 20 industries are represented. The most common ones
were financial services, manufacturing, education, construction, and
consumer products.

y The most common roles interviewed were CIO and CTO.

In 2017, Forrester conducted an online survey of companies using
Microsoft 365 Enterprise E5 and its underlying components. Survey
respondents had the following characteristics:

y The 200 respondents were from North America and UK.
y The average number of Microsoft 365 Enterprise E5 users was 6,890.

y On average, 41% of those were mobile users.

In 2018, Forrester conducted a survey that focused on Office 365
Enterprise E5 customers, which is incorporated into this study. This
survey featured 101 respondents who met the following selection criteria:
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VyTheyd2h a0 00 or mor.e empl oyees
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Key Challenges

The interviewed and surveyed organizations shared several challenges
they faced with their previous on-premises solutions that drove them to
investigate Microsoft 365 solutions:
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Key Results
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Composite Organization

Based on the interviews and survey, Forrester constructed a TEI
framework, a composite company, and an associated ROl analysis that
illustrates the areas financially affected. The composite organization is
used to present the aggregate financial analysis in the next section. The
composite organization that Forrester synthesized from the customer
data has the following characteristics:

Description of composite. The composite organization is a global
organization with most of its operations in North America and Europe
and some offices in Asia Pacific and South America. The organization
has 7,000 employees, 5,000 of whom use Microsoft 365 solutions.
These include 3,500 information workers and 1,500 firstline workers.
The remaining 2,000 employees do not require access to Microsoft
365.

Deployment characteristics. The organization rolled out Microsoft
365 E5 solutions to the 5,000 users in two phases. Phase 1 of the
deployment focused on migrating information workers to Windows 10
with EMS to provide a modern desktop with Exchange Online
migration. The organization also deployed other security solutions
such as Windows Defender Advanced Threat Protection (WDATP).
The organization also began to roll out Office 365 solutions, including
Word, Excel, OneNote, PowerPoint, Microsoft Teams, Skype for
Business, OneDrive, and Yammer. Further, the organization rolled out
scheduling and task management, PowerApps and Flow, Power Bl Pro,
and MyAnalytics for the subset of users who needed them. In addition,
the organization deployed SharePoint and began the migration of data
and workflows.

Phase 2 of deployment consisted primarily of expanding SharePoint,

integrating Power BI Pro into more back-end systems, and expanding
the use of security solutions. Remaining firstline workers were moved
onto Microsoft 365 too.

V.

Key assumptions:

1 3,500 information workers

1 1,500 firstline workers

1 Global offices, a majority of
which are in North America and
Europe
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Anal yosfi sBenef i ts

QUANTIFIED BENEFIT DATA AS APPLIED TO THE COMPOSITE

Total Benefits

Present

Ref. Benefit Initial Year 1 Year 2 Year 3 Total Value
Improved collaboration

Ay and information $1,550,895  $3,101,791  $3,101,791  $7,754,476  $6,303,789
sharing across
information workers

gy 'mproved firstline $808,834  $1,617,668 $1,617,668  $4,044,169  $3,287,597
worker performance

cyr  'mproved business $134,710  $1,043,148  $1,312,568  $2,490,425  $1,970,720
processes

py  Efficient and effective $1,606,952  $3,232,589  $3,232,589  $8,072,130  $6,561,118
online meetings
Secure access to work

B om anywhere $1,183,414  $2,366,828  $2,366,828  $5,917,070  $4,810,120
Reduced user

i ot $748,125 $748,125 $748,125  $2,244,375  $1,860,476

Gtr  Faster time-to-decision $76,922 $219,777 $439,554 $736,253 $581,806

Htr Ei%‘i”‘:“o” in overnight $112,500  $225000  $315,000  $652,500  $524,887
Reduced risk of a

ltr  security breach — $124,714 $187,071 $187,071 $498,857 $408,531
business impact
Recued risk of a
security breach —

W e e o, $1,328,089 $1,770,785  $1,770,785  $4,869,659  $4,001,229
remediate
Reduced risk of a

Ktr security breach — end $98,835 $98,835 $98,835 $296,504 $245,787
user impact

Ltr Sgg‘;ced compliance $130,071  $64,600 $64,600  $259,271  $220,170

my  Device provisioning IT $266,693  $266,693  $266,693  $800,078  $663,225
time savings
Application

Ntr  provisioning and $573,882 $976,319  $1,256,838  $2,807,040  $2,272,868
testing savings

otr S:lf'suced help desk $74,813 $74,813 $74,813 $224,438 $186,048

py ~ Reduced security $350,158 $466,878 $466,878  $1,283,913  $1,054,947
solution costs
Eliminated

Qtr collaboration solution $323,000 $213,750 $237,500 $774,250 $648,727
costs

Ry lechnology cost $2,812,806 $1,423575 $1,794,075 $1,794,075 $7,824,621  $6,937,677
reductions
Total benefits (risk- 2812 29 > 2 29
adjusted) $2,812,896 $10,916,181 $18,468,743 $19,352,209 $51,550,029 $42,539,7
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Improved Collaboration And Information Sharing

Across Information Workers Ihe table ab oovtea bslhho
benefits arcaas sl itdie

Companies reported significant time savings in collaboration activities as well as present

through better interactions using Skype for Business, Teams, and di scoant d0%. Over |t

t he <conoprogsaintiezati o
ri-attj usted tobabebla
ofmor e $4Ramb | | i on.

Yammer. In addition, SharePoint helps respondents quickly access
documents without disturbing other individuals. With Office ProPlus
solutions like Word, Excel, and PowerPoint, interviewed users can
eliminate version control issues and coauthor documents. Users also
noted that these solutions help them avoid rework concerns from
accessing older versions of a document. Users can also utilize Teams,
Outlook, and Yammer to easily create Groups (as opposed to relying on
IT to provide this access), enabling faster access to key collaboration
and information sharing features. Respondents noted that anytime,
anywhere access across any device (whether a mobile device, desktop,
laptop, etc.) increases user efficiency and improves user satisfaction.
This benefit was realized by all information workers from the C-suite on
down.

“One of the key things we
wanted to do was deliver a

great end user experience,
From the survey, Forrester learned that: and | think by and large, we

VReatli me coll aboration on document iehevg?cg'eﬁ/qﬂéhﬁt't” and |revi
i mpadthetfifi ci ency amnfd 8)0%d(|ufctrie/Sp(ynderchitets,professionalservices/

ySeveatght percent ofmokislpmndentenfoondny
email account i mpactful

vTheonsistent | ook iacnedsnf ®@pttreoddodtosrsi tgv
73% of respondents

ySi xntiyne percent fourddrl BwrTtdenemssy Sikryegeet |y
from theiirmpadtbteedd ar producti vity.

From our intervFews éehaetad rds urhwee yfso,l | owi ng:

yThese sol uitriaognes peenocpol e t o communi cate mor e. Peopl e
were hesitant to coll aborate Weffore because it was dif
Busi rbeecsomes a system of engagement in which people ar
willing and want to use the tools to work better togetf
yv*“Empl oyees are able to collaborate much easier from ai
y“*The Microsoft Teams platform with ySaa0i Nng can keep
going. Persistent chat is so much better than email threads. It means | .

can find the required information without disturbing them with a phone
call or email .”

y “[Microsoft 365] has helped speed up collaboration immensely by W(_aekly time savings d_ue
giving people the ability to share ongoing works instantly with each to Improved collaboration

ot her .7 and information sharing:

yv“Streamlining the document review . a r tly
purchase ordering process.’ &bﬁ?ﬁlﬁﬁtébﬁergU§€r
y “Itis much easier to find information when it is in the collaboration

platform. Each person on my team saves 2 to 3 hours per week. | can
also see what other people are workingon,whi ch i s very wuseful .”
From the survey, Forrester found that respondents previously spent 13.3
hours on real-time coauthoring, development, and review of documents;
Microsoft 365 reduced this by 12.5%. For the composite organization,
Forrester assumes that:
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vyl mproved coll aboration and information sharing, specif
coauthoring and reviewibddd®blocmamendore, i mpacts
wor ker s.

yHal f of this benefit is realized in Year 1 as workers
di strié@akteedaut hori ng

vyvThe avienftgemat ik@nb ufrulelned cost (including al/l
benefits and t akeuw)$ 94ds, 9$4405 . abn3n upael rl vy .

vVAs not all time saved trahdlvwmdreks, imnloy additional , val.
25% of this benefit is realized.
The time savings associated with collaboration and information sharing
mayvarywrth | mp aicstk ri s t he ris
or technology need|s
yTheumberf employees involved. organization mpayt hle
; ) . investmeasul ting i
y The length of time previously spent. total benefits. Thle
y The hourly salary of employees involved. uncertainty, the wi
) ) ) ) range of out comes |f
To account for these risks, Forrester adjusted this benefit downward by estimates.
10%, yielding a three-year risk-adjusted total PV of $6.30 million.

Improved Collaboration And Information Sharing Across Information Workers: Calculation Table

Ref. Metric Calculation Year 1 Year 2 Year 3
Al Number of information workers 3.500 3.500 3,500
affected

13.3 hours previously*12.5%
A2 Weekly time savings (hours) improvement (rounded) 0.83 1.66 1.66
[50% in Year 1]
A1*A2*52 weeks*$45.63

A3 Total savings from improved (information worker hourly $6,892,868 $13,785,736  $13,785,736

collaboration salary)
[50% in Year 1]

A4 Productivity capture 25% 25% 25%
Improved collaboration and

At information sharing across A3*A4 $1,723,216 $3,446,433 $3,446,433
information workers
Risk adjustment 110%
Improved collaboration and

Ay Information sharing across $1,550,895  $3,101,791  $3,101,791

information workers (risk-
adjusted)

Improved Firstline Worker Performance

By moving to Microsoft 365, firstline workers are both more effective and
efficient. They have the tools and information required to do their jobs
better, and they also reduce the time spent on low-value tasks such as
shift scheduling. Additionally, using locked down Windows 10S
workstations and kiosks reduces distraction and improves device
reliability and uptime.

A survey of 92 companies using the F1 SKU revealed the following time
savings on common tasks:

Firstline worker activities Average time per week Average percent decrease

with Microsoft 365 F1
View and check schedule 1.2 hours (73 min) 15.6%
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Change or adjust schedule with a 1 hour (60 min) 16.8%

coworker

View or check assigned tasks 1.2 hours (69 min) 16.6%
Communicate with manager 1.5 hours (87 min) 15.2%
Review company updates, 1.6 hours (96 min) 16.5%
information

Peer communication within 2.5 hours (152 min) 14.6%
immediate team

Peer communication outside 2.4 hours (143 min) 16.2%
immediate team

Participate in training or onboarding .9 hours (57 min) 19.2%
activities

Base: 92 US and UK respondents
Source: A commissioned study conducted by Forrester Consulting on behalf of Microsoft, March 2017

From the interviews, Forrester heard:

y“ Our pr epréamisessoluton only provided operating manuals.
Adding the collaboration piece with the rest of the organization was a

big deal .”
vl would tell # anthrmakenfiestlinte worljera mdre ad o

par t of the business."” “Giving firstline workers Office
vl thought the r e déemaikinsedd]ittturnadeost ( licensgs mnergases employee

orn
engagqement and

to be all the other productivity components. For example, if you have a S
collaboration.

quality control meeting, it is important to have the firstline workers

involved since they actually do the work, not just manage it. They can CIO, IT services

now share information, show presentations. a-nd mo r ¢
vl woul d have t holtingets tvoulsl baneeretired aftev u r

we introduced [Microsoft 365]. Instead, they did a bit more training and

are now using it. OQur union employees got on board ri

v * Fr om -world sabildy standpoint, less time is spent in manual

effort when things go down. That equates to cost savings, for example,

someone waiting to get their schedule. [These solutions] enable them

to do their jobs more efficiently and reduces costs.”

v“Empl oy ees d-raining. Nawttheyohfive aceeksfto the
content whether in the office or not. How often in the past did we get
shop-level employees doing anything more than when on their shift?
Now it happens all the time."

v*“Pr evi ous | yoftheintime was spdndovb administrative
activities.”

For the financial analysis, Forrester made the following assumptions:

yFi fteen empd dbryeeces are firstline wor - ho are wusing
Mi cr B6dbf tF1lo B KWi ndows 1DIiBeyd pariaenasi | y
in call centers and distribution facil™>ties.

y Based on the survey results, each firstline worker saves 28 Weekly f_l rstline worker
minutes per day across the activities shown in the table above. time savings due to
Fifty percent of this is achieved in Year 1 as firstline workers .
become familiar with the tools. !mprove(_j tools and

y The average fully burdened cost (including benefits and taxes) is information:

$19.78 per hour. 140 minutes per user
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yCompared to the previous adhnifgohremmati on wor ker
productivity casptwsreed rhaetcea wsfe 5f0i% st |l i ne wor kers

exampl e,
ar e

often doing transactional work and in front of cust om¢

Firstline worker performance improvements may vary with the type of
tools that were initially used and which activities have become
streamlined.

To account for these risks, Forrester adjusted this benefit downward by
10%, yielding a three-year risk-adjusted total PV of $3.29 million.

Improved Firstline Worker Performance: Calculation Table

Ref. Metric Calculation Year 1 Year 2 Year 3
B1 Number of firstline workers 1,500 1,500 1,500
(28 minutes*5 days)/
B2 Annual hours saved 60 minutes 1.165 2.33 2.33
[50% in Year 1]
B1*B2*$19.78*52 weeks
B3 Hourly fully burdened cost (rounded) $1,797,409  $3,594,817 $3,594,817
[50% in Year 1]
B4 Productivity capture 50% 50% 50%
Improved firstline worker N
Bt performance B3*B4 $898,704.30 $1,797,408.60 $1,797,408.60
Risk adjustment 110%
Btr Improved firstline worker $808,834 $1.617.668 $1.617,668

performance (risk-adjusted)

Improved Business Processes And Outcomes

Microsoft 365 provides better collaboration solutions and analytics to
both information workers and firstline workers. Utilizing these solutions
improves how teams work with each other as well as with their partners,
suppliers, and customers. These solutions enable organizations to
streamline and transform business processes, leading to an overall
improvement in business outcomes. SharePoint, Teams, Skype for
Business, Power Bl Pro, and MyAnalytics create improvements via better
collaboration, decreased time spent on key tasks, improved
effectiveness, and improved efficiency. Organizations are using Microsoft
365 solutions to create agility in their processes, to respond to changing
market and customer trends faster, and to generate competitive
advantages in the process.

From a survey, Forrester learned that:

yFi fst x percent of respondents find i“m(qutvDsed_Staoll_el"Sab%

Skype for BusiSlasrsePationd fromd 43% [ PEFEMPIE P Le]ne solutions
for customers and get quotes

yThe vle, visual dashboadedgsr eteh avthh epw oovfi §l€rastdr. TRi€i® because of
businesd$fower Bl Pro enables 73% ofl §yp8RBlishésddn® N s

business outcomes. Presence. ”

In interviews, Forrester heard: CIO. manufacturer

y“Teams has defini-toenlay kleel. ed our t]i me

1

.

y “Collaboration with external partners creating products for us is easier
and faster compared to using an FTP (File Transfer Protocol) solution.”
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y At one company, discovering business insights with Power Bl and
sharing them with the teamwork solutions saved 50,000 hours of
warehouse labor each year.

y “ Sk y p Busifessihas definitely helped out our time-to-mar ket . ”

yv“Yammer helps for |l ead sharing and closing deals fast¢
from a lead to an opportunity, to closing faster. One person said that
they generated $1.9 million in new opportunities because of these
tool s.”

v “New product development teams are able to better deal with
documents that require multiple authors to input items. Also, since
these individuals are typically not at the same site, the revision history
increases collaboration because we do not need to focus on the
documents but rather on the discussions and the content to be

created.”
For the composite organization financial analysis, Forrester included the
warehouse and product development examples and assumes that: a
y Total warehouse labor savings from Power Bl insights and (o) (o)
disseminating them with Microsoft Teams total 12,500 hours per year Prod d |
(scaled down to reflect the composite size). This benefit begins in Year roduct deve opment
2 when employees are more familiar with Power Bl and the teamwork time Savings;
solutions.

14.18 days per product

y The fully loaded cost of warehouse workers is $19.78 per hour.
ment effort

y Wi tMi ¢cr 36kbf,t empl oyees can/erla)cbmnemtprtdg%yce!op

by 13. 9%. Hal f of this benefit is realized in Year 1 &
used t o wawikirm3sbdhitda mt iumd ¢ rypg direatseo | ut i on
more into their product devel opment process.

y Based on feedback from the survey and interviews, the average cost of
development per day is $2,000. This may vary greatly depending on
industry and/or product size/effort.

There are many other business processes that can be streamlined and
transformed. The reader should consider specific opportunities at their
organization to improve processes which are likely to deliver more
financial benefits and improved business outcomes than the examples
included here. As noted earlier, these can vary based on industry and a
company’s individual circumstances. Some examples shared by
interviewees:

y A healthcare organization achieved better patient care.

y Manufacturers drove increased product innovation and streamlined
supply chain management.

y Financial services companies improved customer retention through
better customer service and product innovation.

This savings may be lower depending on which processes are

transformed with Microsoft 365 solutions. To account for these risks,

Forrester adjusted this benefit downward by 5%, yielding a three-year

risk-adjusted total PV of $1.97 million.
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Improved Business Processes: Calculation Table

REF. METRIC CALC. YEAR 1 YEAR 2 YEAR 3

C1 Distribution activity savings 12,500 ?r?li(r;;fll?js [0% $0 $247,250 $247,250

co gl#ér:ge;:ghp;%il:ct development 10 30 40

C3 Hours saved per effort 102 d%gs;)li:’;{g\:/;arregr ction 7.09 14.18 14.18

c4 E;‘\’/:jn”g‘;t development cost C2*C3*$2,000 per day  $141,800 $850,800 $1,134,400

Ct Improved business processes Cl+C4 $141,800 $1,098,050 $1,381,650
Risk adjustment 1 5%

Ctr Improved business processes $134,710 $1,043,148  $1,312,568

(risk-adjusted)

Efficient And Effective Online Meetings

Information workers, including the executive team, make heavy, daily
use of the online meeting tools within Microsoft 365. Prior to meetings,
employees at surveyed organizations can check peers’ availability and
easily schedule meetings using Outlook and Teams. Respondents even
reduce time spent walking to meeting rooms, decreasing the likelihood
that a meeting starts late. With the intuitive nature and integration of
Skype for Business and Teams, meetings are easier to start on time, as
opposed to struggling with other technology. Employees, from the
highest levels on down, also find that the meetings themselves are more
effective, with the ability to easily share documents and screens and see
each other face-to-face. With Microsoft 365, respondents can better
achieve the desired outcomes of their meetings.

From the survey, Forrester learned that:

VEi ghthyee percent eaper é enpa ®derdt s
effectianvedhéssi encytdnanmgeadobeument
revisions.

ySeveeaetght paveembr e€ osmenuwnrie at i on

ySevesteyen piedeatti effr t oandxtal meatross
devices.

ySevehive percent ed mpeopyerdderdtfs cs ency from
i mpr acvaddendaring

From our intervFews éhaemdrds urhwe yfso,l | owi ng:

v‘Skyper Busawnwessme at | east 20% of 88(“" Across the
organi zati on, I woul d sayletphe pdwer a 210%. For evel
i'tl i ke getting ”"an extra person a

y“Our meetings are much faster . 5We v\fbekwﬁméga\ﬁﬁggdwéitir

minutes at the start of every meeting. We typically have 20 people in Lo .
our meetings, so it really adds uploefficientand effective

y“We have i mproved how we conduct oomlinemeetingg;'s, and thi
improved our production rate, which has improved our motivation and :
overall morale.” 104 minutes per week
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From the survey, Forrester found that respondents previously spent 11.5
hours per week in in-person meetings and that Microsoft 365 reduced
this by 15%. For the composite organization, Forrester assumes that:

vVAI'l 3n500 waotrikems regularly participate in meetings an
realize efficiencies from improved online meetings.

yHal f of tishirse ableinzeefdiuser Yom&oregsedst o
wor king with onbrt nietgnmecrted ng-ba@imarydday
activities

yThe sfaumeby decnoesdt$ 4&f. 6 3 pse ru sheodu.r

vyAgaisn,nat all time saved tr-addlwboek, into additional, v
only 25% of this benefit is realized.

The time savings due to online meetings will vary with;

vTheumberpefsom meetings being replaced with online
meetings

yAverage salary.
yTheumbef employees invol ved

To account for these risks, Forrester adjusted this benefit downward by
10%, yielding a three-year risk-adjusted total PV of $6.56 million.

Efficient And Effective Online Meetings: Calculation Table

Ref. Metric Calculation Year 1 Year 2 Year 3
Number of information

D1 workers affected 3,500 3,500 3,500

. . 11.5 hours previously*15%

D2 Weekly time savings (hours) (50% in Year 1) 0.86 1.73 1.73
Savings from total reduced D1*D2*52 weeks*$45.63

D3 fime 9 (rounded) $7,142,008 $14,367,062 $14,367,062

[50% in Year 1]

D4 Productivity capture 25% 25% 25%

Dt Efficient and effective online D3*D4 $1,785,501 $3,591,765 $3,591,765
meetings
Risk adjustment 110%

Efficient and effective online

meetings (risk-adjusted) $1,606,952 $3,232,589 $3,232,589

Dtr

Secure Access To Work From Anywhere

One of the user groups that benefits the most from Microsoft 365 is
mobile workers, which can include firstline workers. By using EMS with

Azure AD and Microsoft Cloud App Security, companies can manage the

risks associated with increased mobility while still providing secure “Mobile workers have

access to information, systems, and people from any device at the time absolutely benefited from

and place of the user’s choosing. The tightly integrated security Microsoft 365. Being able to
components across Office 365, Windows 10, and EMS mean that users share a document from

can have a level of access that previously was only available when at an anywhere is the world is

office location. From a survey, Forrester learned that these workers are tremendous for my sales

saving 24 minutes per day because of secure, anytime, anywhere people.”

access. CIO, IT services [
Mobile workers are typically some of the most valuable to an

organization — salespeople, senior managers, consultants, etc.
Therefore, any improvements they experience in collaboration and
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productivity have an exceedingly large impact on the organization. In
general, these are employees who can easily find jobs at other
companies and are willing to move around. Microsoft 365 delivers an
increased user satisfaction that helps organizations retain their valuable
workforce. Some of what Forrester heard includes:

v*Nli crosoft 365] is very usefuheéadrtomobile workers. The
go to a desktop to access SharePoint. I nstead, they c:
what they need securely on a mobile device. They prob:

t o 15t% eoiff day.

y‘Mobil e workers see big benefits wilthMdbMilcea owsorfkie r3sp 59 e ¢
property to property and can si gn [oPendfitswthMitbseftr3esv erf t h

a tremendous adyvtanhawe” it ehfegr e.i dn Enterprise]. They travel from
y“Connectivity via [Microwbfh &6%8] r t|aRiopaitctpropasty ankcan t h a n
private network (VPN). |1 used to g|esignendmmpwhareverthey f rfom 1
l ending that their team was havi ng| wantlThisieattersendofis prlob | ¢
road. Now | get" zero complaints. advantage they didn’t have
vyThis is a very welcome change.t hRedqpd& %% "very happy
new mobile solutions, especially Qu inflasr@tifre operatibns @dma r dP o i |
satisfaction has i mproved. lead, real estate f

For the financial analysis, Forrester assumes that:

ySeven hundarrhe guhsleyr smobi |l e workers who experience this
beneHaltf. ofis ¢dheper tdmcdenefit i n Year 1.

y Twe nftoyur mi nutes ( Oardgealvewrs) per day

yFor simplicity and to Ibe 6Qolnlisye rbvuartdievnee,d t he same $4

i nfor watrikeonus by Br wsed, even though many of these
mobil e worker smowoeul d be paid

VAhi gherprioxd%Wct i vist v pgbdepctaaairsee t hese wor ker s

tend to be eaxceccouutnitvemsanager s, and other senior resourc

who make effective and. efficient use of their ti me
This benefit will vary based on:

yTlke number of .mobile users

yHowe mpleeypreviously accessed systems and information
vThe xt eot whembte acces®mpd dgjeoshtsr.al t o

To account for these risks, Forrester adjusted this benefit downward by
5%, yielding a three-year risk-adjusted total PV of $4.81 million.

Secure Access To Work From Anywhere: Calculation Table

REF. METRIC CALC. YEAR 1 YEAR 2 YEAR 3
El Time savings (hours) .4 hours*260 days 104 104 104

E2 Number of affected users A1*20% [50% in Year 1] 350 700 700

E3 Total time savings E1*E2*$45.63 $1,660,932 $3,321,864 $3,321,864
E4 Productivity capture 75% 75% 75%

Et Secure access to work from anywhere E3*E4 $1,245,699 $2,491,398 $2,491,398

Risk adjustment 1 5%
Etr Secure access to work from anywhere $1,183.414 $2.366,828 $2.366,828

(risk-adjusted)
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Reduced User Downtime

With secure access to information, systems, and people from any device,
whenever and wherever it is needed, each of the 5,000 Microsoft 365
users, across both information workers and firstline workers, can reduce
the impact of downtime due to a crashed device (security event-related
downtime is discussed later in the study). Our interviews uncovered that
downtime due to security events, broken computers, or lost laptops can
greatly reduce productivity. With Microsoft 365, employees have access
to each of their important documents and applications to stay productive
during these incidents. Furthermore, providing Windows 10S devices to
firstline workers greatly improves reliability and uptime.

From t heFomurestyet hhtarned

VEi gfhiouwur percent of dt eRlponds@®ints uagrse e
théywve secure access to work from anywhere.

ySeveatght percent benefit from access to documents in
optimized mobile format.

yAccesMi dro36bfmf mamy device reduces employee downti me
and productiviofyrlkesponident 49 %

y Thirty-two percent experience improved productivity due to anytime,
anywhere access to documents and files with Microsoft 365.

During our interviews, Forrester heard the following:
y“Of fice 365 provides us with the confidence that we wi

wasted time or downtime, which helps overall spirit and work
production.”

=
v We have had no downtdouleWesusedtolkaveg oi n gL‘ut he
two to three days per year. When you don’t have email for one day,
you just get crazy."” 1

From the survey, Forrester | earned tA\?olideéidEbWﬁtrmeNﬁe? pr e\
h I ed to 'ab

an average of 4.5 event s3 pheoruryse aorf, whi c out

domwt i fmerach eFvoerntt.he composite organi SAPIOYEE. Forrester
assumes that: 15.75 hours per year

yEach of the 5, 000 whktipcreos mfufsé 6 Bdubegr s
downt, i miénfhor watrikem s experiencing more downti me than
firstline workers

VWi tMi cr 36dbf,totnfpeo sci t e or gani zation avoids this downti me.
yAn aver age lhooaudreldy sfauldaryy emfe hidthded rat e

acr oxng or watrikems and firstline workers.
vyvAgain, as not all time saveadd r rvamrsdk,ates into addition:
only 25%emnfeftiti s s realized

Reduced user downtime will be affected by:

vyvThe number of wusers.

y The number of downtime events in the previous environment.
y The average length of each downtime event.

y The average salary of affected users.

To account for these risks, Forrester adjusted this benefit downward by
5%, yielding a three-year risk-adjusted total PV of $1.86 million.
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Reduced User Downtime: Calculation Table

Ref. Metric Calculation Year 1 Year 2 Year 3

F1 Number of Microsoft 365 5,000 5,000 5.000
users affected

Average salary across

F2 Microsoft 365 users $40 $40 $40
Average avoided downtime 4.5 events per year per user*

F3 due to Microsoft 365 (hours) 3.5 hours of downtime 15.75 15.75 15.75

F4  Annual costsavings from F1*F2*F3 $3,150,000  $3,150,000  $3,150,000
reduced user downtime

F5 Productivity capture 25% 25% 25%

Ft Reduced user downtime F3*F4 $787,500 $787,500 $787,500

Risk adjustment 1 5%

Reduced user downtime
Ftr (risk-adjusted) $748,125 $748,125 $748,125

Faster Time-To-Decision

Across executives and key decision makers, the Microsoft 365 solutions
improve decision making. For instance, Power Bl Pro enables decision

makers to quickly discover important trends and valuable insights that “We use Power Bl for any type
directly impact the decisions they make. With improved data analytics of report that we would have
and improved reporting, these decision makers have better access and done in a spreadsheet before.

visibility into key data and are able to make the right decision faster. In
addition, workers can more quickly contact and communicate with other
individuals across the organization to gain approvals or get opinions, and
firstline workers can more easily share data based on customer
feedback. With these solutions, users can more easily find what they
need, collaborate with their peers, and make informed decisions faster Director of classified Opefaﬁon&(

It has very good data
visualization tools, and it helps
us with our manufacturing
productivity analysis.”

than before. aerospace

From t heFosrumrestyet hhtarned

ySeveaight pércespbedenhis from Power BI Pro
ability to quickly anal.yze millions of rows of da

yThe charting feature 71X7%Pofwear gddmn iPz aot iecnmdb | es
betteri zter ends and .rel ationships

vThirwy percent experience impirmeed productivity due
anyhemnecess to documeMitesr d®Bdf.tf i | es wi t h

During our interviews, Forrester heard the following:
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vt is much easier to get and find information and it
mi ne that information. The& benefit igni fic

s have been s
“Probably 25% to 30% of

y*With the improved busi,wessarienbel  igpeoplbdecubity®éwerBeadd
eval uate our segarnvdi ctehse, upsreord ucntpsact | tshefiding J0% le$s time than

y “ De c is aré made faster and better. There is no fear that someone they used to. In the past we

doesn’t understand what others are telling them.” might have had three or four

y‘Each user can now easielvyandto daa tdae efpo ngp{l\elﬂaergparrerﬁtrI?(Portrlt(hgtl

area and tease out important aspectoognFanf!%eaWdE%?a. Thi
productivity and positively impactsogve}trak?sal%qppr§op§nt( re\
processes”on the fly. afternoon.

vy‘Mor e analytics results ar earmhrag iea s[)i'rﬁCtorOfglaﬁsgerd%p%raé'qnsl 0

communi cating, and using mor e datafta%roﬁgcfher. Thi S
communication ahd coll aboration

y “[Microsoft 365] enables us to have a rapid dissemination of data to all
15 sites of our gl obal business.”

For the composite organization, Forrester assumes that:

vin Year 1, 350 deci si ovi cmadksedsfst By eYeawmpacted by

I
3, thisi maurndaasdresi si o nb entaokneer smor e engaged
wi Mh cr B3H6bf.t

vin the previous environmenmanhydwerse deci sion makers spc¢
per week omaldidmags¥wisiolne mor e Ihiokuelsy wer e

spent, Forrester conseénvVatihesley hestrismatres about

i mpactMidc ro@dsdfal f of tishirse ableinzeefdi ti n Year 1 as

user sombeased t o WbcrC Kk BHEF wintdlygtb rmo r e
intodelkeéeimmbhnancgt i vi ti es.

y With Microsoft 365, employees can make decisions 15.6% faster than

before.

yFor the purposes of thibsudreakdutatitii== he same fully
$45. 63 per hoiunf asmwadtgikeén s s ed; howe!_:_:-

executive salaries may be higher. =i &%

yAgai n, as not all ti me saveadddranWatrs. into, addition:
work, only 25% of this benefit is eeK|y;timegsavings in

Faster time-to-decision will be affected by: decision maklng:

YyThe numMiecr @%6&f tusers engaged in d&diMNGIES RANKUSER .

v Which Microsoft 365 solutions they make use of.

y The average salary of affected users.

To account for these risks, Forrester adjusted this benefit downward by
5%, yielding a three-year risk-adjusted total PV of $581,806.
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Faster Time-To-Decision: Calculation Table

Ref. Metric Calculation Year 1 Year 2 Year 3
G1 Number of decision makers affected 350 500 1,000
5 hours previously*15.6%
G2 Weekly time savings (hours) improvement 0.39 0.78 0.78
[50% in Year 1]
G3 Savings from total reduced time G1*G2*52 weeks*$45.63  $323,882 $925,376 $1,850,753
G4 Productivity capture 25% 25% 25%
Gt Faster time-to-decision G3*G4 $80,970 $231,344 $462,688
Risk adjustment 1 5%
Gtr Faster time-to-decision (risk-adjusted) $76,922 $219,777 $439,554

Reduction In Overnight Trips

Before their investments in Microsoft 365, companies spent a large
amount of their budget on travel for face-to-face meetings that they felt
would not be effective otherwise. But with the use of Microsoft 365’s
collaboration solutions, respondents can use Skype for Business and
Teams for meetings across geographies, for small or large groups, with
no travel involved. While this calculation focuses primarily on the cost of
travel, it is also important to consider the time each employee saves due
to the reduction in travel and how much more productivity they gain
without the need for overnight trips.

From t heFomurestyet hhtarned

ySeventy percenthaofeeddspanalendse t o t
communi cati oMi teasdf.es i n

YyMore speci oifcallsploa¥waditdclee cost of ti1 a . .
duebeoter, more effewtMner @wsi he me eNuMmkey of trips avoided

During our interviews, Forrester heard the following: annually:

y “My organization has reduced travel due to good face-to-face 350 trips by Year 3
conferencing features.”

vy “ S k yfgr Business has helped to further reduce travel; this means

that people can do their jobs without the associated pain of having to

worry about the |l ogistics of a domestic or internati ol
v “I'm saving myself the travel time and the cost of gas with [Microsoft

365]. "
vy “We now send fewer people to internal conferences. We can send one

representative to live-blog from it, and others can communicate in real
time to get their questions answered.

For the composite organization, Forrester assumes that:

vIin Yemaseld on surtvleey driguadninzjs25 on avoi ds

overnight MirdrpB8ssdfuteByoYear 3, tshis number increase
t858s the organization becoméshemore accustomed to usi |
conf erencing features andadgyioowts mor e confident in
efficiently and effectively use online meeting featur e

overnight trips.
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yBased on feedback from the survey and interviews, t
an over niisht0 &.r @lgh ivdlaerpye ndi ng on | ength and
di stance of travel

The reduction in overnight trips will be affected by:
vyThe numtbreirp o fr eNil arcd3s8bfbtgnl i ne meetings

y The average cost of a trip.

To account for these risks, Forrester adjusted this benefit downward by
10%, yielding a three-year risk-adjusted total PV of $524,887.

Reduction In Overnight Trips: Calculation Table

Ref. Metric Calculation Year 1 Year 2 Year 3

H1 Number of avoided trips 125 250 350

H2 Average cost $1,000 $1,000 $1,000

Ht Reduction in overnight trips H1*H2 $125,000 $250,000 $350,000
Risk adjustment 110%

Htr Reduction in overnight trips (risk- $112,500 $225.,000 $315,000

adjusted)

Improved Security And Compliance Benefits

Organizations overwhelmingly cite improved security and compliance as
a top benefit of moving to Microsoft 365 Enterprise E5. The suite of
security tools across Office 365, Windows 10, and EMS improves
security across four main areas:

1. Identity and access management (IDAM). “ Ad v a protectibn against
security threats and better risk
compliance are the major wins
3. Threat protection. for our organization as a result
of implementing [Microsoft 365
Enterprise].”

2. Information protection.

4. Security management.

Together, these solutions reduce the time it takes to detect security-
related anomalies, which in turn reduces the number of end user-related Survey respondent 2
security events, the time it takes IT to remediate the issues, and the
business impact, e.g., lost customers. In some past instances, with
Microsoft 365 ,organizations saw a 100% reduction in the number of end
user security incidents they previously experienced. For other
organizations, faster identification and remediation of threats reduced the
number and severity of successful attacks, which can greatly reduce the
hours spent on repairing the situation.

Survey respondents overwhelmingly agree that Microsoft 365 Enterprise
E5 improves security in a myriad of ways. EMS (including Azure ATP)
and WDATP were the two solutions that provide automated detection
and remediation called out most frequently.
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“On a scale of 1 to 5, how much do you agree with the following statements?”

m Do not agree at all 1 2 Neutral 3 ud mCompletely Agree 5

Microsoft 365 Enterprise's identity-
o 299, c_entrlc app_roac_h_ to peopfle and 40% 319%
devices has simplified and improved
security

26% helped us manage and comply 43% 24%

I1 Advanced eDiscovery has
%
with regulatory requirements

Microsoft 365 Enterprise's
Secure Score, the new
I% 19% security assessment, has 44% 28%
helped improve our overall
security
Microsoft 365 Enterprise
® 5 enables us to have better
h’ e visibility into our IT
environment

42% 33%

30, 290, Microsoft 365 Enterprise enables

. 44% 28%
us to increase our control

F% 299, Microsoft 365 Enterprise enables 46% 6%

us to better secure our data

Base: 200 US and UK Microsoft 365 Enterprise users
Source: A commissioned study conducted by Forrester Consulting on behalf of Microsoft, June 2017

EMS includes identity and access management, mobile device and app
management, information protection, and advanced threat protection. It
supports an organization’s move to a cloud platform for business
applications and ensures that the devices and users accessing those
applications can do so easily and securely. It also 1) enables the
changing business environment that requires an organization to secure
personal and corporate devices; 2) allows single sign-on for cloud and
on-premises applications; and 3) enables organizations to provision and
deprovision users rapidly, in support of business growth and flexibility.

In addition to EMS, organizations can use WDATP to reduce time-to-
detection and are alerted to these breaches immediately. To understand
what is happening on an endpoint, WDATP collects behavior events and
sends that data to the cloud analytics service. This uses Microsoft threat
intelligence and machine learning techniques to identify potential attacks
and provide a detailed timeline to aid investigation into the scope of the

“We' ve put a st|jrate
to offer cloud services and
software services. We have
completed quite a bit of it on
this journey, but EMS is the
last piece of the puzzle. It
helps us integrate with other
services in an easier, quicker,
and better way and handles all

breach. Security teams spend less time investigating threats, can act of our devices.|”
earlier when the scope of the breach is smaller, and can provide more CIO, global fitness chain
targeted remediation. This reduces the overall response time and the f

impact on end users.

By identifying more suspicious threats and addressing them faster,
organizations can reduce their overall security risk, avoiding costly
breaches. And since WDATP is built into Windows 10 within Microsoft
365 Enterprise E5, WDATP is continuously up to date, is invisible to the
end user, and requires minimal administrator time for updates. Overall,
WDATP allows organizations to more cost-effectively and -efficiently
reduce risk while having minimal impact on end users.

From an i mpursewe & eecrpce ¢ tiynvtpeerrwsi ewees shared
many examples of how security: has i mproved with Micros:
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vy“NMi crosoft 365] has significantly improved security. Y
entdend monit ing of what is going on from the admin

Because of t iteypubeaa dHefi more confident in what i :¢
happening on he platform.

y'With EMS, the big benefit is its integration with Act
gives you a | ot of seturity in a very critical area.

y‘Previously, there was no security—+f a dewvice was | o0s
remote wipe it, which Has hel ped w‘légfglogn'pléﬁl}pcgnt Vi r
y*Uni fied management under [ Micr os qfhave® ®dintegratédaorap r i s e|] m
to know i f data is moving out of |t &Rware WwHbr@ thé soffwhré O N .
y“By getting more data and visibil itwpuldthgahagetocorrglaggvdth t|o i
areas tdat kwmeowdiwe had. things like our prior EDR tool to

y‘Data is secured better since useHri ggtcar&o?(%raélylcalw,swhqr(alasnppvxf,ed w
Enterprise]. Microsoft is using ATP much more

as a reporting agent for all ATP-

y'With controlled, wuniform access tOanodn?aﬁ/v&e-typg’tﬂrea'fs.as'a,ydilo”tr,
much better. Also, by organizing tBe?ev&%h@thr&ué\wrthggngh
have Mmec¢her visgibility into it. portal, and you get a much better
y‘The security that i s provided wit|fhyijtehpwp oefnh ctrhyep tci|ojne hsto fy
us much safer.

j)
%]

Senior enterprise architect, security,
yvThe functionality in Exchange Onlieﬂeegycgnq)amyeport c —~_hi
significant upgrade-pfremmswlsen we |[were on @
y“We have seaned Hewee of expressed concerns and ¢ al

cases of malware incidents as opposed to the continual
prior to Bdop®B&Hdfjt.["of

y“We have had no sta@uddtte. probl ems

y‘By using Exchange Online Protection and Advanced Thre
Protieecn, we can see mal ware campaigns being removed fr
email with Safe Attachments.

y“We can now better monitor and i dég ri sks

ntify suchlas |
in from unknown places. Wesarei celneVWpyBfect8 BRtEHATI

and on devices sinc® everything SSuge_ntoh,glﬁw_rincreasingly
mobile workforce access and

y‘Everyone is using ADFS to connect dhfedhidisasMure apisSndh ! so
ot her corporate authenticat?on. Thlijpsto-détéde\ﬁc'ésgstoﬂqur&& our

vy 9 feel more prosedata ¢eantMércriolsad tWoEkkmonrn ¢ 6 oWest i yely

email and doctments myself. Manager of information technology,
y“The securitoned eanveirays glood j ob us|i dlgmotvacempaly t o d :
awareness. The functionality in Exchange Online e |
is a significant upgr-pdemi"sesm. when we were on

v‘By using Exchange Online Protection and Advanced Thre
Protection, wee caaampaeiegmsalbvairng removed from our

email with Safe Attachments.

For the financial analysis, Forrester includes three security-related
benefits, tied to fewer security events and reduced severity, for those
that still take place — business impact, time-to-remediation, and end
user impact.

Reduced Risk Of A Security Breach & Business Impact
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For this benefit, Forrester looks specifically at the business costs
associated with a successful security breach. In the 2017 Ponemon
Institute’s research into the * @st of Data Breach Study, the average
lost customer business from a breach across North America, four
Western European countries, and Japan was $1.69 million.® The average
cost across these same countries to communicate with affected third-
parties was $205,000. Together the cost is nearly $1.95 million per
incident in business impact. The Ponemon Institute study also found that
the annual likelihood of a major security breach is 13.85%.

For the composite organization, Forrester assumes that: )

) ) o . ) “I'nternal audit| | o
yvThe average busival8.9miilmpeamt. i s the employees every year. By
vThe likelihbdboedaaecth @&dchhaij dddicgh iysear . having the data readily

yOnce all of the Microsoft 365 E5 sl|eavgipdlerwpatmighthae; ons a
|l i kel i hoordelodt ead usecqur ity 5vedhiiss | $a&edfive ¢ays npwtakes

l ower in Year 1 as the | &ahbhreemaidmpioign®d§€are secured [and
secugaltytairteab | yt goluac & .n Director of classified operations,

This benefit may vary because: aerospace

yThe Ponemon Institute data represents global ave b
organi'sz aadtowal ri sk | evel may differ from these | re
size, industry, region, and other factors.

yThability for Microsoft 365 security solutions to det e
partially based on visibility into events on the endp:¢
correlate those behaviors. Organi zations can choose h
retained for analytics.

vinterviewkhaes mosedthreats are introduced via user beh:
Organi zations that prioritize security training for u:
incident rates and therefore | ower risk levels.

vThe faster these s,0hfedsroiessk arreed udcetpil cony ewdi | |
be achieved.

To account for these risks, Forrester adjusted this benefit downward by
5%, yielding a three-year risk-adjusted total PV of $408,531.

Reduced Risk Of A Security Breach 8 Business Impact: Calculation Table

Ref. Metric Calculation Year 1 Year 2 Year 3

)p  Average cost of breach — business $1,895,714  $1,895,714 $1,895,714
impact

12 Average probability of breach 13.85% 13.85% 13.85%

13 ?gguctlon in risk due to Microsoft 50% 75% 750

i~ Reducedriskof a security breach — 11%12%13 $131,278 $196,917 $196,917
business impact
Risk adjustment 1 5%

Itr Reduced risk of a security breach — $124,714 $187,071 $187,071

business impact (risk-adjusted)

Reduced Risk Of A Security Breach 8 Faster Time-To-Remediate

The security solutions within Microsoft 365 greatly reduce the number of
successful end user security attacks. Attacks that are successful are
usually found faster when the impact is less severe. That means easier
remediation. To calculate the value of this benefit, Forrester assumes
that:
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yBased on survey results, the composite organization e>
endser security eventsMpci@Hbddabsadd s i nvestment in

on hseur vey rceocsnud amsi edffi ais o s @fntd OHGES5 ¢ e

36, 53o0rrester estimbhetesetmatedtOhiesr emdars with

the use of all Mecuosofyttdeé6bs Wwhéeéebdinesults

el i mindi0secuevaeryts annuall y.

y Before Microsoft 365, the organization spent 129 hours per end user
security event on remediation. With Microsoft 365, the composite
organization reduces the hours spent on remediation to 40 hours per
event, resulting in a time savings of 89 hours per security event.

yTo understand the total benef it as'él%ngqeipfé%ndvyls_?rh t he r e
er security incidents, Forrest ersecurity eveatsesimmated: he

mpletely avoided security incide S I s the
medi ation for remlam nYmmesmdmraintiygzpwe¥>ﬂﬁt§.eg(?H yea?
alizes 75% of this benefit as | T becomes more accus!
ver lligc n gbbf tsecur ianyd ftehaetyuraerse roll ed out to all

ers and.endpoints

average hourly f6wBlli7d ucadedosal dr FTE&R . $

c
w o®om®D®OoOW’W

<\
=}

yAs not all time saved tr-addl wd%kqgfi nto additional, wvalu
his benefiTthiissimsedalighed. than the productivity captur
eneirmflor watr ik@nmo d u d tmpwiotvye ment s because | T

ecuegmplyoyees tend tokeHdraeadyvbeyofVecwsesed

on their job.

The reduction in security events will be affected by:
vyThe number anadt tsaecvkesr i ty of

y The average hourly salary of IT.

To account for these risks, Forrester adjusted this benefit downward by
5%, yielding a three-year risk-adjusted total PV of $4.00 million.

Reduced Risk Of A Security Breach 8 Faster Time-To-Remediate: Calculation Table

Ref. Metric Calculation Year 1 Year 2 Year 3
J1 Eliminated security events 720-150 570 570 570
J2 IT time savings per event (hours) 129-40 89 89 89

g3 Time saved from avoided J1*40 hours [75% in Year 1] 17,100 22,800 22,800
security events

Time saved on remaining

J4 ; 150 events*J2 [75% in Year 1]  10,012.5 13,350 13,350
security events
J5 Total IT savings (J3+J4)*$68.75 $1,863,984 $2,485,313  $2,485,313
J6 Productivity capture 75% 75% 75%
gt Recuedrisk of a security breach 5436 $1,307,088 $1,863984 $1,863,084
— faster time-to-remediate
Risk adjustment 15%
Recued risk of a security breach
Jtr — faster time-to-remediate (risk- $1,328,089 $1,770,785 $1,770,785

adjusted)

Reduced Risk Of A Security Breach 8 End User Impact

The last security impact calculated and associated with fewer and less
severe end user-related breaches is end user downtime. Forrester found
that:
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yPrior to using WDATP and other Microsoft 365 security
organi zations struggled to identify the scope of an at
happened. This would | ead to more pt+me—spent—onr—remed.i
including runningrscams o®Rimamgpuwg mad:uhri neesper%otatlon i s
of t en When machines are reimaged, %e%é?nrwﬁlbethats\/\'r:DAﬁﬁsce‘s l
devsard have to spend time reinsta g ei t g]s( nfd r
more f arvin egrated '$9cR, ard "
dat a.
so the benefit comes from less
yWith Microsoft 365 security sol utiloifypactofthedeAdUseiftbrin fs |
the géanthat an attacker has made, Q)f*tHe@hléh'tC‘S'SQleséébrﬁple%t?CUri
met hodi cally address those specificoﬁ:] "f‘ﬂ%e%n\&"pro'i‘ﬂ?t"tl
scans or reimage machines, reduci njg he productivity i
user s. Senlor enterprise architect, energy
. - . . . compan
yBecaWDATIPs built into ther\ellprmaid)wiellv@zrog, user s
performance issues or interruptions. One organiti z yn

dramatic reddedhk omalilns hedmd another mentioned that
updates teondptosi nptr idoert ect (E®fRt aold wesponse

often cause issuesrst.hat could affect wuse

y“One of the big driving factors for moving to Microsof
configuration manager f ort ehnaddp cai nma jsoercur i ty. We haven
security ewvegntt schaghceurse System Center to reimage
badly infected machifnes if there is a probl em.

For the composite organization, Forrester assumes that:

YyMost uesred downtime is related to reimaging of machines
the time without a machine and the time spent on cust
rei maged machines and recreating | ost dat a.

YyWith its prtihoer coDrp otsoale, had | ess visibility and addre
fewer detections, but threats took | onger to identify
often resulted in reimaging matchines. Even when machi:
rei maged, the organization would spend more time inve:
threassanning machines, and taking other response act.
average, users would |l ose 5 hours of productive ti me |
yWi tMi crospfthB6A&At sear mindhmegiptonseé st i me

short&ecurity teams can i daetnttaicfkyersspeci fi ¢ changes t haf
me&ke @ femaehki nes, r educimag et hae nmaecehd nteo r e

and allowing for faster remediation and mini mal i mpacH
average, each threat resulwti$ hinh® hour of | ost product

Mi crosoft 365 security solutions
The reduction in security events will be affected by:

yArange of remediation processes and i mpacts in both ¢t}
environments and with Microsoft 365, depending on visi
i mpact of threats, user behavior, and corporate polic)

To account for these risks, Forrester adjusted this benefit downward by
5%, yielding a three-year risk-adjusted total PV of $245,787.
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Reduced Risk Of A Security Breach 8 End User Impact: Calculation Table

Ref. Metric Calculation Year 1 Year 2 Year 3
K1 Security events before Microsoft 365 Forrester estimate 720 720 720
K2 Remediation time before Microsoft 365 (hours) 5 5 5
K3 Security events after Microsoft 365 Forrester estimate 150 150 150
K4 Remediation time after Microsoft 365 (hours) 1 1 1
K5 @l\geurﬁs)e information worker fully burdened cost $45.63 $45.63 $45.63
Kt iRr:;;é:ted risk of a security breach — end user (K1-K3)*(K2-K4))*K5 ~ $104,036 $104,036  $104,036

Risk adjustment 15%
Kir Reduced risk of a security breach — end user $98,835 $98,835 $98,835

impact (risk-adjusted)

Reduced Compliance Costs

Microsoft 365 helps interviewed and surveyed companies improve
compliance in several ways. These include more comprehensive risk

audits, better policy enforcement, and better eDiscovery for internal and

external investigations. Additionally, companies said that compliance- “We have realizgd s
related costs were reduced to both build/deploy compliance solutions benefits for governance,

and ongoing compliance activities. eDiscovery, and search. Being

From the survey, Forrester learned: able to easily handle litigation

yCompl itaeicaet ed costs were reduced Bhy'9ladSgopas been inval
yTime spent on ¢Diescdeere 8®edi viy 1|2 ClO ITserices

ySeveaight pércespoapdetfimipsrdoved enf orcement
of data retention pol3i6cki es with Microsoft Office

y Si xsteyv e n  pbeernceefnitus ifnrgonCust omer Lockbox to meet
compliance obligation for data access

ySevehoyr pheawemptr ovetdr aakli ng
yvHeal t ocgraei satwi ‘@h¥%edurcieak HI PAA,

GDPRand other regulatory comphianc &Advaneed BataiGevargance nd f i n

“24%ncreased compliance management TAdvangedeDiscovery e s

yManufactur20% mpawvad safety and c%ﬂrgﬁztgmgh(;%kgox

mo_nl t on_rdl nngepaor ting efficiencies 1 Compliance Manager
Interviewees said: 1 Office Message Encryption

y“We had a policy 'twheemaei |y oouu tc oaunlyd ns e hRyiyilegedAgcess Management
information. Now with the secur ity GDRRqapabiliies suchhas batag 6 5 |
restrictive because the system inte*VGeREHESS v encrypt s

Included Compliance Solutions

ensucemwmpl i ance. That is a big value to the business us
y“We are using [Microsoft 365] for data | oss prevention
management . I't makes sure that i f a document contains
information, it puts rights management against the do
it

y“‘Securetgted audit points have gone down a | ot since w
[ Microsoft 365], and the severity |l evels are | ower. We
l ot of i ssues -pwhemi sves weeecawsane we had to take

shortcut stdnar Kepeed
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y“We now have consistent data retention and compliance

aut omated, which save$.a | ot of tpme—and—effeo
y“SOX, DLP, GDPR, and emaihagblter nalntp Mt o mp]Edititeyc 8 6
i mproved greatly. helps us with GDPR
y“Audit is happy that these soluti onmplignegecfneryisee wi tfh ¢ h
nothing would be indexed, and
For the financial analysis, Forrester included cost savings from not we couldn’t find it
having to build out compliance solutions that are included in Microsoft IT architect, consumer products

365 and from a reduction in ongoing compliance effort and costs.
Forrester assumes that:

vTheomposite owogualnd mhasevileeddd i t i on al I' T efforts to
build out compliance solutdama, including encrypted el
|l eakage protection, eDiscovery tools, and rights mana:

yThe organizati om5®M0e Wi0du pley sgpeant on | T compliance
and eDiscovetrhyissarce d wdadad elsy 13. 6 %.

Reduced Compliance Costs: Calculation Table

Ref. Metric Calculation Year 1 Year 2 Year 3
L1 rlillorgltﬂged encrypted email project (person- 2 months*1 5 FTEs 3.0
L2 rilgzltﬂz;ed data leakage project (person- 1 month*1.5 ETES 15
L3 Ililgmnltﬂzged eDiscovery project (person- 2 months*1.5 FTEs 3.0
L4 aggg%t_en?orrﬁﬁs management project 1 month*2.0 FTEs 2.0
L5 Eliminated compliance projects (L1+L.2+1.3+L4)*($130,000/12 $102,917
months)
* 0 0% |
L6  Reduced IT compliance and eDiscovery costs $500’000Y22.r61? [50% in $34,000 $68,000 $68,000
Lt  Reduced compliance costs L5+L6 $136,917 $68,000  $68,000
Risk adjustment 1 5%
Ltr  Reduced compliance costs (risk-adjusted) $130,071 $64,600  $64,600

Device Provisioning IT Time Savings

Intune and other device management solutions in EMS make

administering devices faster and automate the provisioning of new

devices. The IT organization no longer needs to touch each device. This

frees up the IT organization’s time and greatly improves end user

productivity, especially in the case of new hires and firstline workers who

areremote.Addi tionally, the EMSBurewmtuti ons make “bring
d e v i polieies more readily enforceable, efficient, and secure. From

interviews, Forrester heard:

y“We maemaghe entire  ,fheleatdwng hdéptopieng soft ware
and pushing sécurity policies.

vt used to take 3 hours tmoweitt at ackoemsput er ready to sh
just 21"minutes.
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y“We have mul twiiglhe dgrfdwepsnt categor.i students. | We
depl oy packages based on what a tef Pﬁeglqusly,cgevmﬁee di ng|l. F
dictation software for three kids ﬁnaqag{er@entswgsueptlmwest Col
We created a group, assigned it, dO\WﬁWU%J@WanEV‘WBadEOOftw;
| i cenosnes[ tfthre vendor], and then 'thad |ItAuchalhtBe dgvicgs Ngwwej { = |
have Intune, students would have hf deushglatune fgrinyeptary dle vi
would contract locally with a mobi| énanggewmantaed pushing Uy e/me n 1
touch the” machines. software. It saves us a lot of
time. We only have four

For the financial analysis, Forrester assumes that: .
technicians to support all

yEacihnf or watr ikem has wWh i2e tieewil caense, @ students and empl o
t hryeeear refredihmesehadel 00 shared @gevices kiosfks
for firstline workers, primarily i leeﬁog}oft%ctguplogy,egugaplo? .

schedul e.

y Fewer hours (2.5) are spent setting up and delivering a new device.
The savings from streamlined device provisioning will vary with:

yThe number of devices being provisioned.

y Any previous outsourcing of new device provisioning activities and/or
other provision solutions already in place.

To account for these risks, Forrester adjusted this benefit downward by
5%, yielding a three-year risk-adjusted total PV of $663,225.

Device Provisioning IT Savings: Calculation Table

Ref. Metric Calculation Year 1 Year 2 Year 3
((3,500 information
workers*1.2 devices)+700
firstline worker devices)/3
years

M2  Savings per device 2.5 hours*$68.75 $171.88 $171.88 $171.88

M1*M2
(rounded)

Risk adjustment 15%

M1 Number of devices added/replaced 1,633 1,633 1,633

Mt Device provisioning IT time savings $280,729  $280,729 $280,729

Device provisioning IT time savings

Mtr (risk-adjusted)

$266,693 $266,693 $266,693

Application Provisioning And Testing Savings
Application Provisioning

Windows 10 and EMS provide self-service and automation tools for
application provisioning. That means users have faster access to the
resources they need, and the IT organization does not have to spend as
much time working on provisioning activities.

Windows 10

Windows 10 integrates with tools and services such as System Center

Configuration Manager (SCCM), Microsoft Intune, the Windows App

Store, and the Windows Store for Business. In conjunction with Windows

Update for Business, that ensures corporate standards include the latest

patches and updates, and end users can search and install many

applications whenstéalely akedt tthleen. applti cati on,” said
the senior manager of end user technology for a global food and

beverage conglomerate. With Windows 10, users can access the right

applications from their app store or other catalogs, and with Azure Active
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Directory and SCCM integration, users can ensure they are installing the
right versions of the right applications based on their role, team, and
department.

With self-service tools, the organization saves significant employee time.
End users do not need to wait for IT to respond to their requests, and
issues such as downloading the wrong version are greatly reduced.

EMS

Interviewed and surveyed organizations indicated that a key benefit from

the EMS implementation is an improvement in end user productivity .'

accessing software-as-a-service (SaaS) applications, including gaining

access to and logging into Sags applications. PreV|.oust, companies did Application request time
not have an easy way to provision groups of users in bulk across

thousands of SaaS applications. As a result, business users experienced reduced from 150 to 15
significant delays in gaining access to the business applications they minutes

needed to get their work done. In addition, the IT administrators could
leverage existing groups and assign them to SaaS applications using

Azure Active Directory Premium. Seventy-five percent
Following the EMS implementation, the average completion of requests q . in OS-rel d
for access to SaaS applications was reduced from five days to reduction In -relate
immediate access. Before EMS, new employees would have to wait app|icati0n testing time
several days from when they started at a company to get access to the ith Wind 10

proper applications in cases where their managers had not submitted wit INAaows -as-a-
requests on time. With EMS, new employees get immediate access to service

business applications. In cases where the requests are delayed by the
manager, the IT administrator can easily add a new user with appropriate
access. Furthermore, EMS eliminates the typical time delay logging into
Saas applications, which hurts the daily productivity of many users.

For the financial analysis, Forrester assumes that:

yOn aver agea,f og anmhr ikeekesf oappl i cati on requests

i n Yeamr oss EMS andTHWisndipdvswesi@est s by

Year 3 as more applicaheoMscansoifhnht 8¢bated into
solution.

yOn average, each késiomet laippé iwantr k em ma&quest in
Year 1.owdthé wo gmrequests beginning in Year 2.

yThe waliist rteidweced from 150 minutes to 15 minutes (a sav
2.25 hours).

VA $4631 1y burdenieduvedragroesstthe board.

y Twe nftiyve percent o6 tealitpoedl bbeaevset most users
codlwork on other tasks while waiting for provisionincg
even i f it meant they were | ess productive.

Application Testing

Additionally, the standard application testing time required for every
major operating system release can be significantly reduced. With the
Modern Desktop Windows 10-as-a-service, OS releases are no longer
the major, every two- or three-year undertakings that come with new and
updated features in virtually every area. Instead, operating system
updates come incrementally, around twice a year, and include focused
feature updates and additions. Applications that don’t interact with a new
or updated feature likely don’t need significant testing.

The IT systems engineer at a global technology company said: “ W're
starting to change our approach; instead of telling our application team,
‘Here is the list of things to test,’ they can focus just on their applications
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that interact with a new or updated operating system module. Otherwise,
your e probably good to go."”

For the financial analysis, Forrester assumes:
vyvThe number of appli appisopeorithol udedriowst hieom
200 tor &2@&®r Ye atro 3

yThe original testiNog50mef wabed@pphosucan
experience shortasnedrttdet iMogl etrinmédeskt op
services. I n t hteessettiimgstiasncresduddeaad by 75 %.

These benefits will vary based on the several factors:

yTherevious tools and automation in place for applicati
yTheumberf application provisioning requests.
yTheumberf applications in the portfolio eligible for te

yThe previous time testing took and savings possible.

To account for these risks, Forrester adjusted this benefit downward by
5%, yielding a three-year risk-adjusted total PV of $2.27 million.

Application Provisioning And Testing Savings: Calculation Table

REF. METRIC CALC. YEAR 1 YEAR 2 YEAR 3

N1 Number of affected information workers Al 3,500 3,500 3,500

N2 Average requests per information worker 4 8 11

N3 Number of affected firstline workers B1 1,500 1,500 1,500

N4 Average requests per firstline worker 1 2 2

N5 Application requests N1*N2+N3*N4 15,500 31,000 41,500

N6 Time savings (hours) %isn%trgg)}fégsrﬁr?utes 2.25 2.25 2.25

N7 Total savings N5*N6*$45.63 $1,591,346  $3,182,693 $4,260,701

N8 Productivity capture 25% 25% 25%

N9 Information worker savings N7*N8 $397,837 $795,673 $1,065,175

N10 Number of apps in portfolio 200 225 250

N1l é‘p\)lp;rtgsgr:g Erg]liger application per year 40 40 40

N12 IT fully burdened cost (hourly) $68.75 $68.75 $68.75

ig  Fercerage of spps et ca shren testng

N14 tF;esrti:negntage of time saved with shortened 750 750 75%

N15  IT savings TjO*Nll*le*le*N $206250  $232,031  $257,813

Nt Application provisioning and testing savings N9+N15 $604,087 $1,027,704  $1,322,988
Risk adjustment 1 5%

Application provisioning and testing savings

(risk-adjusted) $573,882 $976,319 $1,256,838

Ntr
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Reduced Help Desk Calls

The interviewed and surveyed companies indicated that a key benefit
from the EMS implementation was a reduction in call volume to the help
desk, specifically for password resets. Prior to EMS, the organizations
typically did not provide the option for users to reset their own passwords
through a self-service option. As a result, the help desk team spent as
much as 25% of its time handling password reset requests. Furthermore,
this time delay for password resets also hurt the productivity of the
business users who were locked out of their devices and applications
while waiting for a response from the help desk. With Microsoft EMS,
employees can reset their own passwords, reducing help desk calls and
improving user efficiency.

For the financial analysis, Forrester assumes that:

yEacihnf or mat iluesmer madedess k deall S %aoyyear,
which werer ephaswdr d

ySevehityve percent -0él ahed paadsedws r d
resol ved -suesrivnigc esetldo | s .
yThe averdgseskheldsp |$ 2c0o.st

This benefit may be lower if self-service tools already exist. To account
for this risk, Forrester adjusted this benefit downward by 5%, yielding a
three-year risk-adjusted total PV of $186,048.

Reduced Help Desk Calls: Calculation Table

REF. METRIC CALC. YEAR 1 YEAR 2 YEAR 3

o1 Number of password-related calls A1*6*25% 5,250 5,250 5,250

02 Number of reduced calls 01*75% 3,938 3,938 3,938

03 Cost per call $20.00 $20.00 $20.00

Ot Reduced help desk calls 02*03 $78,750 $78,750 $78,750
Risk adjustment 1 5%

Otr Reduced help desk calls (risk-adjusted) $74,813 $74,813 $74,813

Reduced Security Solution Costs

Windows 10, EMS, and Office 365 Advanced Security Workloads such
as WDATP provide a lot of the technology solutions that all talk to each
other. Organizations previously had to purchase these from multiple
vendors and struggled to tie them together. This improves security, as
discussed above, and lowers costs by eliminating these third-party
solutions and reducing IT support required to integrate and manage the
solutions. Having fewer solutions also means that the deployment and
integration efforts are lower.

Windows 10 includes new and enhanced features that can replace
applications that were purchased from a third-party vendor in the past.

“We are using Wi ndows Def & mahagerfonao w,
food and beverage conglomerate. Several interviewed organizations
identified both drive encryption and antivirus utilities, along with other
applications.

said the senior
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Interviewed and surveyed organizations also indicated that a benefit from
the EMS implementation was the reduction in legacy license and
infrastructure costs. Prior to EMS, they often had an on-premises, point “ We u sEnterpriseeMobility
mobile device management solution, which cost more money to + Security to help our
purchase and host than EMS. Because the legacy point solution was not
fully SaaS-based, the composite organization also had to spend money
on the infrastructure to support it. As a result, the composite organization
did not have the efficiencies of an all-SaaS mobility management
solution provided by one vendor. With Microsoft EMS, the entire solution

increasingly mobile workforce
access and share data in a
secure fashion on up-to-date
devices, so they can work

is SaaS-based and integrated with Azure Active Directory so that all more productivegly.”
security and access between applications, devices, and users is Chief technical architect, facility
seamless. management service provider K

There are additional advanced security workloads within Microsoft 365
E5, including Windows Defender Advanced Threat Protection, Exchange
Online Advanced Threat Protection, Office 365 Cloud App Security,
Advanced Security Management, Customer Lockbox, Advanced
eDiscovery, Microsoft Advanced Threat Analytics, and Advanced Data
Governance solutions. These provide a wide range of benefits across the
organization and can replace many third-party solutions and costs.

For the financial analysis, Forrester assumes:
yEach of timé o3 ma&kenm s has on average 1.2 devices

There are another 700 shared computers and kiosk for
wor kers, predominantly in cal/l centers.

yvThe composite Wwas EDRng dWASiRmMi oh t o
cost $50 per endpoint per year.

yHardware and infrastructure costs related to mobile de
managementar e MDMJduced by 40 %.

yTher epv iMDUM mai nt enance amfd #ried eredaiceast s

by 75 %.

yFor each of the 5,000 usersae$30 in desktop/laptop | i
eliminated.

yOnl7ys % oEDRhand antivirus savings are realized in Year
all ow for previous contracts to be closed out.

This benefit will vary based on several factors, including:
yTherevious solutions and negotiated pricing.
Yy Theesditroe move to Microsoft 365 security solutions.

yThebial ity to get out of existing contracts.

To account for these risks, Forrester adjusted this benefit downward by
5%, yielding a three-year risk-adjusted total PV of $1.05 million.
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Reduced Security Solution Costs: Calculation Table

REF. METRIC CALC. YEAR 1 YEAR 2 YEAR 3
P1 Number of endpoint devices A1*1.2+700 4,900 4,900 4,900
P2 Annual prior EDR solution cost Per device $50 $50 $50
* 0/ i
P3 EDR savings from WDATP P1*P2 [75% in $183,750 $245,000 $245,000

Year 1]
$228,000*40%

P4 MDM solution infrastructure savings [75% in Year 1] $68,400 $91,200 $91,200
3,500

P5 MDM solution license savings users*$18*75% $35,438  $47,250 $47,250
[75% in Year 1]

P6 MDM savings from EMS P4+P5 $103,838 $138,450 $138,450
3,600

P7 Desktop/laptop/kiosk antivirus savings devices*$30 $81,000  $108,000 $108,000
[75% in Year 1]

Pt Reduced security solution costs P3+P6+P7 $368,588 $491,450 $491,450

Risk adjustment 1 5%
Ptr Reduced security solution costs (risk-adjusted) $350,158 $466,878 $466,878

Eliminated Collaboration Solution Costs

Both the interviews and surveys revealed that companies can greatly
reduce or eliminate many cost types associated with their previous
collaboration solutions by moving to the integrated Microsoft solution.
Specifically, organizations can retire third-party collaboration software,
including the required on-premises hardware and telecom costs related
to mobile and long distance, and minimize the risk of shadow IT often
associated with both information workers and firstline workers. With
Microsoft 365 solutions like Skype for Business, Teams, Yammer, and
IM, organizations no longer must rely on third-party solutions and can
save on telecom costs.

From t heFosrumrestyet hhtarned

yFi fftowr percent of respondents reduced expenses relate
associated comnoulnliacbaotriaotni canndt ecc hnol ogy cost s.

yvFi ttwp percent of respondents reduced telecom usage ch
ad owg st aatki ng,,alnidnenorbérntealphone charges.

vRespondemtld. 1% reduction in c¢commund—-ecation—and
coll aboration technology costs. “ We

wi || save f
yRespondamt 4. 6% reduction in tel ec|lo$t0a R eagheysarinother
communication solutions by

. o replacing them with [Microsoft
y “Skype for Business has become our corporate communication 365] . "

channel, and all our field agents are now using it. We have _ _ _
dramatically decreased mobile roami §fgfinandasaviges e s b

y“We are saving $50,000 to $100, 000 per year on o r
hostngs ol uti on al one."”

During our interviews, Forrester heard that:

yv“ Al l the mai assceiated witheollabaratidn solutions go
away becauseitsi n t he ¢l oud."”
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Forrester assumes that:

yTheompoasi g&ni zation $avesm$ddoi, 000
coll aboration solutiong rwiftresh8%nd upgrades, al on
mai ntemsamtags inysabsequent

y The organization replaces its $80,000-per-year webconferencing
solution with Microsoft 365. In Year 1, only 50% of the benefits are
realized as the previous solution is phased out.

y The organization spends $50,000 less in Year 1 on long-distance and
mobile phone calls by moving them to Microsoft 365 solutions like
Skype for Business and Teams. This number increases to $125,000 by

Year 3 as employees become more comfortable with the Microsoft 365
offerings.

The savings from eliminated collaboration solution costs will vary with;
yTheumber and cost of solutions previously in place.

y The geographic reach and number of locations where mobile calls are
reduced.

To account for these risks, Forrester adjusted this benefit downward by
5%, yielding a three-year risk-adjusted total PV of $648,727.

Eliminated Collaboration Solution Costs: Calculation Table

Ref. Metric Calculation Year 1 Year 2 Year 3

Maintenance at 18% for
years 2 and 3 $250,000  $45,000  $45,000

Q1 Eliminated on-premises hardware

Q2 Eliminated webconferencing solution [50% in Year 1] $40,000 $80,000  $80,000

Q3 Reduced telephony costs [50% in Year 1, 125% in Year 3] $50,000 $100,000 $125,000

Qt Eliminated collaboration solution costs Q1+Q2+Q3 $340,000 $225,000 $250,000
Risk adjustment 1 5%

otr Eliminated collaboration solution costs $323,000 $213,750 $237,500

(risk-adjusted)

Technology Cost Reductions

Organizations experience total cost of ownership savings when moving
from their on-premises solutions to Microsoft 365. They also find value in
consolidating and eliminating solutions from multiple vendors onto a
single platform and by reducing the necessary IT support for this
solution. Microsoft provides a range of FastTrack services that can
reduce deployment cost and effort; these services can also help with
adoption of best practices and configuration optimization.

From t heFourestyet hhtarned

vFi fftwper cent of erxepseproirednecretdtlsuced t ot al cost of
owner.ship

yThe el i mi naptairotny ohfartdnwiarrde andTsahdware reduced
heldpsk support odo srtess pfoord edna 9% .

yForsseeven percent soafew rreesdpuocntdieonnt si n Mi cr osoft
Il icensi.ng cost s
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yThitfyi ve per centomtahwe sraevd uncgtsi eofmi siens p n .
hardware.required Ho weyowlaok at i,

) ) ) ) moving to [Microsoft 365

During our interviews, Forrester heard the following: Enterprise] drastically reduces

y “The fact that we manage less of our own hardware is significant. We costs.
are probably saving $500, 000 per Y

”
€ @1’6 financial services

y “We have reduced our system administrators and engineers from 10
down to four by moving off-premises. ”

y“Our goal i s t o cgeerntt eorutbWesfi snpdeseisdd atr @ un d
$90, 000 on our colocattoevéaci hctydeand that doesn
tel ecoms. I want to get that down to zero over the ne>

moving tsolSaaDdns
Forrester assumes that:

VvTheomposi g@nirzadu oeas  h evguléesAt o

premilseceseaosesring all the functionality of Microsoft 3
Enterprfirsoén7@Ber geatno6&80$57x12 fmomt hs)

the Microsoft 365 Enterprise E5 |Iicense. This reducti
accounitrsf dromatrikénm ssnsas the fiaretline workers

added as Marct Bsoibf tihnep | e Memtnat iyen.s Of
Cossesction includes thei co8%df associ ated with
|l icensing.

y The organization eliminates the need for $500,000 in hardware that
would have been needed at the time of the implementation of Microsoft
365; it also eliminates the ongoing 18% maintenance costs. “The FastTrack migration service

was very helpful and flexible. We

moved the largest amount of
data at the fastest rate that

y Compared to the on-premises environment, the required headcount is
reduced by six FTEs to support and manage the various on-premises
hardware and software solutions that are now part of Microsoft 365. !
The Analysis Of Costs section includes the ongoing IT support costs Microsoft had gone — we

required for support of Microsoft 365. pushed them to go very fast, and
they worked with us on our

problems, instead of sticking with
their schedule. They had bounds
they were supposed to stay in
but quickly worked outside of
them so that they could meet our

y The initial deployment effort for Microsoft 365 is less taxing than the
effort for the new on-premises environment that would have been
required to replace the previous end-of-life one. As a result, both
internal and professional services costs are reduced by 35% for
standing up, rolling out, and testing the new solutions. The deployment
efforts required for Microsoft 365 are considered in the Analysis Of

Costs section. goals. ”
y There is an additional deployment savings from using Microsoft's Director of service Opef?tionS,
FastTrack services to migrate mailboxes and files. An average mailbox managed cloud computing company

migration cost of $40 per information worker is included. For file
migration, cost savings include eliminated third-party migration tools
($10,000), Azure servers dedicated to the migration ($10,000), and
internal IT effort to set up and manage the third-party migration tool
(three IT resources for one month = $35,475). The remainder of
internal effort is included in the 35% reduction in deployment costs
discussed above.

The savings from technology costs will vary with:

yTheeduction in |icense costs

vyRequi r-ede msihsae dware and support.

To account for these risks, Forrester adjusted this benefit downward by
5%, yielding a three-year risk-adjusted total PV of $6.94 million.
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Technology Cost Reductions: Calculation Table

Ref. Metric Calculation Initial Year 1 Year 2 Year 3
R1 Reduced licenses 3,500 users*($975-$684) $933,625 $1,018,500 $1,018,500 $1,018,500
Eliminated on-premises Maintenance followin
R2  costs — hardware and data 9 $500,000 $90,000 $90,000 $90,000
X years at 18%
center hosting
. 6 FTEs*$130,000
R3  Reduced IT ongoing support [50% realized in Year 1] $390,000 $780,000 $780,000
R4 Reduced initial deployment (St+Tt)*35% $1,331,843
costs
R5 Fa'lstTr.acksavmgs—emalI AL*$40 $140,000
migration
FastTrack savings — file 3 FTEs*$11,825+
R6  migration $10,000+$10,000 $55,475
Rt  Technology cost reductions R1+R2+R3+R4+R5+R6  $2,960,943 $1,498,500 $1,888,500 $1,888,500
Risk adjustment 15%
Technology cost reductions
Rtr (risk-adjusted) $2,812,896 $1,423,575 $1,794,075 $1,794,075
Flexibility
The value of flexibility is clearly unique to each customer, and the Flexibility, as def
measure of its value varies from organization to organization. There are represents an inves
. . . . . capacity or capabil
multiple scenarios in which a customer might choose to implement furned into businel
Mlcrosoft_ 365 _soluthns and later realize additional uses and business additional invest me
opportunities, including: organization with |
, . . . . . apil it t fou tenrgea gien it
vUtilithregest offerings from Mlcr.osq)lg{ t3h625,0b$pg tigaosn St
Microsoft is continually i nandodveadt itnog e on new product | of f
Mi csroB65 sol uOhensextamplredesnt addition of
Microsoft Stream. Stream,ahdotwlseusers to upload video
solution automatically adds captions. Each word is sci
pageo wvsasmearch for spdaitforwatv@dled o and
exacti spioohe video thelt aalesbdbob&as nigac¢ioal
recogtiiori espetakerwihilimoh car eéatmeassiende b
on hppeomwhes peak i n Wihteh utshdiessn go directly
to pdhient in thekevptkeeygpwatde@rested in.
Solutions such as this will help users maximize their
and save ti me
yUtilizing the accessibil Atgpngewt thes with Office 365.
i nnovations around produt amfafoemrgi ngs, Mi crosoft is al:
provideivecltools for diverse teams, ensuring that digi
experiences are accessible to all empl oyees. Leveragi:!
of assistive technologies, Mi crosoft is working to en:
coll aboration and innovatiomtacross all empl oyees wit|
accessibility needs. For -iemx Amnpgles,si Midrnadasgyoft has a buil
Checker in apps |ike Word, Excel , Power Point and Out |
empl oyees author accessible content and offers a Pres:¢
Trans!| atmrf addPower Poitntse betniatbleisn gwirteha l
presentations Leveraging these technologies helps to
productive, inclusive and compliant work environment.

Increased adoption of Microsoft 365 security solution. Microsoft is
regularly updating and adding security features to Microsoft 365 E5.
Organizations may adopt these features in the future even if they were
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not viewed as a good fit at the time of the original Microsoft 365

migration.

vincriendghes eébrase and nfyacas o@trigam. zati ons

can further i @mpsovel tbethagineceive by adding
additional users or focubi agt isoencadmeti on to ga mor e

in
wider efficiency and effecti.veness throughout the org:

Flexibility would also be quantified when evaluated as part of a specific
project (described in more detail in Appendix A). None of these flexibility
opportunities are included in the financial analysis.
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Anal ysi s Of Cost s

QUANTIFIED COST DATA AS APPLIED TO THE COMPOSITE

Total Costs

Present
Ref. Cost Initial Year 1 Year 2 Year 3 Total Value

Planning, implementation,

S 2nd onosing support $1,310,833 $1,287,000 $858,000  $858,000  $4,313,833  $3,834,552
Ttr Sffv"iﬁi?em andmanaged o) 574 960  $1,668,020 $1,072,720 $1,402,720 $7,019,320  $6,332,590
Utr  Training $210,875  $203,700  $187,950  $187,950  $790,475  $692,597

Vitr  Licensing costs $1,197,000 $2,574,000 $2,574,000 $2,574,000 $8,919,000 $7,598,157

Witr  Additional technology costs $484,050 $61,425 $61,425 $61,425 $668,325 $636,805

Total costs (risk-adjusted) $6,077,718 $5,795,045 $4,754,095 $5,084,095 $21,710,953 $19,094,701

Planning, Implementation, And Ongoing Support The table above sh|o
costs acr oss t he ajlr
The planning and implementation of Microsoft 365 varied greatly well as present vall
depending on the size and complexity of the rollout. The main variables di scounted at 10 %.
around this complexity involve the number of users and locations. For t heomposi gani zatio
the 5,000-user composite organization: ri-a#tj usted total cjo
nea®®ynmil |l ion.
vinitial planni ngK esimod nd @ gil noplaflethe t
i nteFTMEAlresources to suppbimont hepprasjgegect. The first
consofktst apdivlagi ous Migcolostoifan86&nd
compilnegt early daedl oy me altns otnhse f ol | owi ng year,

four FTEs continue to wo,r kf uornt hSehra rreoPoliinntg mi gr ati ons
out Teams and other communication solutions

yOngoing suppsoiFrklTEsefoirreach of (ttheefoll owing years

i n YearThliar eardgleelsy t o suppdMicrasofconfigure

365 soltustetonssp and manage tuselrl acwctoumdew , and

solution components. Some of the interviewed and sur v«
organi zations chose to use managed services from a Mi (
for thetsieesactbhuatiu steh es deni amrcilaaded as part of this

calcul ation.

y Forrester assumes an average fully burdened annual salary of
$130,000 for these IT resources.

These costs can vary with:

yThe size of the deployment ahdttbeslmpmbe@entoaft ijlogcaitdlkon :
included proposed invest menit
t he imrailg or expect gc¢
yvThe number of FTEs required for injirteisal tidregplioyimeanhefran
support. anticipated. The gjr
uncertainty, t he wi
To account for these risks, Forrester adjusted this cost upward by 10%, range of outcomes |[f

yielding a three-year risk-adjusted total PV of $3.83 million.
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Planning, Implementation, And Ongoing Support: Calculation Table

Ref. Metric Calculation Initial Year 1 Year 2 Year 3

S1  Number of months Months 11 12 12 12

S92 FTEs involvgd in planning and 10 4
implementation

s3 FTEs involved in ongoing 5 6 6
support

S4  Annual fully burdened salary $130,000 $130,000 $130,000 $130,000

st Planning, implementation, and g5, cavsans1/12)  $1,191,667 $1,170,000  $780,000  $780,000
ongoing support
Risk adjustment 110%

sy Planning, implementation, and $1,310,833 $1,287,000  $858,000  $858,000

ongoing support (risk-adjusted)

Deployment And Managed Services

The amount of reported professional services varied wid
company size and the sThleutcioonposheieng depl oyed.
organiusadgs onhessi ontad stearwd cleps and configure the
solutions and then integrate them with other systems.
services imaretsnterprbarcti ces and template solutions to spe
the deployment ti me.

The organization also uses ongoing deployment services to migrate
SharePoint sites and assist with future deployments. Additionally, there
is @ managed services contract to manage existing SharePoint sites from
the partner’s offshore support center, and these services grow over time
to include security and help desk.

For the composite organization:

vyThe number ofdi cbrgs yderada ng f fwo it fd E s
involved with initiadneegpndoymmamasl,f2dr opping to
and 3 of analysis.

vVThe cost peis $dD>n2@dy pmaasiumes a total of 22
working days per mont h.

yManaged services increase over time as additional ser

The costs associated with deployment and managed services can differ
greatly depending on the required support, size of the organization, and
internal IT skills and capacity. To account for these risks, Forrester
adjusted this cost upward by 10%, yielding a three-year risk-adjusted
total PV of $6.33 million.
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Deployment And Managed Services: Calculation Table

Ref. Metric Calculation Initial Year 1 Year 2 Year 3
T1  Number of months 11 12 12 12
Number of consultants
T2 (FTEs) 9.0 4.0 1.5 1.5
Monthly cost of consultant $1,200 per day*22
T3 - $26,400 $26,400 $26,400 $26,400
working days per month
T4  Managed services cost $250,000 $500,000 $800,000
Tt E:rf’/'iggem and managed (TL*T2*T3)+T4 $2,613,600  $1,517,200  $975,200  $1,275,200
Risk adjustment 110%
Deployment and managed
Ttr services (risk-adjusted) $2,874,960 $1,668,920 $1,072,720 $1,402,720
Training
The interviews and surveyoughdealteditnhatg drogani zati on
t wo r ehisrosnts,: the | T department needed training on manag
using tbeoMi c36 3 exwlnwt,i admsa;i ning was required for end
users to teach thew Iioedr6o5® osind esuttitbens, t each
them the benefits of wtilizing the solutions, and dri v

organi zati on.
For the composite organization, Forrester assumes:

vVAnout side professional sefFViteainorggnatzaanon provide
average cost of $300 per day of training.

vyTwo internal nBETsEs ctrread@ibneisney &€ T Es

responsible for-speetarfdicrmgi e mpamtyent , setting up a
l earning port al i n Stmraa iedhoen gttr,aianred provi ding
training to | ocal champi oenssur el htilsati s an ongo

ing effort
users are comfortabl eMiucsri Bgbfats bl tembores of the

Costs associated with training will vary with:
vThe size ofandheexliiTsfttdenagatt i eons o.l uti ons
yvThe number of FTEs i nwaslewved rwiithh ngrreating end

To account for these risks, Forrester adjusted this cost upward by 5%,
yielding a three-year risk-adjusted total PV of $692,597.

Training: Calculation Table

Ref. Metric Calculation Initial Year 1 Year 2 Year 3

U1 Nu_m_ber of person-days IT user 150 80 30 30
training

U2  Cost per day $300 $300 $300 $300

2 FTEs*85,000

US  Enduser training [prorated in Initial period]

$155,833 $170,000 $170,000 $170,000

Ut Training (U1*U2)+U3 $200,833 $194,000 $179,000 $179,000
Risk adjustment 1 5%
Utr  Training (risk-adjusted) $210,875 $203,700 $187,950 $187,950
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Licensing Costs

These represent costs pai dMitoor t3dfr osoft for the use of
solutions.

For the composite organization, Forrester assumes that:

vThe 3i,bf0®r watr ikerw cseMivcer BHd&ntt er 5% i s e
|l iceaseaotf5 Bmomter .Wsernt hepet hotdj at he
average bemgshsoksmoaoths$here is an upfront period
of testing amdddéepkekoymerts are migrated over ti me.

yvThe 1,500 firstkEMincer Bsbdaflkiee SPL i s e
|l i ceaseat cofEnbbnth per wuser.

As | ist priFoerwasd aws ench ,d fne ad jTthiert e e
year-adij silst di $706 @l mi I 1 i on
Licensing Costs: Calculation Table
Ref. Metric Calculation Initial Year 1 Year 2 Year 3
. . $57/month*12 months
Microsoft 365 Enterprise E5 S
\1 license cost [6 months in Initial $342 $684 $684 $684
period]
V2  Number of users 3,500 3,500 3,500 3,500
V3  Microsoft 365 F1 license cost $10/month*12 months $120 $120 $120
V4  Number of users 1,500 1,500 1,500
Vt  Licensing costs (V1*V2)+(V3*V4) $1,197,000 $2,574,000 $2,574,000 $2,574,000
Risk adjustment 0%
Vir  Licensing costs (risk-adjusted) $1,197,000 $2,574,000 $2,574,000 $2,574,000

Additional Technology Costs

I n addotibe costs already | iesdted, interviewed and sur ve
responmeadtsadd r epl ace some computers outside of the norm
refresh smceéhdkeandwi dth for the increased video and voice
traffic, as well as the wupload and retrieval of docume]
Many orgamil maltdieadn ADFS servers to streamline
authenticationnmnnd single sign

For the composite organization, Forrester assumes that:

yFour huwmdrpad er s weurte pafidebetdh epet nod i at

an average cost of $1,000

vincrement al bandwi dth costs $4,500 per month, prorate:
Initial period

yThADFS s<=crovsetr $25, 000, wictolp fla8 %nafionrt enance

S ub s e qgyueeanrts .

The amount of additional bandwidth required will vary \
bandwi dth, the number of solutions, and the extent to \
bandwi dt h s ol wit dowonnsf esruacnhe i ansgheed .need t o

add additionatscdmpofetbeonoemwil revaegh schedul
depending on how old the existing estate 1is.

To account for these risks, Forrester adjusted this cost upward by 5%,
yielding a three-year risk-adjusted total PV of $636,805.
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Additional Technology Costs: Calculation Table

Ref. Metric Calculation Initial Year 1 Year 2 Year 3

W1  Out-of-cycle computer refresh 400 computers*$1,000 $400,000

W2 Incremental bandwidth [pm?:t':g? nplf]riti";logg;i oq]  $36000  $54000 $54,000  $54,000

W3  ADFS servers Maintenance at 18% $25,000 $4,500 $4,500 $4,500

Wt  Additional technology costs W1+W2+W3 $461,000 $58,500 $58,500 $58,500
Risk adjustment 1 5%

Additional technology costs
Wir (risk-adjusted) $484,050 $61,425 $61,425 $61,425
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Financi al Summary

CONSOLIDATED THREE-YEAR RISK-ADJUSTED METRICS

Cash Flow Chart (Risk-Adjusted) The

financi al resu
Benefits and Cost s
Total costs used to deROF mMi NBV|

payback period for
organi's aitiwenst ment
assumes a yearly dj
for this analysis.

Total benefits

= Cumulative net benefits

Cash $35.0 M

flows

$30.0 M

$25.0 M

$20.0 M *

$15.0 M _ _

These risk-adjusted ROI,
s10.0m IRR, NPV, and payback
$5.0 M period values are
determined by applying
v risk-adjustment factors to
$3.0M the unadjusted results in
-$10.0 M each Benefit and Cost
Initial Year 1 Year 2 Year 3
Cash Flow Table (Risk-Adjusted)
PRESENT
INITIAL YEAR 1 YEAR 2 YEAR 3 TOTAL VALUE

Total costs ($6,077,718)  ($5,795,045)  ($4,754,095) ($5,084,095) ($21,710,953) ($19,094,701)
Total benefits $2,812,896 $10,916,181 $18,468,743  $19,352,209 $51,550,029 $42,539,722
Net benefits ($3,264,822) $5,121,136 $13,714,648 $14,268,114 $29,839,076 $23,445,021
ROI/IRR 123%/227%
Payback perioda f t et i Vg b 10 months
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Mi cro3@BEnt er (b3 sleut:i oQwser vi e

The following information is provided by Microsoft. Forrester has not validated any claims and does not endorse
Microsoft or its offerings.

Microsoft 365 Enterprise is a complete, intelligent solution that brings together the best of Office 365, Windows
10 Enterprise, and Enterprise Mobility + Security, and empowers everyone to be creative and work securely
together.

Microsoft 365

A complete, intelligent, secure solution to empower employees

B -

Unlocks Built for Integrated Intelligent
creativity teamwork for simplicity security

Unlocks creativity

yCreate compelling content with Intelligent apps.
yWor k natuirmk, yvaviidcd, and touch.

vyVisualize information in new ways.

yConnect the experience across devices.

Built for teamwork

yEmai | and calendar with Exchange.

yConnect to peopl e, content, and apps with SharePoint.
yVoice, video, ardrcBatnwdieddiso StfypeTeams.

yNet work across the organization with Yammer.

yCoaut hor with Office 365 ProPl us.
Integrated for simplicity

yModern desktop experience.

yvFl exi bl e device management .

vintegrated administration tools and insights.
yBuitiInt compliance solutions.

Intelligent security

yvlidentity and access management.
ylnformation protection.

yvThreat protection.

ySecurity management .

vAccel erate GDPR compliance.
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AppenAiTxt al Economic | mpact

Total Economic Impact is a methodology developed by Forrester

Research that enhances a caonakmgny’' s teashnol ogy deci sion
processes and assists vendors in communicating the value proposition Present value (PV)

of their products and services to clients. The TEI methodology helps

companies demonstrate, justify, and realize the tangible value of IT I The present or current
initiatives to both senior management and other key business value of (discounted) cost and

stakeholders. benefit estimates given at an
interest rate (the discount rate).
The PV of costs and benefits feed

Total ECOI’\OIT]iC Impact Appl’O&Ch into the total NPV of cash flows.

Benefrietps esent the value delive tNetpleder® b usi nes:
prodillkée. TEI methodol ogy pl aces a Value®PM)g ht on th
measure of benefits and the measufe of costs, all
full examination of the ef f ect Thepresanttoreurréneva@ubat ol o gy
organi zation. (discounted) future net cash flows

given an interest rate (the discount

rate). A positive project NPV

normally indicates that the

investment should be made, unless
Costesnsider all expenses neces otherpipject hpvedighdrNP¥Vse r t h e
pr opovsaeldu ee nefri tbs, of the product. The cost categc

cReRN @Y wi t h t he

investment (ROI)

wit hElh capharemental costs over “e existing
environment for ongoing costs /

A project’'s expected
percentage terms. ROl is

Flexibeprégents the strategic \allate@&by dividigghet benafis b e
obtafomedsomedfitii oma@al ad nv est me n (tbenditsiléss casis) bhygosts. n
top of the initial i nvest ment already made. Havi n
to capture that benefit has a Yt hat can be esti
Discount
rate
' R?slmeasure t he yncertainty of gzglmtleéftékelﬁti%jﬁoﬁqéleow e S
given: 1) the | i keillilhonoede tt hoarti gﬁhﬁﬂ,g ﬂﬁon%ySOranlzatmns
- projeanido®d the | ikelihood t hatypicayudedistoartraes wi || b
tracked over ti me. €TdEID mrii ssrkg U ladetween 8% arwl 168. b a s
di stri"bution.
i Payback
period
The initial investment column contains c¢¢C s i ncurred at “ti
beginning of Year 1 that are not discounted. All other cash flows are discounted The breakeven point for an
using the discount rate at the end of the year. PV calculations are calculated for investment. This is the point in time
each total cost and benefit estimate. NPV calculations in the summary tables are at which net benefits (benefits
the sum of the initial investment and the discounted cash flows in each year. minus costs) equal initial
Sums and present value calculations of the Total Benefits, Total Costs, and Investment or cost.

Cash Flow tables may not exactly add up, as some rounding may occur.
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AppendiSxipBl ement al Materi al

In addition to the new information collected for this study, from additional customer interviews, data points, and
guotes, the following studies were also included in this study:

Related Forrester Research

y‘The Tot al Ec d"mfmiQCf flintpea c3t6 5 Ent &R oprrriesset eEr5 CSoonl suutlitoinnsg r
Mi cr olswf @ 18.

vThe Tot al Ec d"\n@f miMi clrnopsaocftt 365 ,Treoarnrweosrtke rSoCourtsi wintsi ng r
Mi cr olswlF @ 1 8.

y‘The Tot al Ec d"nfmiMi clrnopsaocftt "B6br Edtient Consul ti Mgcrepoft
January 2018.

VY9 mproving Firstline Wor ker P3e6rZi:oRF orrarnecset éNfi t Tho t Maic rBocsoonfotn
Anal Yyksdrsrester Consulting reYeopttemhreerpa2®d7 for Microsof
yv‘Achieving Digital Business Transformation Wimp@cMi cros

Anal yksdrsrester Consulting reYeoptte phrerpazx®eld7 .f or Mi crosof

y‘Th&ot al Econdmtfc Mimcpraocstof t Wi ndows Def endgéRkForAdeatnered T
Consul ting repMirdr g @&fay7ed f or

yv‘The Tot al Ec d"nf miMi clrnopsaoclit) FWr ndewser Consulti Mgcrepoft,
Deaoder 2016

y“The Tot al Ec d"nfmiMi chnopsaotfetr pr i s e,”FMorbrielsitteyr Suointseul t i ng r
foMi crosdtuty 2015
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Appendi x C: Endnot es

1 Source: Forrester Analytics Global Business Technographics® Priorities and Journey Survey, 2017.

2 Source: Forrester Analytics Global Business Technographics Applications And Collaboration Workforce

Survey, 2016.

SSource: “2017 Cost of Data Breach Study,” Ponemon | nst
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