
Speaking of security: 
Risk management
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What we’ll cover today

Security focus

Microsoft digital security strategy

Risk management process

Key actions

Q&A
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Our risk management focus



The possibility that events will occur and 

affect the achievement of strategic, 

operational, financial, and 

legal/compliance objectives

Enable Board Governance

Enable senior leaders to make risk informed decisions 

& remove remediation road-blocks in an effective, 

efficient, and consistent manner.

Identify, prioritize, and report the most critical risks to 

key company strategies
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How we think about risk



• Information Risk Management Council 



Security governance 

Information Risk 
Management Council

How do we manage enterprise risk?

The mission of the Information Risk 
Management Council (IRMC) 
program is to enable a risk-based 
approach for managing information 
security, physical security, and 
customer and employee privacy 
related matters
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Identify Protect Detect Respond Recover





EVP/CVP

(e.g., C+AI, E+D)

(e.g., C+AI, Gaming, E+D) CVP/VP

(e.g., C+AI only)

GM/Partner





Ensure data is actionable 
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Educate and leverage senior business leadership

Know your threat landscape

Ensure the group is willing to make the hard calls

Start with a coalition of the willing 



• Fostering a risk-based culture to secure the enterprise

• Speaking of security: A discussion with Bret Arsenault, CISO at Microsoft

• Integrating security into the mobile app development life cycle

• Building cloud apps using the Secure DevOps Kit for Azure

• Microsoft Security Intelligence Report

https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fitshowcase%2Fblog%2Ffostering-risk-based-culture-secure-enterprise%2F%3Fwt.mc_id%3DFY19FPB%2527&data=02%7C01%7Cmichellp%40microsoft.com%7C74072a2084ee4fe3212908d6b152fe24%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636891367341290234&sdata=uh1UWJQFlOP9%2FWb2bvOkiSVmU%2BaqGJbXzGGQCvd4SO0%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fitshowcase%2FArticle%2FContent%2F1061%2FSpeaking-of-security-A-discussion-with-Bret-Arsenault-CISO-at-Microsoft&data=02%7C01%7Cmichellp%40microsoft.com%7C74072a2084ee4fe3212908d6b152fe24%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636891367341300194&sdata=9OTu7fHArrPUfp015jS6fTQao7bCJYFcayREb9yz%2FRA%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fitshowcase%2FArticle%2FContent%2F936%2FIntegrating-security-into-the-mobile-app-development-life-cycle&data=02%7C01%7Cmichellp%40microsoft.com%7C74072a2084ee4fe3212908d6b152fe24%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636891367341300194&sdata=f3BPD9hVN3GqEpa6fe%2Bo%2FPfnnA5aeLVyhTgnw35fj5Q%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fitshowcase%2FArticle%2FContent%2F919%2FBuilding-cloud-apps-using-the-Secure-DevOps-Kit-for-Azure&data=02%7C01%7Cmichellp%40microsoft.com%7C74072a2084ee4fe3212908d6b152fe24%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636891367341310151&sdata=nRyHrYcfHvJsaQs%2BDawEl2oVvSYqgVi5T55%2B8ii8lDg%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fsecurity%2Foperations%2Fsecurity-intelligence-report&data=02%7C01%7Cmichellp%40microsoft.com%7C74072a2084ee4fe3212908d6b152fe24%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636891367341310151&sdata=nGe%2BMDEaIn9D8JzbzC8HkyxL5Q55MKQLbzXX%2Fd5k9V8%3D&reserved=0


Microsoft IT Showcase
How Microsoft does IT

Visit the website
microsoft.com/itshowcase

http://www.microsoft.com/itshowcase


Actions & Deliverables 

Recommendations 
& Escalations

Sponsorship 
& Decisions

Strategy 
& Directions 

Board Updates


