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B Organised Crime

Young Hackers
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RRENT RISKS

Cybercrime actively capitalises on these risks.
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Of network attacks use weak or
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In 2015, 20% of Distributed Denial
Of attacks come from unkn-own of Service (DDoS) attacks were on
ransomware. Ransomware is a a scale of more than 50 Gb per

growing problem. second, which meant that sites
and services were inaccessible.

Of employees use unauthorised
Software-as-a-Service (Saa\S).
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S-S Professional criminals are focusing on long-term,
g . high-quality and advanced operations

/ In the context of the
) increasing threat, there are

4 STRIKING
DEVELOPMENTS

Digital economic espionage by foreign
intelligence services is putting the competitive
position of the Netherlands under pressure

Ransomware is commonplace and has
become even more advanced

N from the CSBN 2016 /

Advertising networks do not yet have the
capacity to deal with malvertising
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PACT EXTENDS FURTHER

THAN JUST THE FINANCIAL EFFECTS
°

« Role of organised crime increasing all the time

) : c Of organisations believe
« Disruption and danger to the basic infrastructure and systems J
: : they may have been the
 Infringement of privacy e e E
» Reduced innovation J y '
« Diminishing trust AR
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556 million 160 million 400 billion 140 +

Victims of cybercrime Data records compromised by Cyberattacks on companies average of 140+ days between
per year the top 8 security violations costing 400 billion euros per the infiltration and detection of
in 2015 year (damage) security violations

€ 3.000.000.000.000.000.000 i smemme iy nsmo o

(18 zeroes = trillion)

R VISION: PROTECT YOUR SME COMPANY

Continuous process and improvement cycle
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More information? Check https://www.microsoft.com/en-us/security == Microsoft
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