
60%

Risk is higher 
than ever before.

Malicious digital attacks

Unsecure data

Ability to articulate your security 
position to donors and partners

Most nonprofits lag behind for-
profit orgs in security despite 
facing the same risks

No nonprofit-specific standard 
for cybersecurity management

Navigating 
security risk in the 
nonprofit world

Breaches can put your organization 
and its beneficiaries at risk, disrupt your 
operations, increase liability, and tarnish 
your reputation. 

Mitigating risk is not easy.
You lack the budget, staff, and time 
to implement cybersecurity and 
privacy protections. 

Steps you can take.

60 percent of nonprofits surveyed don’t 
have or know of a policy to articulate 
their approaches to cybersecurity risk, 
equipment usage, and data privacy.1

1 See John Ghent. “Data Protection (DP) Checkpoint Benchmark Report”. Innovation Value Institute and Sytorus Data Protection Specialist. November 2016.

92% of nonprofits surveyed allowed staff 
to access organizational email and files 
on personal devices. The rest prohibited 
it, but said staff did it anyway.1

74 percent of nonprofits surveyed don’t 
use multifactor authentication. 1 

46% of nonprofits surveyed regularly 
used unsecured wireless printers, 
webcams, and other Bluetooth and 
wireless devices.1
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Be aware of privacy 
issues and concerns. 

Detect and respond to 
incidents. 

Know the laws and 
regulations.

Recover and learn from 
incidents. 

Identify risks and help 
protect against them. 

Implement specific, high-
value security controls.
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The right technology can help.

Office 365 E3 for Nonprofits 
offers the latest Microsoft 
security and collaboration 
features, with automatic 
updates that let you focus on 
your mission and the work 
that matters. 

The most complete, 
intelligent and secure 
service for digital work.

Includes the newest Office apps

Built-in, integrated cloud security 
solution

Automatic updates relieve pressure 
on your IT staff and infrastructure

Pay for what you use, not for 
what you don’t.

Simplify your governance. 

Help improve your security.

Nullam non tincidunt

Read the Nonprofit 
Guidelines for Cybersecurity 
and Privacy whitepaper. 

Do more good and create
more impact with Office 365.

Download now.

Get Office 365 for 
your organizationCybersecurity and Privacy
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