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MODERN SECURITY THREATS

“THERE ARE TWO KINDS OF BIG COMPANIES,
THOSE WHO 'VE BEEN HACKED, AND THOSE
WHO DON'T KNOW THEY'VE BEEN HACKED."

JAMES COMEY, FORMER DIRECTOR FBI
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PROTECT DETECT

across all endpoints, from using targeted signals, behavioral
sensors to the datacenter monitoring, and machine learning
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closing the gap between discovery and action
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Abbreviations & Links for reference

. AATP: Azure Advanced Threat Protection

. MCAS: Microsoft Cloud App Security

. O365ATP: Office 365 Advanced Threat Protection

WD: Windows Defender
. SmartScreen
. WDATP: Windows Defender Advanced Threat Protection
. WDAV: Windows Defender AntiVirus
. WDAC: Windows Defender Application Control
. WDAG: Windows Defender Application Guard
. WDEG: Windows Defender Exploit Guard
WDEG ASR: Attack Surface Reduction
WDEG NP: Network Protection
WDEG CFA: Controlled Folder Access



https://cloudblogs.microsoft.com/enterprisemobility/2017/09/27/introducing-azure-advanced-threat-protection/
https://docs.microsoft.com/en-us/cloud-app-security/what-is-cloud-app-security
https://technet.microsoft.com/en-us/library/exchange-online-advanced-threat-protection-service-description.aspx
https://docs.microsoft.com/en-us/windows/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/threat-protection/windows-defender-antivirus/windows-defender-antivirus-in-windows-10
https://blogs.technet.microsoft.com/mmpc/2017/10/23/introducing-windows-defender-application-control/
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-guard/wd-app-guard-overview
https://docs.microsoft.com/en-us/windows/threat-protection/windows-defender-exploit-guard/windows-defender-exploit-guard
https://docs.microsoft.com/en-us/windows/threat-protection/windows-defender-exploit-guard/attack-surface-reduction-exploit-guard
https://docs.microsoft.com/en-us/windows/threat-protection/windows-defender-exploit-guard/network-protection-exploit-guard
https://blogs.technet.microsoft.com/mmpc/2017/10/23/stopping-ransomware-where-it-counts-protecting-your-data-with-controlled-folder-access/

Resources

Exchange Online Protection (EOP)

« EOP resources for malware prevention
https://blogs.technet.microsoft.com/eopfieldnotes/2017/05/25/eop-resources-for-malware-prevention/

Windows Defender Antivirus (WDAV)

« How artificial intelligence stopped an Emotet outbreak
https://cloudblogs.microsoft.com/microsoftsecure/2018/02/14/how-artificial-intelligence-stopped-an-emotet-outbreak/

«  Windows Defender Antivirus cloud protection service: Advanced real-time defense against never-before-seen malware
https://blogs.technet.microsoft.com/mmipc/2017/07/18/windows-defender-antivirus-cloud-protection-service-advanced-real-time-defense-against-never-before-seen-malware/

« Detonating a bad rabbit: Windows Defender Antivirus and layered machine learning defenses
https://blogs.technet.microsoft.com/mmipc/2017/12/11/detonating-a-bad-rabbit-windows-defender-antivirus-and-layered-machine-learning-defenses/

Windows Defender Advanced Threat Protection (WDATP)

«  Windows Defender ATP thwarts Operation WilySupply software supply chain cyberattack
https://blogs.technet.microsoft.com/mmipc/2017/05/04/windows-defender-atp-thwarts-operation-wilysupply-software-supply-chain-cyberattack/

« Detecting stealthier cross-process injection techniques with Windows Defender ATP: Process hollowing and atom bombing
https://blogs.technet.microsoft.com/mmpc/2017/07/12/detecting-stealthier-cross-process-injection-technigues-with-windows-defender-atp-process-hollowing-and-atom-

bombing/
Microsoft Cloud App Security (MCAS)

« Cloud App Security Threat Protection just got better
https://cloudblogs.microsoft.com/enterprisemobility/2018/02/08/cloud-app-security-threat-protection-just-qot-better/

« Protect multiple cloud app instances using Microsoft Cloud App Security
https://cloudblogs.microsoft.com/enterprisemobility/2018/02/26/protect-multiple-cloud-app-instances-using-microsoft-cloud-app-security/



https://blogs.technet.microsoft.com/eopfieldnotes/2017/05/25/eop-resources-for-malware-prevention/
https://cloudblogs.microsoft.com/microsoftsecure/2018/02/14/how-artificial-intelligence-stopped-an-emotet-outbreak/
https://blogs.technet.microsoft.com/mmpc/2017/07/18/windows-defender-antivirus-cloud-protection-service-advanced-real-time-defense-against-never-before-seen-malware/
https://blogs.technet.microsoft.com/mmpc/2017/12/11/detonating-a-bad-rabbit-windows-defender-antivirus-and-layered-machine-learning-defenses/
https://blogs.technet.microsoft.com/mmpc/2017/05/04/windows-defender-atp-thwarts-operation-wilysupply-software-supply-chain-cyberattack/
https://blogs.technet.microsoft.com/mmpc/2017/07/12/detecting-stealthier-cross-process-injection-techniques-with-windows-defender-atp-process-hollowing-and-atom-bombing/
https://cloudblogs.microsoft.com/enterprisemobility/2018/02/08/cloud-app-security-threat-protection-just-got-better/
https://cloudblogs.microsoft.com/enterprisemobility/2018/02/26/protect-multiple-cloud-app-instances-using-microsoft-cloud-app-security/
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